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Before We Begin...

It must be understood that the ODYSSEY system is merely a software application that runs on a Microsoft
Operating System. ODYSSEY also uses Microsoft SQL Server as the database engine. This installation
manual is designed as a tutorial for making the ODYSSEY Server and Workstation operational. It is NOT
intended as any sort of reference to Microsoft Operating System or Microsoft SQL Server operation. This
manual assumes that Microsoft Operating System and Microsoft SQL Server has been properly setup and
configured.

Before the application can be used...Users and their passwords need to be setup in
Microsoft Operating System and the appropriate rights need to be established. Receptors application only
adds additional rights to the user for purposes inside the various application modules adding a second
tier security level via passkey level. The user names and rights need to be established in Microsoft
Operating System and Microsoft SQL Server beforehand.

Maintenance requirements...SQL Server database and database devices need to be monitored

periodically to insure the sizes are not too small or large for the system requirements. Additionally, there
are some diagnostic functions that must be monitored occasionally to maintain optimum performance of
the Server. Please consult your SQL Server Administrators Manual for Optimizing SQL Server.

How to use this Manual

This manual set is divided into four sections:

Installation Manual

Section one gives you a step-by-step guide on how to install the application software and make the
appropriate changes to the Operating System and Database Engine to create an ODYSSEY system. It's
also designed to be used as a reference guide on the software sections and utilities.

Administrators Manual

The Administrators Manual gives you all the information necessary to complete programming information
for the ODYSSEY system. It is also a reference point for the various aspects of the ODYSSEY system.
Included are: Password management, Backup procedures, recovery procedures, and starting and
stopping the ODYSSEY applications.

Operators Manual

The Operation Manual provides “How To” on all aspects of the day-to-day operation of the system. Alarm
processing, Commands, and Reporting are covered in this section.

Options Manual
This Manual covers the various options associated to the Odyssey Software.

All of the manuals form a set. Within each manual there are some standard conventions that were
followed.

Mouse Clicks

It is assumed that when the manual refers to “Left Click”, or “Right Click”, the reader understands that
we are referring to the mouse buttons.
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Keyboard Entries

All entries made by the keyboard are shown in the following format:

“ping 192.9.8.100”

If the command needs to be entered from a command prompt window the following format will be used:

Command

S “ping 192.168.0.100” default IP Address of RISG ANX Panel

Getting Started

The Services
Users and Passwords

Error Logs

The Services

There are two (Server) programs that operate in the background that allow the Odyssey Access
Control System to fully function. In the Microsoft Operating System, these programs are called
Services. A Service is a module that begins operation as soon as the Server is started. When
started as a standard Microsoft service, these programs are not affected by any Users logon
procedure. These services control the Real-Time portion of the software. This is the segment
responsible for communication to and from the panels, panel database control, alarm traffic, and
history archiving.

Receptors provides two modes of operation for the Services;

1). Standard Mode is the typical Microsoft operating system method that most users
would function under. In this mode, the required services are started automatically as
soon as the Server is rebooted. The services run in the background, and require no user
intervention.

2). Display Mode allows you to start both services separately. This provides you with a
visual window for each service. This mode is used for debugging purposes and initial
system start up. Display mode is a very effective tool allowing an operator to visually
see data to and from workstations and field devices. There are however, disadvantages
to Display mode. In this mode, Automatic Services must be disabled.

*Additionally, since manual mode runs from the desktop, these services will
shutdown if the user logs off.
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The Odyssey Services

Receptors Service 2 (ridbio) is the traffic manager between the Odyssey application and the
database engine. It handles all traffic to and from the workstations. Service 2 also handles any
panel database requirements by receiving them from Microsoft SQL Server and sending them to
Service 3 for processing.

Receptors Service 3 (rip) is the Real Time Process for the application. The service is
responsible for all traffic to and from the field hardware and Workstation alarm processing. Rtp
polls panels, sends database information to the panel, and processes transaction information
from each field device.

Standard Mode

The following information indicates how to setup the Receptors Services for Standard Mode. This
needs to be completed only once.

The Services file selects which background programs or services will automatically start when the
Operating System is started. You can also use this window to start the services that are set for
manual.

@ FROM THE START BUTTON:

§ Select Settings, then Control Panel, and then Administrative Tools. Select
the Services icon and the window below will display.

Figure 1: Microsoft Services Window

% Services =

File Action View Help

R e 4 Bo= H6E>en®
2 Services (Local) ' Services (Local)

Receptors_Service2 Mame = Description Status Startup Type LogOn *

" Performance Logs & Al  Performanc... Manual Local Se

Start the service . Plug and Play Enables a c..  Started Automnatic Local Sy

+: PnP-XIP Bus Enumerator  The PnP-X .. Manual Local Sy

~.PNRP Machine Mame P... This service ... Manual Local Se

.+ Portable Device Enume... Enforces gr.. Manual Local Sy

- Power Manages p..  Started Automatic Local Sy

<. Print Spoaler Loadsfilest.. Started Automatic Local Sy

.- Problem Reports and 5. This service ... Manual Local Sy

. Process Monitor Injector serv... Started Automatic Local Sy
“:Program Compatibility .. This service... Started Automatic Local Sy =

+ Protected Storage Provides pr... Manual Local Sy

“: Quality Windows Audio...
*Receptors_Service?

Quality Win... Manual Local Se

v Receptors_Service3 (GP... Manual Local Sy

% Remote Access Auto C... Createsa co.. Manual Local Sy

.+ Remote Access Connec.. Manages di.. Manual Local Sy

“; Remote Desktop Confi.. Remote Des.., Manual Local Sy

. Remote Desktop Services  Allows user... Manual Metwork

+. Remote Desktop Senvic...  Allows ther.. Manual Local Sy

% Remote Procedure Call ... The RPCSS.. Started Automatic Networl _
& = e 25 ¢ | —

\ Extendedhlgétandard“f

8 The Service Name is listed in the right-hand column. The Status section indicates
whether the service is started.

§ The Startup Type area displays the type of startup required. (Manual or automatic).
To start these services manually, you simply double click on the desired service, and
the following window will appear:
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Figure 2: Receptors_Service2 Properties

| Receptors Service? Fimpeﬁiﬁ (Local Cumputer] ‘ 1

General -Lngﬂn I Recoveny i Depseﬂancien.

Service name:  RidbioService

Display name: Recaptors_Servica?

Description: I .
Path 1o executable;

CProgram Rles B\ Receptors'ndbio exe

Startup type

Help me camfiquine sendce slafup aplions

Service stafus:  Stopped

[Bate] [ 90

You can speciy the slat parameters that apphy when you start the service
from hare.

Siat parameters:

§ Click the Start button.

§ To set the service to start automatically, double click on the desired service and
the above window will appear. Click on the down arrow in the Startup Type box
and a pop down menu will appear. You can then make your choice for the service
requirement.

1). Selecting Automatic will make this service perform the task whenever the
server is restarted.

NOTE Automatic startup is only performed at boot time. If you make
changes to this function, you would need to manually start the service
if you do not intend to re-start the Server.

The Completion of the Automatic startup for the Receptors Services is
signified by three short beeps from the Server. This should occur after
approximately three (3) minutes after boot-up.

Automatic Mode is intended for users that require the Server to begin
communications with the field Panels and Workstations without intervention. This
mode requires no additional user input, or anyone to log on to the Server.
Receptors services will start without assistance, after a power failure (depending
on your haraware), or other unintentional shutdown. It must be noted however,
that this will only occur if the Microsoft operating system starts without errors. In
addition, the SQL Server database engine must also be started and operating
before the Receptors services can begin.

2). Selecting Manual requires the operator to start the service after each system
restart. This selection is used in conjunction with the Display Mode of
Receptors Services 2 and 3. (See the Display Mode section below)

3). Selecting Disable will not allow the function to be started at all.
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Display Mode

Please Note It is extremely important that you DO NOT to attempt to run the Services 2 and 3 in
STANDARD mode and DISPLAY mode at the same time. The applications will not operate correctly if
this is attempted. Start the services from one, or the other—NOT BOTH!! Additionally, if one service is
started automatically, then BOTH services must start in this manner. Do not attempt to start one service
in Standard Mode, then the other from Display Mode.

In order to use the Display Mode, Receptors Services 2 and 3 Startup Type must be set to Manual in
Microsoft Services. This is explained above in the Standard Mode section of this manual.

Using the Display Mode allows a greater degree of understanding as to what's happening with
communication in the system. In Display Mode, you can actually see the system poll, send and
receive data to and from the field panels and Workstations. You can visually check panels
downloading, and tiering data. You can also verify alarms being received from the field and
commands being sent. It's a very useful tool.

Starting Receptors Services 2 and 3

Create a shortcut of Service 2 and Service 3 on the desktop. To do this open windows explorer to
the Receptors directory. Locate the files 2.bat (Service 2) and 3.bat (Service 3). While
holding down the Ctrl key, left mouse click on the files 2.bat and 3.bat. Both files will be
highlighted. Place mouse over one of the highlighted files and do a right mouse click. In the pop
down window select Send to > Desktop

(Create shortcut).

If you look on the Microsoft desktop you should see an icon titled Shortcut to 2.bat and
Shortcut to 3.bat. Rename Shortcut to 2.bat to Service2 and rename Shortcut to 3.bat to
Service3.

Starting Receptors Service 2

From the Desktop double click on the Service2 icon and the Service2 window will appear.

Figure 3: Receptors Service2 Dos Window

= RISG Service 2

C:“\Program Files“Receptors>ridhio —debug

Debugging Heceptors_Service2.

Fgusio_init SQLSet returned B attempt S50LConnect L=sa P=

hostname=win?-32 w»is_path=C:* Program Files““Receptors:* ssn=1 muliholi=N
Test Server started — waiting for socket connections...

thl=tourdesc Sfun=inzert Jkeyl=_username=

opcode

thl=tourdesc Sfun=insert Lkeyl=,username=

opcode = Bx?f

m/| s

This Service is now started and is ready to interact. You can reduce this window to the status
bar, but this service must remain active. Additionally, it needs to be closed manually when you
wish to stop this service.
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Starting Receptors Service 3

From the Desktop double click on the Service 3 icon and the Service3 window will appear.

Figure 4: Receptors Service3 Dos Window

& RISG Service 3 e E

initialize ctel
initialize tvns
initialize xcodetype
initialize para
para count=1
syscode =0
initialize hwrd
initialize anlc
initialize rscc
initialize mcnt
initialize cntl
initialize wsnm
initialize diag
initialize rcnt
initialize hstat
initialize dlst
initialize ickt_ram
initialize grsh_ram
initialize rckt_ram
initialize ockt_ram
initialize opcl_ram
initialize lanx_ram
initialize ctel_ram
initialize tzon_ram

Service 3 or the Real Time Process is now running. This window is the most active and
informative of the two windows. However you will not see any communication activity between
the Server, field hardware and Workstations for approximately one (1) minute. In this window,
you can see the poll and response of each controller in the system. You can also see transactions
to and from the field, as well as commands and alarm window function. This window can be very
useful in bringing up the system. You can visually verify that panel are communicating and
downloading correctly. Below is a sample of what you will see after one (1) minute of starting
Service3.

Figure 5: Receptors Service3 Polling Dos Window

& RISG Service 3 ) o e

B tx x> gl
B =xmx gend of B3 52
" rx< ef
B" — receive b7 B3 B8 B3 ?f Pf 3b
A" tx x> el
g: cf B3 52
@" — veceive b7 B3 80 B3 Pf 7f 3b
B" tx x> eR
total _cnt=67 overwrite=@
taproc new minute 15:55
rtp new minute 15:55 ssn=1
tzproc new minute 18112811 15:54 watchdog timer = 127
new minute daynmb = 2 time = 15:55 tzones in effect
67898123456 78998123456 7898123456 78
L v O O O O O O O O
@' wxwx gsend cf B3 52
A" px{ el
@' — veceive b7 B3 B8 B3 Pf 7f 3b
tx =% el
#*#x% gend cf B3 52
rx{ el
— rveceive b7 B3 8@ A3 ?f M b
tx =x} off

Both windows can be left opened as indicated at the right. These windows can also be reduced
to icons on the menu bar.

Care must be taken however if you close any one of these windows, the server

functionality will be lost. You will lose the ability to communicate to the field devices
or transmit alarms to Workstations.
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RISG Security Management System
How to open the RISG Security Management System
The Functions of the RISG Security Management System
Standard Conventions

How to open the RISG Security Management System
There are two (2) standard methods of opening the Desktop software:
1). Icons are placed on the Microsoft Desktop to operate any executable program. If the icons

are not on the Microsoft Desktop the Odyssey Installation manual describes how to
complete this task. Looking at the Microsoft Desktop you will find the following icon:

Figure 6: RISG Database Icon

RIS Menu

§ By clicking on this icon, the RISG Security Management System window will
appear.

2). Oryou can click on the Start button at the bottom left side of the Microsoft Windows
Desktop. Highlight the Receptors folder and a menu will appear to the right.

Figure 7: Microsoft Start Button

Administrator

[ Manage Your Server ) My Documents

Cot d Prompt -
R RS 55 My Computer

|} Windows Explorer ol
. ‘—J My Network Places
(@& R15G Menu -
W Notepad Dr Control Panel
% Data Sources (€ a2 windows Catalog ative Tools »
§cﬂ1ewRepwt\-'| & windows Update i
fiw Nicmsoftofﬁceg Accessories v L
R RISGAlarm ) Administrative Tooks  » id Support
[T Microsoft Office ’
™) Startup »
PR Adobe Reader 3 [T) RISG Guides b
& Inkernet Explorer @& v Manusls
(5) Outhook Express @ A manuals
. Remote Ascictance &5 RISG Alarm
() Chelsea Technologies  » @ RISG Menu
o ) WinRAR r 5] service 2
B Receptors

2] oot [8 shut oown

|#istare (3 & (@ RISG SECURITY MANAG... |

§ Select RISG Database from the list and the RISG Security Management System
window will appear.
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Figure 8: RISG Security Management System Window

JI111

Moniter  Admin Report  Options

RISG SECURITY MANAGEMENT SYSTEM

D

Welcome to
RISG INTERNATIONAL
e ] —— —_

The Function of RISG Security Management System

This section is the area that data is entered into the database. The RISG Security
Management System window can be used on the Server or Workstation and does not need to
be open for the Server software to be operational. From the RISG Security Management
System window, you can also open the Alarm portion of the Odyssey software.

When the RISG Security Management System window is opened, you can move to any point
in the system by clicking on the represented function on the menu bar at the top of the window.

All functions in the system are independent. You're only required to open this window first, and
then move to the area you require.

Parts of the RISG Security Management System Window

@ Drop Down Menus — RISG Security Management System Window

Available Functions

1. Alarm Alarm Display.

2. Admin Administrator, System Control, Data Format,
Dial Up, Visitor, Verify Profile,
Search Profile, Elevator Access, Use Or Lose It
Database Restore.

3. Report History, Guard Tour, Card holders who have access to
Reader Personnel, Roll Call, Log Message, Circuits no
gone by Alarm, Old History, Time Attendance Report,
Time Attendance Export

4. Options Radionic Circuit, Group Display, AES Key, Open:Close
Area, Extended Door Time, Tour (Guard, Reader,
Watch), Language Switch (English, Chinese, Thai)

5. About Configuration, CCTV Setup, Radionic Setup, Show
Host, About RISG Products
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Standard Conventions

As we move toward the programming areas of the software, we need to go over a few of the
standard conventions used in each area.

There are three ways to navigate within the modules:
1). Menu Bar at the top of each Window

2). lcons below the Menu Bar

3). Right clicking of the mouse

Menu Bar

Each of the Modules (except those as listed in the program key) begins with the same type of
window. The Reader Circuit Window is shown here as an example.

Figure 9: Modules Menu Bar

E RISG Administrator version 5.4.1.6 [win7] [Server]

Master Personnel l Badging I Hardware Configuration I Access I Command I Map Design I User-Passkey Levels'
Cand Holder | Employee Information I Personal I Emergency I Information I Auto I Comment | Time Pd'tendanc:e|

Each module is much the same with menu items on the top, and icons to allow for ease of use.
The following information explains the use of each Menu Bar selection:

@ Master Personnel opens a sub menu with:
Card Holder

Employee Information

Personnel

Emergency

Information

Auto

Comment

wn W W W W W L

@ Badging

@ Hardware Configuration opens a sub menu with:
§ Configuration
§ Database
§ Finger Scan

@ Access opens a sub menu with:
Access level

Time zone

Group Code

Event Schedule

Holiday

Elevator Control

w W W W W W

Command opens a sub menu with:
§ Group Reader

§ Group Input

§ Group Output

§ Instruction

§ Transaction

@ Map Design
@ User-Passkey Levels opens a sub menu with:
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§ User Level
§ Passkey Level
§ User And Passkey

Icons

Below the Menu Bar is a group of Icons. The following information lists their function:

H Save: save new information to database.

EH Edit: allows you to view/edit Device information.

|Pmnuim| Properties: allows you to view/edit Device information.

.
‘ o Delete/Remove Record: allow you to delete a single or multiple records from the list
S Window. First, highlight the desired record(s) you want to delete then select the icon.
‘ Remove |
'Mﬂh:mw | Multiplexer: Allows you to add multiplexer device to RISG System.
| Resder | Reader: allows you to add Reader device to RISG System.
gt -
=t | Input: allows you to add Input device to RISG System.
|, Outpen | Output: allows you to add Output device to RISG System.

| Config | Config: allows you to get back to configuration page

Print

= | Print: allows you to print information.

Right Clicking

Once you have a Window open, you can Right-click the Mouse and the pop-up box shown
will appear:

Figure 10: File Menu
—{ Courote }

Pamel Numbes Pared Name IP Address Fanel Description Fanel Type Panel Status
Right Click option on ik i
the controller Conecttoans

You can highlight any of the functions listed in the box to perform.
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When using the Edit, Delete, and View selections, you must first highlight a database entry in
the query window you started in.

The table below indicates which of the three ways are available for each function or command
that is to be performed:

Table 1: ICONS

New

Add I

New Record | -

Cautions

Circuit Names and Numbers

Because of the logic of the Odyssey system, it is not allowed to edit the Circuit Name, or User
Circuit Number of an existing record. The correct method of changing a Name or a Number is to
delete the record and enter it again.

Non Add Screens

There are certain modules where the Add function is not available. These modules contain fixed
database records that can only be edited.

Program Key

On the following programming sections, the Program Key displayed here will be provided to indicate what
commands are available for that section.
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Table 2: Program

Key

PROGRAM KEY

Command Menu Bar Button Pop-up
Add New P P P
Change P P P
Delete P P P

Print P P P
Programming

Programming overview

In order to complete the programming of the Odyssey system in the most effective manner,
follow the guidelines listed here. The list below indicates the order in which the various tables
need to be completed. This sequence will insure you have each section completed in the correct
order, so that the files from one table are available to the next.

1).

§

Users and Passwords

Before proceeding with any programming on the system data, all appropriate Users
and Passwords must be entered. This includes both the Microsoft User list and the
Odyssey User Levels and Command Levels.

2). Descriptions (Trunk Line, Controller (AN1's, ANX's), Multiplexer (AN2’s, AN4’s, AN5’s,
EXP-R’s, EXP-O's and EXP-I's)

§

You can enter the required descriptions as appropriate. They are very helpful when
bringing the system on-line, as there is more information to let you know what's
happening. You can enter descriptions prior to circuits if desired.

3). System Control File

§

§

§
4).

§
5).

Workstation names need to be entered in order for the alarm display module to
connect. No alarms will be received or command functions enabled until this has
been completed.
Trunkline ports for serial panels need to be entered. (Serial Systems Only) Please
consult the Trunk line section before making entries here.

Printers such as transaction logging printers are entered here

ANX, AN1 LAN Panels

If you are using LAN panels, they should be entered at this time. Please consult the
Trunk line section before making entries here.

MUX Port Map
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8 The port map should be completed next, to define which address(s) are to be polled,
and what the panel type is.

6). Transaction File

§ The system defaults all baseline alarm traffic to Alarm Displayl. If this is not the
desired location, you will need to edit this file to the appropriate Workstation. 99
indicates the value is changed elsewhere in other modules.

7). Circuits

8 Output Circuits can now be entered now corresponding to the system layout.

§ Input Circuits can be entered after the outputs are complete. By adding output
circuits first, all related outputs can be assigned to their respective inputs in a single
step. Inputs can be loaded according to the system layout.

§ Reader Circuits can be entered according to the system layout. By adding output
and input circuits first, all related outputs and inputs can be assigned to their
respective readers in a single step.

At this point you can begin the initialization process to the panels and verify communication. All of the
panels should poll and respond at this time. Alarms will transmit and most command functions will
operate. Card and Time Zone functions will NOT function however until programmed. The secondary
programming requirements can be completed before, or after initialization.

8). Data Formats

§ If you require special or custom data formats for cards, they should be programmed
now.

9). Access Levels

§ The Access Level tables can be completed any time after the Readers are
programmed. They can be added to, and modified at any time.

10). Times Zones
§ Just like the Access Levels, the Time Zones can be added, and modified at any time.
11). Group Codes

§ Once the Access Levels and Times Zones are completed, you can build the Group
Code Tables.

12). Cardholders

§ At this point you have all of the necessary data completed to begin the card
activation process.

This would complete baseline operational programming. The items that are left to be completed are
the peripheral tables:

GROUP COMMAND GROUP SHUNT GROUP OUTPUT
INSTRUCTIONS ELEVATOR OUTPUT ELEVATOR ACCESS
DIAL UP MAP SETUP HOLIDAY
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EMERGENCY EVENT SCHEDULE EXTENDED DOOR TIME
OPEN/CLOSE AREAS VERIFY PROFILE

After these tables are programmed, the optional files can be completed such as:

ACCESS LEVEL 1024 BADGING GUARD TOUR
READER TOUR WATCH TOUR CCTV
SIMULATION MULTIPLE HOLIDAY BIOMETRIC
ALARM PRINT/E-MAIL SPECIAL ACCESS LEVEL RI1 Profile

TIME & ATTENDANCE SEND TIME & ATTENDANCE HISTORY

@ DETAILS FOR THE ABOVE MODULES CAN BE FOUND IN THE OPTIONAL FEATURES
SECTION OF THIS MANUAL.

LAN-ANX/AN1 Panel

This ANX/AN1 Configuration Manual is designed to help you to setup an ANX/AN1 panel
and to make alterations to an existing ANX/ANL1 if needed.

caution Your Network Administrator generally provides IP addresses. If you are not
familiar with TCP/IP protocol, please consult your IT department before proceeding.

Data Entry

Click on Management System window Admin at the top of the RISG Menu Security
Click on Hardware Configuration Tab.
Click on ANX button to add a new ANX Panel

Figure 11: List a LAN-ANX/AN1

Master Personnel ||| Badging [[Fadwars Configuration |Access || Command | Map Desian | User-Passkey Levels
iguration | 3 Database || Finger Scan | AMX Configuration
P o3

?
Add / Edit Circuits Delete Ga ToHypertarminal  Connect tTa AR Help

AN Series I AM1 Series

AN Erd
=

I AN S RD ]

/—| Controller

Panel Mumber Panel Mame IP Address Panel D escription Panel Type Panel Status
B ooo AME-000 192.168.0.100 AME-Panel A

The List a ANX window will be active only at this time.
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Figure 12: LAN-ANX/AN1

/—| Controller
Panel Number | Panel Name | IP Address | Panel Description | Panel Type | Panel Status
B 000 ANX-000 152.168.0.101 ANX-000 ANX
4 »
S A

At this point, you can Add, Change, View, or Delete a record.
You can use any of the Open functions listed in the Standard Conventions section. Once you
request to enter a new record, the Add a LAN-AN1/RSC/GP1 window will appear:

Figure 13: Add a LAN-ANX/AN1

1

(::::} ANX Number >0 Panel Type

( 2 } ANX Name 5 ANX-000 1. LAN - ANX / AN1 v & _@
ANX IP Address 192.168 . 0 . 1

<3> 5 /192.188 . 0 . 100

( 4 } ANX Description > AMX-Panel

Save

Field Names

1.) ANX Number: Number of the ANX Panel

2.) ANX Name: Network name given to the panel

3.) ANX IP Address: The Network IP address.

4.) ANX Description: The general description of the panel up to 40 characters.
5.) Panel Type: The Network IP address.

caution: Your Network Administrator generally provides IP addresses. If you are
not familiar with TCP/IP protocol, please consult your IT department before
proceeding.

6.) Edit/etc/hosts: This button will open the \etc\Host file for editing.
7.) Edit: To edit ANX.

Addlng a Record

Click on the ANX box

A pop up window will appear

Enter the Panel IP Address in the ANX IP Address box.
Enter the description for this Panel in the Description box.
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Edlt /etc/hosts button

When you have completed the ANX panel entries, you must add these entries to the hosts file
used by system Networking. It is extremely important that you use exactly the same syntax in
the host file that you used in the LAN Panel file. If the entries are not made, or made incorrectly,
the panels will make a connection to the server, but will not communicate or download.

You can use the Edit/etc/hosts button provided on the ANX Panel window. 7/is
procedure can only be performed on the Server.
You can also edit the host file manually; you can use Notepad or any text editor. The location of

the file is:

W ndows\ syst enB2\ dri ver s\ et c\ the file name is “host s” (with no extension)
Here is an example of the Hosts file:

Figure 14: edit/etc/hosts File

B ho=t=
Files Edit

- Motepad

Format  Wiews

W EpEACE

*

W sadditionalby, cormrmants
# lines or following the mac
o

# For example:

102.54.94.97
38.25.63.10

rhino. =
oSG,

L33

192 168.0.100 localhost
et RS G Sy e rr dtt

[ ==Y
#* The IF addraess and the host name should be separated by at least one

fEuch as thasa) rmay be inserted on individoal

hine name denoted by 5 % symbol

CrmE. . Corm

#E SOUrNCEe Server
Corm 3 TP=T=N 5N i

This notepad will pop up

T HISC Panel e
192 1630100

A - 000

B RIS G Sarver g
19z2168.0.13

SERVER

R EMND RS0 Systenm a8

127.0.0.2 wewww.oyahoo.com
127.0.0.2 hitpfAssww yahoo

COrS

Check vour Panel IP Address and name
The IP and the name of vour computer

Then if vou made changes save vour settings then

Once you have entered the desired data, you can press the File button and select Save from the

menu.

Once you have saved data, you can press the File button and select Exit from the menu and you
will return to the add ANX pop up window.
Once you've entered the desired data, you can press the Save button to save the record. The
ANX window will appear showing the new record just created.

Figure 11: The LAN-ANX/AN1

/—| Controller

Panel Number | Panel Name | IP Addresz

| Panel Description

| Panel Type | Panel Status

B 000

ANX-D00 152.168.0.10

0 ANX- Panel - Lobby

ANX

»

Changing Records

To change existing records, in the LAN-ANX/AN1 window, open the required LAN-ANX/AN1
panel then highlight, right click select EDIT option
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Figure 16: Changing a Single The LAN-ANX/AN1record

4| | »

When the record opens, the LAN-ANX/AN1 window will appear:

(You cannot change the ANX/AN1 No. in a record.)
Figure 17: Change a LAN-ANX/AN1

Xl
ANX Mumber ID Panel Type
ANX Name 1. LAN - ANX { AN1 =
AMX IP Address | 182 1688 . O . 100
ANX Description Janx- Panel - Lobby
Save |

At this point you can make the necessary changes you can change any data except the
ANX/AN1 Number. When you are ready click the SAVE button and the changes will be saved
and you will be returned to the LAN-ANX/AN1 window.

Reminder — if you change the ANX/AN1 Name or the IP Address you must make the
same changes in the Hosts file under the Edit/etc/hosts button.

If you cancel a record, the ANX window will appear and ask you if you want to abandon the
editing.
Figure 18: To save record (ANX)

Bac x|
1

AMNX Number IEI Panel Type
ANX Name 1, LAN - AMX L AN j
AMX P Address | 192 168 . 0 . 100
ANX Description |ANX- Panel - Lobby
Save

4). At this point if you select save button, you will be able to change the ANX panel.
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Deletlng Record(s)

Follow the procedures for Adding Record(s) records to delete records. Highlight the panel then
right click select DELETE ANX. However be careful when selecting records to delete that they
are the records you want to delete. Deleted records cannot be recovered. If you make a mistake

you will need to create the record again.

Circuits
Adding Circuits

In this section we will show you how to add Readers, Inputs and outputs circuits to the software. Go to
the Hardware Configuration/Configuration then right-click on the ANX/AN1 Panel and click on
Add/Edit Circuits. You get the ANX/AN1 Configuration screen and you are ready to add circuits.

Figure 19: Hardware Configuration/Configuration

| Master Fersonnel | Badging | Hardware Configuration | access \\:mmam\MpD sign | User-Passkey Levels|

| 3 Database | Finger Scan | ANx Configuration

Delete Go To Hypetterminal  Conneo

tTo ANK

Help

Panel Type Panel Status

Input

Cutput

Reader [Input_ [ Output

Input Circut

Y ]

Output Cirouit

S —

e [—

Reader Ciruit

.- B

At this point, you can Add, Edit, View, or Delete a circuit.

Readers

Readers refer to the card readers that are programmed into the system. This section deals with the

Reader Circuit File.

Overview

Readers are connected to the various field panels in the system.
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As devices that provide access or control throughout the system, they require definition as to
type, format, and location. Additionally, you can program the time they are opened each time
they're used, and how long they're allowed to remain open after they are used. Inputs and
Outputs can be related to Readers to perform specialized functions.

There are several different options available to provide various requirements by the system.

When you make an entry to the system, these parts are defined automatically. You are not
required to program them separately. A reader is defined as one unit.

Reader Port
Reader LED Control
Locking Device
Door Contact
Request To Exit

USER CIRCUIT NUMBER

In the Receptors software, you define the Hardware Circuit Number (a specific point on a specific
panel), to a User Circuit Number. Once this definition is made, all other programming is completed
using the User Circuit Number. Access Levels, Commands, History files will always reference the User
Circuit Number. The following circuit files are the only place you will reference a Hardware Circuit
Number.

READER HARDWARE NUMBER

The reader hardware circuits are specific ports on a given panel with a unique port address. The numbers
define the readers connected to the panels. The format of the Hardware address maps out the location of
the reader in the system. The format of:

XXX-YY-ZZZ
Whereas:
XXX = Line No.: Is the Controller address (ANX or AN1)

YY = Panel Address:
§ ANX, AN1 = Will always = 00
§ EXP-R = (Sub panel for the ANX panel only) addresses = 1 — 15
8 ANS = (Sub panel for the AN1 panel only) addresses = 1 — 15

§
ZZZ = Port Address: The Reader Port Address on the panels runs in groups of four
starting at 000. The second is 004, the third 008, then 012, 016, 020, 024, and 028.
On an EXP-R or AN5, you only have Reader Port Addresses 000 and 004.

Adding a Reader Circuit

You can use any of these ways to add a Reader circuit, Click on Reader and the arrow at the right and
selecting available Reader Circuit from the list. Or right click on the Reader table.
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Figure 21: Adding a Reader Circuit

& c
Reader
000-00-000
£00-00-004 [ bultiplexer |

ExP -1 ExP-0 ExF-R

Trunk. Line Controller

- Panel IIl

IP Address : 192168.0.100

P gt | Rieader [Input | Oulput]
Reader | Input || Dutput

Fieader Circuit
Clutput Circuit Fieader Circuit

Irput Circuit

As you can see in the above window there are no readers programmed in the system at this

time.
Click the on the Reader button click on 000-00-00 and on the Reader Circuit window will

appear:
Figure 22: Adding a Reader Circuit

Trunk Line Controller
Panel r
IP Address :  192.162.0.100 Description [
Reader Type 4 Sandord Rendor ‘I AP FromArca (Rell Call Deac:) | [0
W+ Keader 1ype | - HUCHES 4-8it Koy I AP To Area (Roll Call Desc.)

React Antipassback After | 0 | nins

—
v“ A II_ Secondary Dizplays '_[_ —, I_I_[_
Reader | kput | Ouaput | _I I LT

Reader Circuit
Refated input2 |

Keycode Timeout [ 10_ g ciam coge h— Instruction Number |'—
) Fo |
Reader bitformat [0 Door Relock Timer | 5— Door Alarm Priorities °— | %—

Threat Level 0__  voor Held Iimer IS‘L Partition Levels 'T ,"_ |°— |°—

rREX Shunt / Unlock Timezone: Options’ Time &
€ Shunt and Unlack & Door Contact [ Annunciate @ Ho Time & Attendance

] Clear Required [ Watch Tour
& Snunt Only cxs " Time & Attendance In

REXmode T & Allendance Oul
‘ShuntUnlock Timezone I [ & Shuntand Unlock € Shunt Only € Time & Attendance nfDit
| LCIV CameraNo. | — WIVM(MNU.I_ CCT VMQND.I_ | l Audit Frinters EIE IE

Please enter the new reader circuit information.
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Figure 23: Reader Circuit

% Reader
L]

>

Description

Keycode Timeout

Reader hit format

Threat Lewvel

CCTY Camera Mo, | 0

Hardhwnsare Mumber

Reader Type

WP Reader Type 55 - HUGHES 4-Bit Key r
Alarm Type Reset Antipasshack After | 0 | mins
Secondary Displays  |P—| lo_| DispiorieRs D— L -
Related Output Related Input 1
Azzociate Reader Related Input 2

| System Code

Door Relock Timer

REX Shunt 7 Unlock Timezone

Please click edit icon to update the reader circuit information.

User Circuit Mumber

[ From srea (Roll Call Desc 3| [o__

[ 24P To Area (Roll Call Desc ) ] o__

Instruction Mumber ‘U_/
Door Alarm Pricrities  J— g
Door Held Timer Partition Levels o floj||lo o

Options Time & Attendence
bl Door Contact ] Annuncists
[l Clear Required  [wwatch Tour

REX mode

COTY AL&RM Mo, | 0 | coTv Line Mo, | O Audit Prirters (0| (0| [0

Reader Circuit Field Names

The following table is a listing of the Field Names for the Reader Circuit that can be programmed

for ANX or EXP-R:

Table 3: Table 4: Add a Circuit Field Names Descriptions

Field Name Description
1)_ Hardware Number Formatted Numeric field that identifies the Reader port.
2)_ User Circuit Number 11 character, Alpha/Numeric Name that identifies the Reader to the system
3) Reader Type When down arrow is clicked will display a drop down pick list that Identifies the type of
) Reader circuits supported by the system:
2 Hard Anti Pass Back Reader
3 Soft Anti Pass Back Reader
4 Standard Reader
5 Hard Anti Pass Back Keypad Reader
6 Soft Anti Pass Back Keypad Reader
7 Keypad Reader
4) A/P From/To Area 2 Separate fields, Assigns Area to the Reader used to Entry/Exit, Roll Call and Antipas
) back.
Type of Reader Connected to ANX and AN1. Sets up the channel for communication
5)' K/P Reader Type protocol such as Sensor, Weigand or AMAG.
6) Alarm Type Categorizes the type of Reader. When the button is clicked a drop down menu will be
’ displayed. You can Add, Edit or Delete categories, as you desire. You will type in the type
of reader using up to 16 characters Alpha/Numeric. These names will appear in the Alarm
Type line in the Alarm detail window
Displays Control File
7)_ Reset Antipassback This will the Reader Antipassback mode when a specific time is enter
Timer
i i Number of the Primary Workstation that activity on this Reader is to be routed to.
8)' Prlmary Dlsplay Corresponds to the Alarm Display number in the System Control File.
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Field Name Description
9) Secondary Display 2 fields available, number of other Workstation(s) that activity on this Reader is to be
’ routed to. Corresponds to the Alarm Display number in the system.
10). Display Maps 3 Fields available, works in conjunction with the Map program. These numbers
) play P corresponds to the map number(s) this Reader will be display on. When this button is
clicked a list of available programmed maps will be displayed by Map ID# and description.
11) Related Outputs User name of Outputs programmed in the Output file. This Output will follow the alarm
’ conditions of the Readers input, and turn on when in alarm condition.
12). Related Input 1/2 When this button is clicked a list of available programmed inputs will be display by User
) P Name and description. These inputs will shunt when the Door Position Switch is shunted.
13) Associated Reader When this button is clicked a list of available programmed readers will be displayed by
’ User Name and description. This is in the case where there is a Reader on both sides of a
door and they share the same door contact.
14) Watch Tour Works in conjunction with the Watch Tour file. The reader can be selected as the start
’ reader for a Watch Tour.
15) Key code Timeout For Keypad Readers, when a Keypad entry is made the value entered in second is the
’ time allowed to complete the Keypad entry sequence.
16) Threat Level Optional software for ANX and AN1. Threat level is another level access control. Mainly
’ used for an emergency situation. Using this option enables you to lock out readers thusly
minimizing access to a facility during an emergency or whenever deemed necessary.
17)_ System Code System Code or a Facility Code for the cards used in your system is entered here.
18) Door Relock Timer Number of seconds before the door locks after being unlocked. Note-Door automatically
’ relocks when opened.
19) Door Held Timer Numeric from 1-3600 seconds. Timer for the number of seconds the door for this Reader
’ is allowed to be opened before transmitting a ‘Door Held Open; alarm condition.
20) Instruction Number The instruction file is the location where instruction sets can be created for use in the
) Alarm Display. Instruction is assigned by their number to individual input circuits and can
also be assigned globally to reader circuits in the transaction file. An instruction is 255
characters in length.
21) Door Alarm Priorities The allows different reader door alarms to alarm with different priorities and instructions
’ and in turn allows door alarms to display different colors on our map as well as play
different sounds.
22) Partition Levels Works in conjunction with the User Level file, There are 5 Partition Levels, 1-5, and O for
’ no partition. Levels 1-4 can only access circuit data within their partition and Level 5 can
access data in all partitions.
23) Rex Shunt/Unlock Works in conjunction with the field listed below. Set the Reader to either only, or Shunt
’ Ti and Unlock based on the Time Zone.
Ime zone
24) Shunt/Unlock Time Works in conjunction with the field listed above. Sets the Reader to either Shunt only, or
) Shunt and Unlock based on the Time Zone.
Zzone
25)_ Door Contact Check Box Enables the Door Contact of the Reader to send alarm condition to the host.
26). Clear R ir Check Box assigns a second step in the Alarm acknowledgement of this Reader. Reader
) Clea equ ed will provide an Alarm to the screen. When Alarm is acknowledge, a second “Clear” will be
required.
27) Annunciate Will cause an alarm to be printed for every transaction through every reader through this
) reader if checked.
28) Watch Tour Works in conjunction with the Watch Tour file. The reader can be selected as the start
’ reader for a watch Tour.
29) Rex Mode Allow you to select the sets the Request to Exit (REX) mode of the Reader to either shunt
’ and unlock the door, or shunt the door only when requested
30) Time And Attendance Optional software for Receptors Security Management System. Time & Attendance is
’ mainly used to track a person’s time when entering or leaving the building or area using a
card reader
31). TV mera No. Works in conjunction with the CCTV interface. Corresponds to the camera number used
) cC Camera No by the various CCTV controllers, Through the CCTV interface, the system will send this
number via Serial port when an alarm condition occurs on this input.
32). TV Alarm No. Works in conjunction with the CCTV interface. Corresponds to the alarm number used by
) cC a 0 the various CCTV Controllers. Through the CCTV interface, the system will send this
number via Serial port when an alarm condition occurs on the Reader. Also available in
Camera/Monitor format.
33) CCTV Line No Enables you to have two com ports to communicate to CCTV systems. Works in
’ ’ conjunction with the registry file.
34) Audit Printers 3 fields available, identifies the printer that activity on this reader to be routed to.
’ Corresponds to the Printer number in the System Control file.
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User Circuit Numbers

Before you start an entry, take a few moments and complete some system planning. It's
important to standardize on your naming conventions. If you plan ahead, you can make
reporting, and subsequent programming easier. Using User Circuit Numbers that start out the
same such as “GATE ”, “BLDG ”, “DOOR 7, “RDR 7, or
“FLR ” will make it easier for you to Query later.

The following is a sample of a finished Add a Circuit window:

Figure 24: Sample Reader Circuit

- |
- ® Reader — M
g |

‘\'> Hardware Number 000-00-000 User Gircuit Numper  000-00-000

Description Front Door Lobby|
Reader Type |4 Standard Reader - AP From Area (Rol Call Dese.)| 0_
K/P Reader Type |6~ HUGHES 4-Bit Key ~| [ AP To Area (Roll Call Desc.) | 0_

Alarm Type Reset Antipassback After 0 mins

Primary Display 1L, Secondary Displays  0— 0 Dizplay Maps 0|0 | [0_

Related Output Related Input 1
Asgsociate Reader Related Input 2

|
i |
|| KeyeodeTimeout  10_ oo gep code 0o__ Instruction Number  0—
Reader bit format 42 Door Relock Timer 9 Door Alarm Priorities Qo
Threat Level 0__  DoorHeld Timer  30_ Partition Levels U o 5o
REX Shunt/ Unlock Timezone Options Time & Attendence
(@ Shunt and Unlock [ Door Contact [ Annunciate @ No Time & Attendance
[l Clear Required [ Watch Tour _
() Shunt Onty () Time & Attendance In
REX mode () Time & Attendance Out
ShuntUnlock Ti ® ®
0_ (@ Shunt and Unlock () Shunt Only () Time & Attendance In/Out
| CCTV GameraMo. 0—  CCTVALARMNo. 0  ©GTVLineMNo. 0_ Audit Printers 0 0 0_

Please click edit icon to update the reader circuit information.

4

Once you've entered the desired data, you can press the 4E5 button to save the record.

Figure 25: RISG Reader Circuit W/Reader listed

- — e
Reader | Input | Output|
Reader Circuit

\_ ~
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Changing Records
1.Select the “Database” Tab, click on the “Reader” Tab below.
2. Highlight the Reader circuit you need to change then right click.
3. Select “Edit”

Figure 26: Changing a Single Reader Record

& B
Reader
Reader Circuit
“"ll i I:I I:I II
Edit
Remave
b &

When the record opens you can make your changes.

(You cannot change the User Circuit Number in a record.)

Figure 27: Reader Circuit
-* Reader - @‘

e |

000-00-000

%

Hardwars Number  000-00-000 ' jser Gircuit Number

Description Front Door Lobhby|

ReaderType [« standara Reader - AP From Area (Roll Call besc.)| 0_

kP Reader Type (6-HUGHES 48iKey v FreTTETET

Alarm Type Reset Antipassback After 0 pips
Primary Display | 1_  SecondaryDisplays 0_— 0_ Display iaps 0_[[e_|{0 |

Associate Reader Related Input 2

Keycode Timeout 10 cogiem coge = Instruction Number 0—

Reader bit format 42 poorRelock Timer 5 Door Alarm Priorities 9— 08—

Threat Level o Door Held Timer 30 Partition Levels o080 0 o

REX Shunt / Unlock Timezone Options. Time & Attendence
[#l Door Contact [ Annunciate @ NoTime & Atterdance

(@ Shunt and Unlock
> [ Clear Required [] Watch Tour )
() Shunt Only () Time & Attendance In

REX mode (7) Time & Attendance Out

ShunbUnlock Timezone | o__ @ Shuntand Unleck () Shunt Only ©) Tane & Attendsance infout

CCTVCameraMo. — CCTVALARMMo. 0_  €GTVLineNo. 0 Audit Printers 0 0_ 0_

Please click edit icon to update the reader circuit information

Select edit the reader configuration window will unlock make the changes and then click Save.

Inputs Circuits

Input Circuits refer to the alarm or sensor points not directly associated to card readers that are
programmed into the system. This section deals with the Input Circuit File.

Overview

Input Circuits are provided on the various field panels in the system for use with devices that
monitor perimeters, property and spaces. Input Circuits require definition as to type, format, and
location. There are also several different options available to provide various configurations

REV.-A RELEASED 08/2011 PUBLICATION# 5567 Page 24 of 180



required by the end user. Inputs can be associated with Reader Circuits or have multiple related
Output Circuits to perform various tasks in the system.

USER CIRCUIT

In the Receptors software, you define the Hardware Circuit Number (a specific point on a
specific panel), to a User Circuit Number. Once this definition is made, all other programming is
completed using the User Name. Access Levels, Commands, History files will always reference
the User Circuit Number. The following circuit files are the only place you will reference a
Hardware Circuit Number.

INPUT HARDWARE NUMBER

The input hardware circuits are specific ports on a given panel with a unique address. The
numbers define the Inputs connected to the panels. The format of the Hardware address maps
out the location of the Inputs in the system. The format of:

XXX-YY-ZZ7
Whereas:

XXX = Line No.: Is the Controller address (ANX or AN1)

YY = Panel Address:
§ ANX, AN1 = Will always = 00
§ EXP-1 =(Sub panel for the ANX panel only) addresses = 16 — 31
§ AN2 =(Sub panel for the ANI1 panel only) addresses = 16 — 31

ZZZ = Input Address: The address of the Input points on the panels.

Adding a Input Circuit

You can use any of these ways to add a Input circuit, Click on Input and the arrow at the right and
selecting available Input Circuit from the list. Or Right click on the Input table.

Figure 28: Adding Input Circuit
E Configuration j Database || Finger Scan | ANK Configuration

Fultipleser |

Ex=F -1

Trunk Line Controller

IFP Address 1921650100

000-00-006
000-00-010
000-00-014

Trunk, Line Controller

E Panel [ 5]

IP Address : 152.168.0.100

| Reader [ 1neut | outpur|
Inpuat Circuit

Il [ Il ooo-o0-00z i'

EpPe [

Click on Input and select an available Input Circuit OR Right click on the Input table.
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Figure 29: Circuit Number

‘:ﬁ A Hardware Mumber 000-00-002 | ser Circuit Mumber
(3

I

De=cription | |

[ermyve ] | I
Priority Secondary Displays Priority o__

partonevels (2 ][0 ] (0 ][0 ]

Feader Group Mumber ]

Related Output 1 | |

[ Related Output 2 ] | |

Options
[ Shurt Inhikit

[l Secure Display
[ Clear Required
A &t Alarm
[vwatch Tour

O__ | Awuddit Printers o__ ffo_||l9— Mormally Open § Close
) Open (&) Clozse
CCTW Camera Mumber E’ CCTW Alarm Mumber IQ
CCTY Line Mumber
Please enter the new input circuit information.
Figure 30: Add a Circuit Field Names
“ Input E]
=
]
e
3 000-00-002 | Uiser Cirouit Number |oo0-00-002 €T —@

ﬁ Description |
W]

Reader Group Mumber I 0__ *

Primary Display 1l

- TV Line Number

[0

Priority | 0_ | Secondary Dispiays |0 | [0_ | priorty |0_ %€

z (oo Peommtovie (o J o Il e JLo 18 >
J | J | P
. >
Options FE
° S Related Output 1 O Shurt Inkikit €
Related Output 2 [ [7] Secure Display m—— 16
_ bl Clear Required <& 17
14
* ) it Alarm e — Py
13 T T i d 0_ | Aternate |0 [ wwiatch Tour
-« 25
@— nstruction Mumber 0__ | Audt Printers | 0__ |[o Normally Open / Close
‘ (O open (B Close < _®
BPCCTY Camera Mumber | 9— | CCTW Alarm

?

Please enter the new input circuit information.

Add a Circuit window Field Names

The following table is a listing of the Field Names for the Input Circuit that can be programmed
for ACP or AN1:

Table 5: Add a Circuit Field Names Descriptions

Field Name

1.) User Circuit
No.

2.) Hardware
Number

Description
11 character, Alpha/Numeric Name that identifies the Input to the system

Formatted Numeric field that identifies the Input point on the panel.
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Field Name Description
3 ) primary Number of the Primary Workstation that activity on this Input is to be routed
' . to. Corresponds to the Display number in the System Control File
Display
4_) priority AIIow_s a priorilty _Ievel for the Primary display. Entries from 0-9 with 9 being
the highest priority.
5_) Secondary 2 fields available, number of other Wc_)rkstation(s) that activity on this Input is
. to be routed to. Corresponds to the Display number in the System Control
Displays File
6.) priority AII_ows a pri}ority Ievgl f_or the Secondary display(s). Entries from 0-9 with 9
being the highest priority.
7 ) Audit 3 fields available, identifies the printer that activity on this input is to be routed
' . to. Corresponds to the Printer number in the System Control File
Printers
Related User Name of Output programmed in the Output file. This output will follow
8.) Relate O ] . Ly
the alarm condition of the input, and turn on when in alarm condition. Note:
Outputl / 2 Output Circuit will also turn off when Input Circuit is secure if Output Circuit

mode is Mimic.

9.) Alarm Type

Categorizes the type of Input. You can pull from the list or Add your own up to
16 characters Alpha/Numeric. These names will appear in the Alarm Type
line in the Alarm detail window

10.) Description

Description of Input up to 60 Alpha/Numeric characters. This description will
appear in the list window as well as Command and Alarm detail sections

11.) Instruction
No.

Numeric entry. Corresponds to the Instruction number in the Instruction file.
Alarm windows will display this instruction in the instruction window.

12 ) Reader Numeric entry. Allows you to enter a Group number. When this input goes
) into alarm, the Reader group will activate. The Group must be manually re-
GI’OUp No. locked. Relock is automatic if Relock Group Readers=1 is set in the Registry.
13.) Time Zon Numeric up to 3 digits. The system will shunt the Input based on the Time
) e cone Zone entered here. Corresponds to the Time Zone number in the Time Zone
Shunt file.
14_) Time Zone Nume_ric eritry._Works_in conjunction v_vith the in_struction set. When the Time
Zone is active in this field, the instruction set will only display the alternate
Alternate portion of the text.

15.) Shunt Inhibit

Check box. If selected, the ability to shunt the alarm is disabled.

16 ) Secure Check Box. If selected the Alarm window will display both the "ALARM" and
' . "SECURE" conditions. If not selected, the Alarm window will display the
Display "ALARM" condition only
17_) Clear Check Box Assigns a second step in the Alarm acknowledgment of this Input.
Required

18.) CCTV Alarm
No.

Works in conjunction with the CCTV interface. Corresponds to the alarm
number used by the various CCTV controllers. The system will send this
number through the CCTV interface via Serial port when an alarm condition
occurs on this Input. Also available in Monitor/Camera format.

19.) CCTV
Camera No.

Works in conjunction with the CCTV interface. Corresponds to the camera
number used by the various CCTV controllers. Through the CCTV interface
the system will send this number via Serial port when an alarm condition
occurs on this Input.

20.) CCTV Line
No.

Enables you to have two com ports to communicate to CCTV systems. Works
in conjunction with the registry file.

Displ 3 fields available, works in conjunction with the Map program. These numbers
21.) Display : e M
correspond to the map number(s) this Input will display on.
Maps
22) Normall Buttons set whether the Alarm condition of the input is in the opened or
) ormaily closed position PLEASE SEE the panel installation manuals for correct
Open/Close [selection and operation of the end of line resistors
23_) Partition Works in conjuncti(_)n with th_e_ User Level file, whereas a user W_h_o is logged
on to the system with a partition level not equal to the Input partition level set
Levels here, will not see this Input in any edit or command lists. Partition levels

selected are 0 — 4, whereas if set to 0 this Input will be in everyone’s edit and
command lists.

24.) Audit Alarm

This allows transactions from this circuit to be written to history.

25.) Watch Tour

Works in conjunction with the Watch Tour file. Defines this circuit as a
Watchtour Circuit.
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User Names

Before you start data entry, take a few moments and complete some system planning. It is
important to standardize on your naming conventions. If you plan ahead, you can make

reporting and subsequent programming easier. Using User Circuit Numbers that start out the
same such as “GATE 7, “IN 7, “DRCNT 7, “TMP 7, or

“ZONE ” will make it easier for you to Query later.

The following is a sample of a finished Input Circuit window:
Figure 31: Sample Add a Circuit

Sy ?t Harchware Number 000-00-002 | User Circuit Mumber IDDD-DD-DDQ

Description IF\re Inpt |

[ Alarm Type ] |Fire Alarm | [ Reader Group Mumber ] Dil
@ Priority | 0__ | Secondary Displays |£| |E| Priority |9
= Partiion Levels | 0 || 0 || o [{ o ]

Options
[ Related Output 1 ] |000_00_001 | O Shurit Inkikit

[ Relsted cutput 2| [ | bl Secure Display

[¥] Clear Required
bl Audit larm

shurt |0— | atemate Dlwiateh Tour
Instruction Mumker O__ | Audit Printers 0__ | U_] | U_] Mormally Open § Cloze
) Open (&) Close

CCTY Camera Mumber |0;| CCTY Alarm Mumber [Q

CETY Line Mumber 0_

Please enter the new input circuit information.

Once you've entered the desired data, you can press the | H button to save the record.

Figure 32: RISG Input Circuit W/Input listed

4 N
Reader | Irput | Dutput
Input Circuit

Changing Records

1. Select the “Database” Tab, click on the “Input” Tab below.

2. Highlight the Output circuit you need to change then right click.
3. Select “Edit”
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Figure 33: Changing a Single Input Record

. B
Reader | Input | Output
Imput Circuit
o 000-D0-002
Edit
Remave
S 4

(You cannot change the User Circuit Number in a record.)
Figure 34: Change a Input Circuit

Edit Input Circuit

\\-Q Hardware Mumber 041-00-002 | User Circuit Mumker

(4
Description |Inpu1 no. 1 ‘
Alarm Type I:I Reader Group Number
Primary Display IZI Priarity Secondary Displays Priority
Display Msps Partition Levels
Options
Relsted Output 1 ‘ ‘ [ Shurt Inhikit

Related Output 2 ‘ ‘ [l Szcure Display

[l Clear Required
bl At Alarm

Alternate [atch Tour
Instruction Mumber Auct Printers

Timezone Shurt

Mormally Open |/ Close

CCTY Camera Mumber CCTY &larm Mumkber - .
CCTY Line Mumbet
e S T T S e
You can now edit the record Click saved when finish.
Figure 35: Changing Input Records
@ topus 5

\3 Hardware Number 000-00-002 | Lser Circuit Mumber 000-D0-002

Descrigtion |Fire Input |
[ aamTvpe | Fire Amrm | [ Reader Group Mumber |
Pricity Secondary Displays Prictity
[o_|[o_| parttionteveis [0 | 0|0 [0

Options
[ Ressted outout 1| ono-00-001 ] [ Shurt Inhibit
[ Relsted outot2 | | ] [ Secure Display

[l Clear Required
bl muit 2lzrm

Shurt sz Ol wsth Tour
Audit Printers Mormally Open { Close

) Open () Close
CCTY Camera Mumber CCTY Alsrm Mumber
CCTY Line Number

Please enter the new input circuit information.
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Figure 36: Save Input records

Hardware Mumber 041-00-002 | ser Cirewit Mumber

Description Input na. 1 |

Outputs

Output Circuits refer to the Relays and open collector devices that are not directly associated to
card readers and are programmed into the system. This section deals with the Output Circuit File.

Overview

Output Circuits are provided on the various field panels in the system for requirements to turn
devices on/off or blink. They require definition as to what type, format, and location. There are
also several different options available to provide various requirements by the system. Output
Circuits can be associated to Input Circuits and Readers to perform various tasks in the system.

USER CIRCUIT

In the Receptors software, you define the Hardware Circuit Number (a specific point on a
specific panel), to a User Name. Once this definition is made, all other programming is completed
using the User Name. Access Levels, Commands, History files will always reference the User
Name. The following circuit files are the only place you will reference a Hardware Circuit Number.

OUTPUTS HARDWARE CIRCUIT

The Hardware circuits are specific ports on a given panel with a unique address. The numbers
define the Outputs connected to the panels. The format of the Hardware address maps out the
location of the Outputs in the system. The format of:

XXX-YY-ZZZ
Whereas:
XXX = Line No.: Is the Controller address (ANX or AN1)

YY = Panel Address:
§ ANX, AN1 = Will always = 00

§ EXP-0 = (Sub panel for the ANX panel only) addresses = 16 — 31
§ AN4 = (Sub panel for the AN1 panel only) addresses = 16 — 31

Z77 = Output Address: The address of the Output points on the panels.
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Adding a Output Circuit

You can use any of these ways to add an output circuit, Click on Output and the arrow at the right and
selecting available Output Circuit from the list. Or Right click on the Output table.

Figure 37: Output Circuits records

& Configuration | 8 Database | Finger Scan | AMNx Configuration |

E' Configuration Database ‘ Finger Scan | AMX Configuration

£
£
Output

Multiplexer |

10-001
000-00-002

[ Multiplexer

000-00-005 IP Address 192.168.0.100
m 000-00-00&
) EXP-|
Trunk Line Cantraller 000-00-010
0o0-00-014 :
=L eader npul utput ——
E Perel [ 0] 000-00-018 Fosee e | o | .
000-00-022 = 5 e
¢ 000-00-026 000-00-002
IPAddess:  192168.0.100 S
000-00-030 s
oo0-00-010
000-00-014
0o0-00-018
000-00-022
000-00-026
| 000-00-530 =

Click on Output and select an available Output Circuit OR Right click on the Output table.

Figure 38: RISG Output Circuit

i Bl
& Output - g

Please enter the new output circuit information.

o)

Hardware Mumber 200-00-001 User Gircuit Mumber  000-00-001

Description Fire Alarm

OutputMode |5, Latched =

[ Alarm Type ]

[ Related Outputs 1 ] i

| ReltedOutputs2 | |

Display Maps 0 0_ 0_ Parttion Levels o floflno

b I
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Figure 39: Add a Circuit Field Names

[y

Please click edit icon to update the output circuit information.

N,
-
- 3

Hardware Mumber |000-00-001 User Circuit Mumber I _@

Lrescription >|

—Qutautliode o [S. Latched -

OO0

—b Alarm Type

PRelated Outputs 1 | |

P nelated Outputs 2

T 70

= Display Maps | [o_ Jo_ Jo_ partitionteveis [0 [0 [0 [0 %‘

Add a Circuit window Field Names

The following table is a listing of the Field Names for the Output Circuit that can be programmed
for ANX or AN1:

Table 6: Add a Circuit Field Names Descriptions

Field Name Description

l). Hardware Formatted numeric field that identifies the Output port.

Number

2)_ User Circuit 11 character, Alpha/Numeric that identifies the Output to the system.
Number

3) Description Description of Output up to 60 characters Alpha/Numeric.

4)_ Output Mode g)tzftzes what the output will do once it has been commanded to change
See the following chart for modes:

« Mimic follows the input point it is related to: Alarm on-Output on

*« Momentary Long turns on for 20 seconds.

* Momentary Short turns on for 3 seconds.

* Pulsed Mimic: see above.

« Latched turns on when commanded and must be manually turned off

« Pulsed Latched is the same as maintained except the output pulses (turns
onoff-

on).

Note: Pulsed Latched, Pulsed Mimic, Momentary Short and Momentary
Log

types are only used on AN4 or RMC64 panel types.

5)_ A|arm Type Categorizes the Type of output.

6) Related Outputs can be linked together to active multiple outputs with a single input.
’ Enter a programmed output User Name in this field.
Outputl /2

7). Disol M 3 fields available, works in conjunction with the Map program. These numbers
) Splay Maps correspond to the map number(s) this Output will display on.

8) Partition Works in conjunction with the User Level file, whereas a user who is logged
on to the system with a partition level not equal to the Outputs partition level
Levels set here, will not see this Output in any edit or command lists. Partition levels
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Field Name Description
selected are 0 — 4, whereas if set to 0 this Output will be in everyone’s edit
and command lists.

Adding a Circuit

User Names
- Before you start an entry, take a few moments and complete some system planning. It's
important to standardize on your naming conventions. If you plan ahead, you can make
reporting, and subsequent programming easier. Using User Circuit Numbers that start out the
same such as “GATE ”, “*OUT ”, “DOOR ”, or “ZONE ” will make
it easier for you to Query later.

The following is a sample of a finished Add a Circuit window:

Figure 40: Sample Add a Circuit

1 _;fi';a{)utput

H A

‘J,-'-\" Please click edit icon to update the cutput circuit information.

Hardware Mumber IE'['D‘D["‘E‘["I User Circuit Mumber IDUU—UU‘—UW

Description ILUbb‘I- Output
OutputMode |5 Latched =]
Alarm Type

| |
Related Outputs 1 | |
Related Outputs 2 | |

DisplayMaps | [o_ [0_ [o_ parttion Leveis Jo M oMollfo]

Once you’ve entered the desired data, you can press the k= | button to save the record.

Figure 41: RISG Output Circuit W/Output listed

y R

Changing Records

1. Select the “Database” Tab, click on the “Output” Tab below.
2. Highlight the Output circuit you need to change then right click.
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3. Select “Edit”
Figure 42: Changing a Single Output Record

- ks

Ot

Output Circuit
| Edi |

Remove

- ~

When the record opens you can make your changes.

(You cannot change the User Circuit Number in a record.)
Figure 43: Change Output Circuit

Please click editicon to update the output circuit information.

| User Circuit Mumber | 000-00-001 l

Description Fire Alarm ‘

Hardware Mumber 00-00-001

Output Moce

\:J ’:‘ D Partition Lewelz g [;j g [;]

Copylng Records

As explained in the Standard Conventions section, you can copy data from one record to
another. To copy a record, select the source using the same method as described above. Instead
of double-clicking, or selecting Open, select New or you can do a right click and select Add.

The Add a Circuit screen will open and display the first record in the RIS Output Circuits —
[Ocktl] window with the selected data filled in. At this point you can change User and
Hardware number field to the desired Output along with any other fields you need to change.
When you save this record it will save as a new document in the table.

Sub Controller Multiplexer Table

Multiplexer Port is the configuration file for the Expansion Cards (EXP-R’s, EXP-I's, EXP-O’s
ANZ2’s, AN5’s and AN4’s) that are connected to a Controller. This file becomes the Port Map for
the Expansion card connected to the controller it identifies the types and addresses of the
Multiplexer panels. The following table outlines which Multiplexers can be connected to the ANX
controller panel
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MUX Table: The port map is downloaded to the controller so that the Host knows which
Multiplexers are to be polled by the Controller

Table 7: Controller / Multiplexer connection table

Multiplexers that can be
Controller
Connected
ANX EXP-1, EXP-0O, EXP-R
AN1 AN2, AN4, AN5

Adding a Sub-Controller and Multiplexer

Programming the EXP Board

There are a total of 31 Multiplexers that can be connected to a ANX Controller.
15 can be EXP-R (expansion 2 Reader boards)
16 can be a combination of EXP-1 and EXP-O or a combination of the two together to equal a
total of 16 boards.

Adding a EXP-I

EXP-1: Is an ANX Input expansion board. You can select the EXP-1 numbers by clicking on
them.

1. Click on the EXP Board button and choose EXP-O

2. Click on the EXP-O address you would like to add

3. Once you have selected the EXP-O it will appear in the Multiplexer/ EXP-O

Figure 44: EXP-1 Board

A Configuration

\E Configuration ﬂ j [ atabasze M Finger Scan

(==
E*F Board

ooo-16
Flew EXP O » aoo-17
Mew EXFP R F aoo-15
noo-19
aoo-z0
aoo-z21
oaoo-z2z2
aoo0-z23
IP Addres;  000-24
oaoo-z25
aoo-2&
aoo-z27
aoo-z4
aoo-z9
oo0-30
aoo0-31

Fultiplex=er

| Input |

|

In the EXP-1 Pull down box select the Multiplexer that you have added.
Right-Click in the Input circuit box, Click on New and choose the Inputs you want to add.
(Refer to Input Circuit Section)

REV.-A RELEASED 08/2011 PUBLICATION# 5567 Page 35 of 180



Muttiplexer

EXP -1
Wooo-1s
Panel [ 0 ]
IP Address :  192.168.0.100
- | [ oo [ SR | B
Reader 000-16-001
Reader Crout =B woteoz o[ ] BeR -]
# 0D0-00-000 Input Circuit 000-16-003 Reader Circuit
—y New v 000-16-004
000-16-005
000-16-006
000-16-007
000-16-008
000-16-009
| 000-16-010
| : ) 000-16-011
000-16-012
‘i‘ -ml nNN-AA-M3

Adding a EXP-O

EXP-O: Is the ANX Output expansion board. You can select the EXP-O numbers by click on them Click
on the EXP Board button and choose EXP-O.

1) Click on the EXP Board button and choose EXP-O

2) Click on the EXP-0O address you would like to add

3) Once you have selected the EXP-O it will appear in the Multiplexer/ EXP-O Box

The following is how the Panel Type window should look with the above data entered in:

Figure 46: Adding EXP-O

Master Parsonnel || Badging  Hardware Configuration ‘Access H Command ” tdap Design " User-Passkey Leve\s|
‘ e Caonfiguration \*’ Datahase | Finger Scan | AR Configuration

Lstl
EXP Board

Mew EXFI »

[ Multiplexer |
EXP-O Area

EXP -1 EXP-0

W oo 7

IP Addres;

30 | .
ESE 31 | v Input Output
) ut| —l

In the EXP-O Pull down box select the Multiplexer that you have added.
Right-Click in the Output circuit box, Click on New and choose the Inputs you want to add.
(Refer to Output Circuit Section)
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Figure 47: Adding Output Circuits

e 4.1

[l i - = CroErD worroz PR+

#1000-00-000 Frendt Crout Outout Creut 000-17-002

000-17-004
== Hew , 000-17-005

N | 000-17-006
000-17-007
000-17-008
000-17-009
000-17-010
000-17-011

[ 000-17-012
I

AR 4T e

Adding a EXP-R

EXP-R: Is the ANX Reader expansion board. You can select the EXP-R numbers by click on them Click
on the EXP Board button and choose EXP-R.

1) Click on the EXP Board button and choose EXP-R

2) Click on the EXP-R address you would like to add

3) Once you have selected the EXP-R it will appear in the Multiplexer/ EXP-R Box

The following is how the Panel Type window should look with the above data entered in:

Figure 48: Adding EXP-R

| Master Personnel | Badging| Hardware Configuiation | Access | Command | Map Design | UserPasskey Levels|

2 Configuration| ) Database | Finger Sean | ANX Configurstion

| Output Reader | Input | Oulput|
— 1l —_— —

In the EXP-O Pull down box select the Multiplexer that you have added.
Right-Click in the Output circuit box, Click on New and choose the Inputs you want to add.
(Refer to Output Circuit Section)
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|P Address:  132.168.0.100

2300016000 00017000 |:'|>" New v | 000000

000-01-004

- e

Highlight EXP-R
1.) Highlight the Multiplexer that you have added.
2.) Click the arrow that appears below next to the address and choose the Reader you want to add.

(Refer to Reader Circuit Section).
3.) You can also add Inputs and Outputs to this board

The following is how the Panel Type window should look with the above data entered in:

Figure 50: Example Panel Type window

E RISG Administrator vers .4.1.6 [win7]
| Master Personnel | Badging | Hardware Configuration

IP Address : ~ 192.168.0.100

O In Output Reader |
e (i[Ot || | i -
Reader Grout Bel [ ] BeOf . v R (L]
00000000 Input Circuit Output Circut Reader Circuit
4% 000-16-000 & D00-17-000 4 000-01-000
#000-01-004

- =
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Data Format

The Data Formats are for creating special card data formats for use on card readers attached to
RISG AN1 or ANX Series of Access Control Panels

Do not attempt to use data formats unless you are thoroughly familiar with card data
protocols.

Data Entry

First, you must launch the Data Format file.
Click on Admin at the top of RISG Security Management System window and select Data

Format from the drop down menu.
After selecting the Data Format module, the Data Formats window will appear:

Figure 51: Data Format entry screen

@ DATA FORMAT, o il SRR EAPETS ] b B
loEEx 3

Data Fomnat No. _| Description

HID 34 Bit Wiegand
0 HID 35 Bt Wiegand
42 RISG 42 Bt

Data Format
Format Number |

Description |

Total Data Bits [ BitPatem [ -]
System Code SmrtBit | EndBR [
SystemCard:StartBit | EndBt |__

System Code o |

To Create a data format click on new icon. The List Data Format(s) window will be active only
at this time.

Figure 52: Data Format entry screen

=] |=/8 =

ELTATCRMAL A el . F BIRSERGT  Twrt TERE

Data Format No ] Description
3 HID 34 Bt Wiegand
35 HID 35 Bit Wiegand
42 RISG 42 Bit

At this point, you can Add, Edit, View, or Delete a Data Format.

Building a Data Format

Because of the design of the module, Data Formats are programmed in a group:
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Figure 53: Create a Data Format

Data Format

Farmat Hurnb

( ) Dezcription |
@ TodDaaBis o Bit Patiern | ] (—-@

@ Syztem Code @ Start Eit} End Bit

S_',JSL'EITI Card : Start Bit ’ End Bit
6
8 Sustem Code ’

Field Names

The Data Format Module contains the following field names:

1). Data Format Number: The number assigned to this Data Format. This is the number used
to attach the Data Format to a reader circuit record. The Format number can be from 1 to
999.

2). Description: Optional text description. Maximum of 20 characters.

3). Total Data Bits: Total number of data bits read from the card.

4). Bit Pattern: Type of protocol used at reader, i.e., 26 bit Weigand, magnetic stripe, etc.

5). System Code - Start Bit: Location of the start bit of the System Code

6). System Code - End Bit: Location of the System Code end bit.

7). Card Data - Start Bit: Location of the start bit of the card data

8). Card Data - End Bit: Location of the Card Data end bit.

9). System Code -

Example

In the following example, we're going to use a typical magnetic stripe card:
On the card is a standard ABA encoded data string.

Total Number of bits= 16

0001234567890153

Bits 161514 1312 11109 8 7 6 5 4 3 2 1

Card Number= 9015 Start Bit=2 EndBit=5
System Code= 1234  Start Bit = 10 End Bit = 13

As shown above, you can see the Card Number to be made up of the 2™ through the 5" bit. The System
Code built from the 10" to the 13" bit.

« In the following example, we're going to use a typical HID Cporation 1000 Format card that has
34 bit Wiegand, 2 parity bits, 16 site code bits, and 16 card bits.

pccccccccceccececcecceccececsSSsSsSSsSSSSsSSsSSSsSsssSsssve
34 3332313029 2827 26252423222120191817 16 1514 13 12 11 10 09 08 07 06 05 04 03 02 01

« In the following example, we're going to use a typical HID Corporation 1000 Format card that
has 37 bit Wiegand, 2 parity bits, 16 site code bits, and 19 card bits.

pcccccccccececcecececcececcecececcecssSsSsSSsSSsSsssssssssseve
37 38 36 35 34 3332 31 3029 28 27 26 252423 222120191817 16 1514 13 12 11 10 09 08 07 06 05 04 03 02 01
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Example for RISG 42-Bit Card Information

Detail of RISG Card

Total data bit 42

Bit pattern #2-34 Bit Weigand

System code start bit 0

System code end bit 0

System data start bit 2

System data end bit 41

Total data bit 42

Bit pattern #2-34 Bit Weigand

System code start bit 0

System code end bit 0

System data start bit 2

System data end bit 41

Figure 12: Create a Data Format

Diata Format
Format Mumber |42_

Description  |RISG 42 Bit

Total Data Bits 42_ BitPattem [2-34 BIT WEIGAM ~|
System Code : Start Bit [0— EndBit [0__

System Card - Start Bit |2__ EndBit |41

Systemn Code Ii

Group Command

Group Commands allow you to build a group of Reader Circuits. After the group is built you can
give this group Lock, Unlock or Lock Out commands from the Alarm Display. This will permit you
to Lock, Unlock or Lock Out groups of Readers with a single command instead of calling each
Reader individually. Additionally, you can assign an Input Circuit to the Reader Group and unlock
all of the reader doors in that group by activating the Input Circuit.

Data Entry

First, you must launch the Group Reader module. Click on Admin from the top of RISG
Security Management System.

Select Administrator. Go to Command tab and click on “Group Reader”

After selecting the Group Reader module, the List a Group Reader and RISG Reader
Groups windows will appear.
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Figure 13: List a Group File(s)

Group Reader | Group Input || Group Dutput || Instruction || Transac tion
Group Mo, | ——— = :: Group Reader List:: =
Diescription
Reader Circuit

000-00-000
&) Mo Action
O Lack
O Lockout

) Unlock.

Alarm Mode

(& No action
2 Lock

O Lockout
O Unlock

Last Change By [ : ] [[ Save | [ Cancel ]j [[ Frint_ | [ Help ]j

The List a Group Files(s) window will be active only at this time. If you leave the Please
enter a group file(s) box blank and click the OK button, all of the programmed data formats (if
any) will list in the RIS Reader Groups — [Gecmd1] Window.

Figure 14: RISG Reader Groups - [Gemd1]

= :: Group Reader List:: =

Description Shount Timezo Last Changed

L 1 Group Reader 0 Admin

At this point, you can Add, Change, View, or Delete a Reader Group.

Adding a Reader Group

You can use any of the Open functions listed in the Standard Conventions section. Once you
request to enter a new record, the Add a Group File window will appear:

Figure 15: Add a Group File

Giroup Aeader | Group Input | Group Output | Instruction | Transaction
Group Mo. | L
Description
( a ) = 1
t 3 ) S [ Feader Circuit L 3 [ Group Comman, o Cincuit @

000-00-000
000-01-000 - Secure Mode

&2 Mo Action
0 Lock

2 Lockout
3 Unlock

=) No Action

2 Lock

0 Lockout
O Unlack

e

@ A
& ( )

Last Change By
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Field Names

Group Number: The User definable number to reference the programmed group.
Description: Optional description up to 70 characters to describe the group.

Reader Circuits: List of readers programmed in the database and available for this group.
Group Command Circuits: List of readers selected for this group.

Add Button: When you select a reader in the Reader Circuit section, clicking this button will
add it to the Group Command Circuits section.

Remove Button: When you select a reader in the Group Command Circuits, clicking this
button will remove the reader from the Group Command Circuits section.

Secure Mode

No Action: No automatic action will be taken by the system.

Lock: When a programmed input goes into Alarm the door that these readers are
installed at will Lock

Lockout: When a programmed input goes into Alarm these readers are installed at will
be Locked Out (Will not read any cards).

Unlock: When a programmed input goes into Alarm the door that these readers are
installed at will Unlock

Secure Mode: Readers can be commanded automatically based on the mode of a
programmed Input Circuit. In this option if a programmed input goes Secure the
selected readers will perform the function selected (Only One Function can be
selected)

No Action: No automatic action will be taken by the system.

Lock: When a programmed input goes Secure the door that these readers are installed
at will Lock

Lockout: When a programmed input goes Secure these readers are installed at will be
Locked Out (Will not read any cards).

Unlock: When a programmed

8.) Secure Mode: Readers can be commanded automatically based on the mode of a

programmed Input Circuit. In this option if a programmed input goes Secure the selected
readers will perform the function selected (Only One Function can be selected)

No Action: No automatic action will be taken by the system.

Lock: When a programmed input goes Secure the door that these readers are
installed at will Lock.

Lockout: When a programmed input goes Secure these readers are installed at will
be Locked Out (Will not read any cards).

Unlock: When a programmed input goes Secure the door that these readers are installed at

will Unlock.

Creating a Reader Group

Enter the group number and if desired enter a description up to 70 characters

Select the readers from the Reader Circuits section and click the Add button and it will appear in
the Group Command Circuits section. Repeat this step until you have all of the desired readers in
the Group Command.

Once you've entered the desired data, you can press the Save button to save the record. The
window will appear showing the reader group created.

Group Shunt

Group Shunt provides a means with which you can group Input Circuits together for the purpose of
enabling/disabling them by Manual command on a Workstation or automatically via a Time Zone.
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Data Entry

First you must launch the Group Input module. Click on Admin from the top of RISG Security
Management System and then select Administrator. Go to Command tab and click on

“Group Input”.
After selecting the Group Input module, the List an Input Group Input window will appear:

Figure 16: List a Input Group Shunt

Master Personnel ||| Badging | Hardware Configuration | Access Map Desian || User-Passkey Levels
Group Feader || Group Input | Group Output || Instruction | Transaction
Group No. =:: Group Input Lisk:: =
Number Description  Shunt Timezo Last Changed|
Deseription
Input Circuit Group Shurt Circut
(e J e J o) ( ) (=)

Last Change By

The List an Input Group Input window will be active only at this time.

Figure 17: RISG Input Group Shunt

=::Group Input List:: =
NMumber Description Shunt Timezo Last Changed

L 1 Group Inputno 1 Admin

At this point, you can Add, Edit, or Delete a Group Input.

Building a Group Shunt

Because of the design of the module, Group Shunts are programmed in a group. You can use any of the
Open functions listed in the Standard Conventions section. Once you request to enter a New record,

the Add an Input Group Shunt window will appear:
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Figure 18: Add an Input Group Shunt
Giroup Reader Giroup D¢ul Instiuction | Transac Hon

Group N, — 1 Shunt Timezone No. ] @
Description

‘3 ) M Input Ciecuit | [ Group Shunt Circuit K_g@

000-D0-002

[ b

Field Names

The Group Shunt Module contains the following field names:

1). Group No.: This is the number assigned to this Group Shunt Record, and is used, along
with the Description to identify the Group Shunt in Status when it is in effect.

2). Description: This field is for a text description of the Group Shunt Record. This description,
along with the Group No., is displayed when this group is in effect 65 alphanumeric
characters maximum.

3). Input Circuits: These are the Input Circuits available to be assigned into Group Shunt
Records.

4). Shunt Time Zone No.: This is the number of a Time Zone record that can be used to
automatically disable this Group during the time values set in this Time Zone

5). Group Shunt Circuits: These are the Input Circuits that are members of this Group Shunt
Record.

Sample of a completed Group Shunt Record:

Figure 19: Sample Input Group Shunt

Group Reader | Group Input Giroup Dutput || Instruction | Transaction |

Group Mo, 1 | Shunt Timezone Mo, IBE

Drescription Growund Floor Perimeter

W, STAIRS
RECEPTION
E. STAIRS

Add >

<< Remowve
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Group Output

Group Output provides a means with which you can group Output Circuits together for the purpose of
turning them on or off by manual command from a Workstation.

Data Entry

First you must launch the Group Output. To do this click on Admin from the top of RISG
Security Management System and then select Administrator.

Then go to Command tab and click Group Output.

After selecting the Group Output module, the List a Group Output window will appear:

Figure 20: List a Group File

Master Persornel | Badging | Herdware Configuration | Access Map Desian | User Passkey Levels
Group Reader | Grovp Inpet |LGroup Output]| Instuction | Trarsaction
Group N
IR e Output Cireuit Group Output Circuit

Description

(e | N ()

Last Change By

The List a Group File window will be active only at this time.
Figure 21: RISG Group Output

=:: Group Qutput List:: =
Number Description Shunt Timezo Last Changed
1 Group Qutput 0 Admin

At this point, you can Add, Edit, or Delete a Group Output record.

Building a Group Output
Because of the design of the module, Group Outputs are programmed in a group. You can use any of the
Open functions listed in the Standard Conventions section. Once you request to enter a New record,

the Add a Group File window will appear:
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Figure 22: Add a Group File
Group Reader | Group Input Instruction | Tramsaction

(O—> son e Cossomices femt=(a )
w Deseriphion 000-00-001 }
@ Add 5>

<< Remave

Field Names

The Group Output Module contains the following field names:

1). Group number: This is the number assigned to this Group Output Record, and is used,
along with the Description to identify the Group Output in Status when this Group is
activated.

2). Description: This field is for a text description of the Group Output Record. This
description, along with the Group No., is displayed in Status when this group is activated. 70
Alphanumeric characters maximum.

3). Output Circuits: These are the Output Circuits available to be assigned to Group Output
Records.

4). Group Output Circuits: These are the Output Circuits that are members of this Group
Output Record.

Sample of a completed Group Output Record:

Figure 23: Sample Group Output

Group Reader | Group Input | Group Output | Instruction || Transaction

Group Ma. 1 Group Output Circuit

Description |1t Flaor Dutput Group

AREA ONE-A
AREA ONI

-8
OUTPUT 1-A

QUTPUT 18
Add sy QUTPUT 1€

=:: Group Dutput List:: =

( |

Last Change By

Copying Records

You can copy from one Group Output to the next by doing any of the following:
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@ Highlight the Group Output you want to copy from and Select Open, and the Change a
record window will appear. OR

@ Highlight the Group Output you want to copy from and Select New and the Add a
record window will appear. OR

@ Right click on the Group Output you want to copy from and select Add from the pop
down menu and the Add a record window will appear.

Make sure to change the Group Output Number, as well as the data entries, and press the OK
button.
The edited Group Output will be listed in the RIS Group Outputs — [Gmd1] window as a new
record.

Elevator Output

Elevator Output is part of the optional feature, Elevator Control that allows the control of multiple
elevators securing multiple floors. This feature is split into two modules:

@ Elevator Outputs, controls the Floors that can be accessed.

Please Note - Outputs for floors must first be programmed in the Output Circuit
File prior to proceeding with Elevator Output (Refer to the Output Circuit section
of this manual).

@ Elevator Readers controls the Elevators.

Please Note - Readers for elevators must first be programmed in the Reader
Circuit File prior to proceeding with Elevator Output (Refer to the Reader Circuit
section of this manual).

Overview

Using RISG EXP-O or AN4 output panel (Momentary Short (Output on for 6 seconds))
function, the Elevator Output module allows you to access specific floors, using Elevator card
readers, based on Access Level criteria assigned to Master Personnel records. This is
accomplished by assigning a Reader as an elevator Reader to each elevator and assigning an
Output for each floor to be accessed when the Reader is badged at that particular Elevator.

The floors are divided into Elevator Access Levels, and the Elevator Access Level is assigned to a
person Access

Card record in the Master Personnel File. As an example:

Elevator Access 1 = Floors 1, 2, and 3
Elevator Access 2 = Floors 1, and 3
Elevator Access 3 = Floors 2, and 3

These Access Levels correspond to the outputs designated for these floors.

When an Elevator Reader is badged and access is granted, the outputs assigned to that Reader
will turn on corresponding to the Elevator Access of the card. This in turn will allow the user to
select the correct floor and move the elevator.

Data Entry

First, you must launch the Elevator Output module.

Click on Admin from the top of RISG Security Management System and then select
Administrator.
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Click on Access Level and then Elevator Control.
Select Elevator Output tab

After selecting the Elevator Output module, the List records and RISG Elevator Floor
Outputs windows will appear.

Figure 24: List records

Access Level | Timezone | Group Code | Event Schedule || Holiday | [Elevator Control
[ [Elevatr Accsss

Last Changed By

T Flaar

e (C=J () R =) (e Ce=)

The List records window will be active only at this time.
Figure 25: RISG Elevator Floor Outputs — [elot1]

=:: Elevator Output List:: =

Elevator Record Circuit Description Last Changed By

b 000-00-000 E1l Adrmin

At this point, you can Add, Edit, Save or Delete a record.

You can click on “Add” button. Once you request to enter a new record, the new record window
will enable:

Figure 26: Add a record

Elevator Dutput | Elevator Access

o levator Record Circut

@—) Description

é@— o e—(5)
Floor

000-00-001 T
00017000 =

Field Names

1.) Elevator Reader Circuit: The User Name of the Reader that Corresponds to this elevator.
2.) Description: The description of this Elevator Output.

3.) System Output: The Output List from the Output Circuit file.
4.) Floor: The designated floor that you are assigning this Output to.
5.) Floors Outputs: The assigned Output that controls this floor.
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Adding a Record

Click on the Select Reader button and select the reader that is programmed for this Elevator.
Enter the description for this circuit in the Description box.
Select the desired floor in the Floor box either by typing it in or by using the Up/Down arrows.

Select the desired Output circuit in the Systems Output box and click the new button and it
will be displayed in the Assigned Floors/Outputs box along with the floor number. If you
made an error and you want to remove what was added simply highlight the Output/Floor in
the Assigned Floors/Outputs box and click the Remove button.

When you have entered all of the desired data, click the Save button.

Changing Record(s)
To change a record you can right click the record that you desire to change and select Change
from the menu and the Change a record 1 of 1 will appear:

Figure 27: Change a record 1 of 1

Elevator Output | Elewvator Access

l Elewvator Fecord Circuit ] Qoo-00-000

Diescription =1

[ Syztem Output ] Floors Output ]
Floor

o00-00-001 Floor : 2 000-00-001

.

<< Remowve

- -y

At this point you can make the necessary changes and when you are ready click the OK button
and the changes will be saved and you will be returned to the RISG Elevator Floor Outputs

1. To change a record you can click or highlight the desire record. Click on Edit button from
the menu and the change a record 1 of 1 will appear:

2. At this point you can make the necessary changes and when you are ready click the
Save button and the changes will be saved and you will be returned to the RISG
Elevator Floor Outputs

REV.-A RELEASED 08/2011 PUBLICATION# 5567 Page 50 of 180



Figure 28: To edit record

= : 1 Elewator (butpuk Lisk =@ =
Elewator Record Chrcait

Drescription Last Changed By
it stntetel L —

CA0H0 ~O0- MO0

Highlight the selected Elevator Output List

Thenselecton eciit button

(== Co=1) [ ) (Ce=JC =)

5). At this point if you select Edit, you will be returned to the next record in sequence..

Deletlng Record(s)

Follow the procedures of Changing Record(s) records to delete records. Instead of selection
from the list and click on Delete button.

However, be careful when selecting records to delete that they are the records you want to
delete. Deleting records cannot be recovered. If you make a mistake, you will need to create the
record again.

Viewing Record(s)
You cannot change records when Viewing records. Follow the procedures for Adding Record(s)
to View records.

Elevator Access

Elevator Access is an optional feature that allows access to multiple floors from a particular
elevator.

Overview

Elevator Access works in conjunction with the Master Personnel file as an Elevator Access
Level.

The floors are divided into Elevator Access Levels, and the Elevator Access Level is assigned to a
person Access Card record in the Master Personnel File. As an example:

Elevator Access 1 = Floors 1,2, and 3

Elevator Access 2 = Floors 1, and 3

Elevator Access 3 = Floors 2, and 3

These Access Levels correspond to the outputs designated for these floors in the Elevator
Output module.

Data Entry

First, you must launch the Elevator Output module.

Click on Admin from the top of RISG Security Management System and then select
Administrator.
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Click on Access Level and then Elevator Control.
Select Elevator Access tab.

Figure 29: List records

Access Level | Timezone | Group Code | Event Schedule | Holiday Elevator Control
Elevator Output

Elevator Acecess Level No. Check All Uncheck All
el el T — T —_.

uncheck | uncheck | Uncheck | uncheck | uncheck | uncheck | uncheck | uncheck |

™ Floor 1 [T Floor T Floor 17 [T Floor 25 [ Floor 33 I Floor 41 [ Floor 43 71 Floor 57
I Fleor2 [~ Fleor 10 I Floor 18 I Floor 26 I Floer 34 I Floor 42 [ Floor 50 [ Floor 58
I Fleer 3 T~ Fleor 11 T Floor 19 T Floar 27 T Floor 35 T Floor 43 [T Floor 51 [ Fleor 89
™ Floor4 [~ Floor 12 I Floor 20 ™| Floor 28 [ Floor 36 I Floor 44 [ Floor 52 I Floor 60
" Floor5 [~ Floor 13 I Floor 21 ™ Floor 23 [ Floor 37 [ Floor 45 [~ Floor 53 I Floor 61
™ Fleor& T Floor 14 ™ Floor 22 I™ Floor 30 I” Floor 38 I” Floor 46 [ Floor 54 [ Floor 62

™| Fleor 7 I Floor 15 " Floor 23 I” Floor 31 I” Floor 39 I Floor 47 ™| Floor 55 ™| Floor 63

I |Floor 8 [ Floor 18 " Floor 24 I Floor 32 I” Floor 40 I | Floor 48 I~ Floor 56 I Floor 64

= : : Elevator Access List : : =

Elevator Access Level Nu Description

Last Change By [ fdd Edit Defei= U [ Save Cancel U [ Print Help j

The list of Elevator Access will be shown after Elevator Access Tab is selected
Figure 30: RISG Elevator Access Level — [elall]

= :: Elevator Access List : : =

Elevator Access Level Nu Description

Elevator AccessLevel 1

Il |

At this point, you can Add, Edit, View, or Delete a record:
Figure 31: Add a record

@q‘re\-um Aeonss Level No. | 1— M M

copion | |

Uncheck | uncheck | Uncheck | Uscheck | uncheck | uncheck | uncheck | uncheck |

T Floor 1 [T Floor® I Floor 17 T Floor 25 [T Floor 33 [ Floor 41 [ Floor 43 [T Floor 57
™ Floor2 [T Floor 10 I Fioor 18 T Floor 26 [ Floor 38 [ Floee 2 T Floor 50 [ Floor 58
™ Floor3 [~ Floor 11 [ Floor 13 T Floor 27 [ Floor 35 [ Floer 43 T Floor 51 [ Floor 53
I Flsord [~ Flooe 12 ™ Floee 20 I Floor 28 ™ Floor 36 [ Floee 44 [T Floor 52 [T Floor 60
™ FloorS [~ Flooe 13 I Floce 21 I Floor 23 ™ Floor 37 [ Floor 45 [T Floor 53 [ Floor 61
™ |Floors [~ Flooe 14 ™ Flocr 22 [ Floor 30 ™ Floor 38 [ Floor 48 ™ Floor 54 [ Floor 62
I™ Floae7 [ Flose 15 ™ Fleer 23 [ Floar 31 [ Floae 39 [ Floer 47 [ Flear 55 [ Floar 63

| T Floce® ™ Floor 16 I Flooe 24 [ Floor 22 [ Floor 40 [ Floor 48 | Fleor 56 [ Floor 64
b

Field Names

1.) Elevator Access Level Number: The number that will be entered in the Master Personnel

File that identifies the floors that can be accessed.

2.) Description: The description of this Elevator Access Level. 30 alphanumeric characters

maximum.
3.) Floors that can be accessed at this Elevator Access Level.
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Adding a Record

Enter the desired number that will identify this Elevator Access Level in the Elevator Access Level

Number box.

Enter the description for this level in the Description box.

Select the desired floor by placing a check mark beside the floor number.

Once you've entered the desired data, you can press the Save button to save the record. The

RISG Elevator Access window will appear showing the new record just created.

Figure 32: RISG Elevator Access — [elall]

Changing Records
To change existing records, in the Elevator Access highlight the desired records
Then select Edit

Figure 33: Changing a Single Elevator Access Level No. Record

« | 3
Last Change By I-k’jmi"‘ [ Add | I Exdit I Delete U [ Save | Cance| ] [ Print | Help U
When the record opens, the Change a Record 1 of 1 window will appear:
(You cannot change the Elevator Access Number in a record.)
Figure 34: Change a record 1 of 1
Elevator Access Level No. I 1 Gl Uneheck Al
Description IEast Wing
Check | | Check | Check | | Cheok | | Check | ~Check | | Cheok |  Check |

Uncheck | Uncheck | Uncheck | Uncheck | Uncheck | Uncheck | Uncheck | Uncheck |

¥ Floor1 I~ Floor [ Floor 17 W Floor 25 W Floor 33 I Floor 41 W Floor 43 W Floor 57
¥ Floor2 I Floor 10 ¥ Fleor 18 ¥ Floor 26 [ Floor 34 [T Floor 42 W Floor 50 ¥ Floor 58
¥ Floor3 I” Floor 11 ¥ Fleor 19 ¥ Floor 27 ¥ Floor 35 [~ Floor 43 W Floor 51 ¥ Floor 59
¥ Floord [~ Floor 12 ¥ Floor20 [¥ Floor 28 ¥ Floor 36 I Floor 44 [# Floor 52 ¥ Floor 60
IV Floor5 I Floor 13 ¥ Floor21 ¥ Floor 23 ¥ Floor 37 [~ Floor 45 W Floor 53 ¥ Floor 61
IV Floor6 I Floor 14 M Fleor 22 ¥ Floor 30 ¥ Floor 38 [~ Floor 46 W Floor 54 ¥ Fleor 62

¥ Fleor 7 I” Floor 15 ¥ Fleor 23 ¥ Floor 31 ¥ Floor 33 I~ Floor 47 ¥ Floor 55 ¥ Floor 63

IV Floor8 I Floor 16 ¥ Floor24 ¥ Floor 32 ¥ Floor 40 [~ Floor 48 ¥ Floor 56 ¥ Floor 64
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At this point you can make the necessary changes and when you are ready click the Save button
and the changes will be saved and you will be returned to the RISG Elevator Access.

1). Once you've highlighted them, select the Open from the File menu or you can do a right
click on one of the highlighted records and select change.

2). Once you have selected the way to open the records, The Change a record # of #
window will open and display the first record in the RISG Elevator Access — [elall]
window with the selected data filled in. On the menu bar, # of # reflects the number of the
record in the group of the overall total of records selected to change. At this point you can
change the Description and the Assigned Floors only. The Entry screen will sequence
through all of the records. You just have to make the necessary changes and select OK.

3). If you cancel a record, the elal window will appear and ask you if you want to abandon the
editing.

Figure 35: To Save record

=::Elevator Access List:: =

Highlight the selected Elevator Access thenafter making some changes, hit on SAVE button to save the settings.

oo ) [ ] ([ save | | canoe|]] U Pint | [ Hep ]]

6). At this point if you answer save, you will be returned to the next record in sequence.

7). If the records you are changing are not in sequential order, you can highlight the first
record.

8). Follow the procedure starting at number 1.

Deleting Record(s)

Highlight the selected record then hit on Delete button

Viewing Record(s)

Highlight the selected record then you can view the records settings

Dial Up

Dial Up is a feature that allows remote Trunk Lines to communicate with the Host via dial up modems
and phone lines. Database can be downloaded to the remote controllers or the remote controllers can
dial the Host to report Alarm and Access transactions.

Data Entry

First, you must launch the Dial Up file

Click on Admin at the top of RISG Security Management System window and select Data
Format from the drop down menu.

After selecting the Dial Up module, the Dial Up window will appear
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Figure 36: RISG Dial up

— 1ol x|
Address Mumber | Phone |
1 913015551212
At this point, you can Add, Change, View, or Delete a Dial Up record.
Building a Dial Up Record
Add a Dial Up
Click on new icon on the Top of Dial Up window go to Dial Up information area to put new

Dial Up information:
Figure 37: Add a Record

—Dial Up Detail
Trunk Line Number |0__

@_ Haost Phone Muml Polling Timer
Controller Number Controller Phone Number Alternate Host Phone  (0-120 Minutes)

@__}7 — =)
3
4
5
6
7
2

Field Names

The Dial Up Module contains the following field names:

1). Trunk Line No.: Panel Trunk Line number for this Dial up record. Remember to set the Trunk Line
in the System Control File to Dial-Up (9600).

2). Host Phone No.: Telephone number for the modem that the host uses to dial the panels. Also the
number that the remote panels dial to report transactions to the Host

3). Panel Phone No.: Telephone number for the modem at the panels. This is the number that the
Host dials for a panel connection.

4). Alternate Host Phone: This number is used by the panels to dial the Host should the primary host
number become unavailable.

5). Polling Timer: Allows adjustment of the polling time to compensate for signal loss on a phone line.
Time is in minutes.
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Sample of a completed Dial Up Record:
Figure 38: Sample Dial Up Record

—Dial Up Detail

Trunk Line Number IEI_

Host Phone Number W Palling Timer
Controller Number Controller Phone Number Alternate Host Phone  (0-120 Minutes)
1 [s13mss1z__ |9130ms559876___ |5
2 |913015557432_ |913015559876___ |5

3

| | |
| | |
| | |
& | |
| | |
| | |

Copying Records

You can copy from one Dial Up record to the next by doing any of the following:

@ Highlight the Dial Up record you want to copy from and Select Open, and the Change a
record window will appear. OR

@ Highlight the Dial Up record you want to copy from and Select New and the Add a
record window will appear. OR

@ Right click on the Dial Up record you want to copy from and select Add from the pull
down menu and the Add a record window will appear.

Make sure to change the Trunk Line Number, as well as the data entries, and press the OK

button.
The edited Dial Up will be listed in the RISG Dial Ups — [ccd31] window as a new record.

System Control

The System Control File assigns devices to the Odyssey system. There are three types of devices
to be setup in this module. Alarm Display’s (Workstations), Printers used for real time transaction
logging and Serial Trunk lines.

Data Entry

First you must launch the System Control module. The RISG Security Management System
window and select System Control from the drop down menu.
After selecting the System Control module, the List records windows will appear.
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Figure 39: System Control

24 SYSTEM CONTROL B ] B3

System Control Mo. | Type | No. | Port | Description | Associated F‘rﬁ
1 Alam Display 1 KBEI11 KBEI11 =
2 Alam Display 2 NOT USED (comments)
3 Alarm Display 3 NOT USED {comments)
4 Alam Display 4 NOT USED (comments)
B Alarm Display 5 NOT USED (comments)
] Alam Display & NOT USED {comments)
i Alarm Display 7 NOT USED (comments)
H Alam Display g NOT USED {comments)
E] Alarm Display 9 NOT USED (comments)
10 Alam Display 10 NOT USED (comments) =
4] i } | 3
Q
® System Control
Control Type I Mo. I
Port INOT USED Trunk Line Type I "l
Associated Printer I
Description I

Field Names

When changing the information in the System Control File, the field names listed here apply. This
module contains fixed data, therefore there is no ability to add or delete records. You are only
allowed to edit the existing records.

Type: The type of port, whether Alarm Display, Printer or Trunk Line

No.: The Port Number assigned in the database.

Port: The Server/Workstation name up to 16 characters. Serial device name for Printers and
Trunk Line.

Description: The description of Devices to aid in locating during troubleshooting.

Printer: The logging printers assigned to the Displays.

Q. VAN

You can make a selection by highlighting the desired line. You can either double-click, or select
the record and use the one of the Open functions to edit that record. Once you've opened the
record, the Change a record 1 of 1 window will appear.

You can then edit the appropriate data according to the following information:

Alarm Display

Figure 40: Change a record

/
® System Control

Control Type |Nan'r| Display Na. |‘|
Port ITlaining Server Trunk Line Type I; - AN1(3600) j
Associated Printer ID

Description |[c:0rnn'|er|ts}
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The System Control file assigns the Workstation name to a Display number used by the
system. All routing of alarms, transfers, and history transactions are completed with the Display
number.
After you have completed this programming, when asked for a Display
number in any other module, you will use the Display number associated
with the desired Workstation.

To check the correct Workstation name, go to the desired workstation, and do a right mouse
click on the My Computer icon located on the Windows Desktop and select Properties form
the menu. The System Properties window will appear.

Figure 41: System Properties Page 1

QU ‘:ﬁ v Control Panel » All Control Panel Items » System

Control Panel Home . o ”
View basic information about your computer

% Device Manager Windows edition
5 Remote settings Windows 7 Uttimate
[ System protection Copyright @ 2009 Microsoft Corporation. All rights reserved.

'?i;' Advanced system settings

m

System

Rating: ﬂ Windows Experience Index

Processon: Intel(R) Pentium(R) Dual CPU E2200 @ 2.20GHz 2.20 GHz
Installed memory (RAM): 200 GB

System type: 32-bit Operating System

Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, domain, and werkgroup settings
See also

Computer name: win7-32 [B/Change settings —
Action Center )
Full computer name: win7-32
Windows Update X
Computer description:
Performance Information and
Tools Werkgroup: WORKGROUP

Under Computer name, domain, and workgroup settings the Full Computer name: will appear.
Enter the Full Computer name in the Port box.

You can add a description such as its location or use in the Description box.

If there is a Logging printer assigned to this station, you can enter the appropriate Printer
number in the Assoc. Printer box.

The Trunk Line Type field is not used for these records.

A Workstation MUST be assigned here prior to operation of the Alarm Display. If a
Workstation is not assigned here, no alarms will be reported to the Alarm Display.
Place the Workstation Name in the device name section. If any Alarm Display
numbers are not used, they must say, “NOT USED” in the Port field.

Printers

The Serial ports that the printers are connected to are programmed here. To assign a printer,
double click a printer type in the System Control file and Change a record 1 of 1 window will
appear.
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Figure 84: System Control File Printers

f24SYSTEM CONTROL -0l x|
™| [

Syztern Control Mo, | Type | Mo, I Port | Description | Azzociated F'r;‘
B3 Alarm Dizplay [X] WOT USED [comments)

G4 Alarm Dizplay G4 HOT USED [coniments]

E5 | Piinter |1 [COM1__| [comments]

BB Frinter 2 COm3 [comments]

B7 Frinter 3 NOT USED [comments]

ot} Frinter 4 WNOT USED [comments) =
B9 Printer |53 WOT USED [comments)

0 Prirter [ MOT USED [coniments]

il Frinter 7 MOT USED [comments]

72 Frinter 8 MOT USED [comments] —
1] ' ' | 3

Enter the port in the Port box that printer will be connected to.

Enter the description in the Description box and when you are ready click the OK button.

After you've assigned a Printer, you need to add that printer number to the Alarm Display you
want to be connected to. In this manner, Workstation transactions such as “Alarm Transactions”,
“Logged-in” “Command Sent”, and “Logged out” will be assigned to this printer.

Printers assigned here are used as serial Transaction Logging printers only. These printers
print all real time transactions such as alarms, acknowledgments, and all other types of system
activity.

Please take note that these are Transaction Printers only and not Report Printers.

Report Printers

Report printers are assigned to each workstation as local printers. They are setup through
standard conventions of Windows 2000 and use local ports. All Receptors reports are sent to the
Workstation’s default printer.

Network Printers

You can assign any printer on your network to a workstation. Logging Printers should be line, or
dot-matrix printers only. Assignment of a network printer is done through the Net Use
command. See the Utilities Section of this manual for a detailed description.

Enter the data into the Port field using the appropriate serial or parallel assignment number
(COM1, COM2, LPT1...etc). You can add a description such as its location or use. The Trunk
Line Type, and Associated Printer fields are not used for these records.

Trunk Lines
This section pertains to serial devices only. LAN panels are not entered here.
The Odyssey system is capable of operating LAN and Serial panels both older (GP1-ACP) and
newer format (AN1-LAN/Serial) simultaneously. In order to comply with the older communication
style, the software builds what is known as a Virtual Trunk Line. Panel addressing uses the
following protocol:

Table 8: Trunk Line / Panel Address

Trunk Line | Control Panel Trunk Line | Control Panel
Number File Port | Address | Number File Port | Address

0 0 0-7 8 8 64-71

1 1 8-15 9 9 72-79
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2 2 16-23 |10 10 80 - 87

3 3 24-31 |11 11 88-95
4 4 32-39 |12 12 96 -103
5 5 40-47 |13 13 104 -111
6 6 48-55 |14 14 112 -119
7 7 55-63 |15 15 120 -127

If you use any of the panel addresses as a Serial or LAN panel, then all eight addresses must stay the same
within the trunk line number. For example:

@ If panel 1is set as a Serial panel, then addresses 0-7 must be serial panels. In this example you could
not operate address 5 as a LAN panel. The LAN panel would have to be addressed using the next
available number such as 8 or higher in this case. Conversely, panels 8-15 would be set to LAN panels
and could not be used for serial addresses.

To program a Trunk Line double click on the desired Trunk Line in the Type column of the
System Control File and the Change a record 1 of 1 window will appear.

Figure 85: Trunk Line Change a record

{24 SYSTEM CONTROL =10l x|
ey I}
System Control No. | Type | MNa. | Part | Dlescription | Aszociated Pr;‘
71 Printer I NOT USED (comments)
72 Printer g NOT USED (comments)
"3 Prirter 5 NOT USED (comments)
Pnnter 10 NOT USED (comments)
75 TTuulne [0 |NOTUSED | comments) | |
76 Tn.lnk Llne 1 MOT USED {comments)
T Trunk Line 2 NOT USED (comments) |
73 Trunk Line 3 NOT USED (comments)
F: Trunk Line 4 MOT USED (comments)
80 Trunk Line 5 NOT USED (comments) =
:I = s w B e Er ; s | b_l

Entering Data
Figure 86: Trunk Line Create a record

o Sistem Control
Control Type ITn.Jnk Line No. |ﬁ
Port [NOT USED | Trunk Line Type [0- AN1(3600) |
Associated Printer ID_— 1-GP1(2400)
Description Il}:ommerds} % ) EE51I_I:IU2PD PEEEI}I}}

When programming you will enter the port name such as COMS5 in the Port field.

Enter the desired description in the description box that will identify the trunk line by location or
function.

Click the down arrow in the Trunk Line Type box and select the panel that will be connected to
the selected COM port. This field will set the Baud rate automatically for the selected panel.
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1.) AN1 = 9600 Baud

2.) GP1 = 2400 Baud

3.) GP1 = 1200 Baud — This is a special version that is not commonly used but is still
supported.

4.) DIAL — UP = 9600

Please note that Serial AN1 trunk lines require an RSC panel to communicate to the
eight AN1’s. Although RSC panels do require correct addressing, there is no additional
programming required.

Once you have entered the entire data click the OK button when ready and you will be returned
to the RISG System Control Records — [Ctrl1] window.

Initializing the Trunk Line

In order to communicate over a newly created Trunk Line you must stop and restart Receptors
Service3. If Receptors Service3.not running then you must start it.

Group Codes

The Group Code file is the location where Access Levels and Time Zones are paired together to form
accessibility rights for the cardholders. Each Group Code has Eight Access Level/Time Zone pairs. Each
pair is separate and read individually. There is also expiration dates available for each pair. This
architecture allows you to expire a pair of Access Level/Time Zones from the group code without
affecting the entire group code. This is very useful for temporary access requirements by making the
change to the group code rather than having to visit each cardholder record.

Data Entry

First you must launch the Group Code module. To do this click Admin at the top of the RISG Security
Management System Window. Administrator from the drop down menu and Click on Access Level
and click on Group Code.

After selecting the Group Code module, the List a Group Code(s) window will appear:
Figure 87: List a Group Code(s)

Master Persannel | Badging | Hardware Configuration [ #22253 | Comman d || Map Design || User Passkey Levels

Access Level | Timezone | Group Code| Event Schedule | Holiday | Elevator Control
Group Cade Mo Diescription Last Change By
] tecess Level

Access Aocess )
Lovel Timezone  Ewpiration Date Level Timezone  Expiration Date

L
L
L
L

Vﬂ'ﬂ‘
L
H
L

P -
@~ @ o,

:: Group Code List :: =

Number Description  Access Level Timezone 1  Accesslevel Timezone 2 Access Level Timezone3 Access Level Timezone 4 Access Level Timezol

[[ add | [ Edt | [ Delete ]] [ ] [ ]
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The List a Group Code(s) window will be active only at this time.
Figure 88: RISG Group Codes

=::Group Code List :: =

Number Description  AccessLevel Timezonel AccessLevel Timezone2 Accesslevel Timezone3 Access Level Timezone4 AccessLevel Timezo
bl Administrator 1

At this point, you can Add, Edit, View, or Delete a Time Zone.

Building a Group Code

Because of the design of the module, Group Codes are programmed in a group. You can use any of the
Open functions listed in the Standard Conventions section. Once you request to enter a New record,
the Add a Time Zone window will appear:

Figure 89: Add a Group Code

® V

O Group Code No. I— | Descriptijn I Last Change By I
2

ﬁ«coesslﬂj “
A Access
@' ;)T;:S Timezone (_]Expiration Date leyel Timezone Expiration Date
L
O [ _/_/__ Il > | _//__ ||
4 .
2 | ] _/_/__ I g [ ] _/_/__ ||
Oba | W AN W
K | | /[l 8 B | |5
A

Field Names

The Group Code Module contains the following field names:

1). Group Code Number: The number assigned to this set of Access Level / Time Zone pairs.
The number is used for programming in the Master Personnel File. This number is generated
by the system.

2). Descriptions: Description of the Group Code. 40 alphanumeric characters maximum.

3). Access Level: Data entry fields for the Access Level numbers you've programmed in the
Access Level Module.

4). Time Zone Data entry fields for the Time Zone numbers you've programmed in the Time
Zone Module.

5). Expiration Dates: These fields can be used to expire one Access Level/Time Zone pair
from a Group Code without affecting the other pairs within the Group Code. Right clicking on
the field will bring up a calendar from which you can select the expiration date, pressing the
function key F3 will enter today’s date.

Copying Records

You can copy from one Group Code to the next by doing any of the following:

@ Highlight the Group Code you want to copy from and Select Open, and the Change a
record window will appear. OR

@ Highlight the Group Code you want to copy from and Select New and the Add a record
window will appear. OR

@ Right click on the Group Code you want to copy from and select Add from the pop down
menu and the Add a record window will appear.
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Make sure to change the Group Code number and if required you can change the Description,

Access Level, Time Zone, and the Expiration Date and press the OK button.

The edited Group Code will be listed in the RIS Group — [Gcod1] window as a new record.

Access Levels

Access Levels are groups of Readers that form a collection used to provide access to the areas of the
system. An Access Level can be one or all of the Readers. Each Reader can be used in as many Access
Levels as required. Access Levels are formed with Time Zones to create pairs used to generate Group
Codes. These Group Codes are then assigned to Cardholders to provide the necessary accessibility within

your system.

Suggested Guidelines

When building Access Levels, a good procedure to follow is to build a grid of your system:

Table 9: System Grid

RDR1 |RDR2|RDR3|(RDR4 [RDR5|RDR6|RDR7 |RDR8
Administrators |X X X X X X X X
Security X X X X X X X
Managers X X X X X
Technical X X X X
Day1 X X X
Day?2 X X
Day3 X
Day4 X X
Janitors X X X X X
Contractors X X
Telephone X X X

On the left, list all of the possible combinations of individual groups that need different types of
access in your system. Across the top list all the Readers in your system. When that's complete,
simply put an X in the box that corresponds to the Readers each one of those groups need
access to. When you're finished with this grid, you'll have the baseline Access Levels you need to
provide basic access to your system.

Data Entry

First you must launch the Access Level file. To do this click on Admin at the top of the RISG
Security Management System window and select Administrator from the drop down menu.
Click on Access and click on Access Level

After selecting the Access Level module, the List records window will appear:
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Figure 90: Access Level List Records

Master Personnel | Badging | Hardware Configuration | Access | Command || Map Design User-Passkey Levels|
[2ccess Level|| Timezone || Group Code || Event Scheduls | Holiday | Elevator Control
Access Level No. | | /—| Fieader
Description |
System Reader Selected Reader
Last Changed|
‘
|
‘ ‘
Last Change By |
(oo J e Lo ) [ = (=)

The List records window will be active only at this time..
Figure 91: RISG Access Level

Access Lewvel Mo, |

Drezcription ﬂ

=:: Access Lewel Lisk:: =
Description Audit
Erploves Acce |[{null)

Mumber
1

Last Changed
»

At this point, you can Add, Edit, View, or Delete an Access Level.

Building an Access Level

Because of the design of the module, Access Levels are programmed in a group. You can use any
of the Open functions listed in the Standard Conventions section. Once you request to enter a
New record, the Add a record window will appear:

Figure 92: Add a record

O

Access LevelMo. [ f—@ -
‘ J C
Description | System Reader | ‘ Selected Reader

=::Access LewelList: : =

000-00-000

\
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Field Names

Access Levels have the following field names:

1). Access Level Number: The number associated to a programmed group of readers. This
number is used for programming in the Group Code Files.

2). Description: Description of the Access Level. 40 alphanumeric characters maximum.

3). System Reader: The list of readers programmed in the system and available for the Access
Level being programmed.

4). Add: Used to place a Reader in the Access Level. Highlight the required Reader in the
System Reader box and press the Add button and the Reader will be added to the Selected
Readers box.

5). Remove: Used if you place a Reader in the Access Level (Selected Reader box) incorrectly,
just highlight the Reader in the Selected Readers box and press the Remove button and
the Reader will re-appear in the Systems Readers box. Continue to select the required
Readers and add them to the Access Level until all the Reader you need are in the
Selected Readers box.

6). Selected Readers: The group of readers added to the Access Level.

Copying Records

You can copy from one Access Level to the next by doing any of the following:

@ Highlight the Access Level you want to copy from and Select Open, and the Change a
record window will appear. OR

@ Highlight the Access Level you want to copy from and Select New and the Add a
record window will appear. OR

@ Right click on the Access Level you want to copy from and select Add from the pop down
menu and the Add a record window will appear.

Make sure to change the Access Level number and if required you can change the Description
and Readers and press the OK button.

The edited Access Level will be listed in the RIS Access Level — [alvI1] window as a new
record.

General Notes

The performance of the system during downloading and offline operation will be affected if all group
codes are filled to their maximum. Organize your Access Levels so that if there are larger numbers of
requirements with minor differences to the Reader list, that you make two distinct Access levels.

Time Zones

Time Zones are how you establish the operating time parameters for the Access Levels you've just built.
The Time Zones are primarily used for cardholder accessibility requirements. You can also use Time
Zones for unlocking doors, and shunting alarm points.

Data Entry

First you must launch the Time Zone file. To do this click on Admin at the top of the RISG Security
Management System window. Click on Administrator from the drop down menu then hit on Access
Level and click on Time Zone

After selecting the Time Zone module, the List a Time Zone(s) window will appear:
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Figure 93: List a Time Zone

Master Personnel || Badaing | Hardware Configuration | [£55855] | Command || Map Desian | User-Passkey Levels

#ocsss Lewsl [ Timezone || Group Cods || Event Scheduls | Holiday | Elevator Contral

Timezone No. ] Desciiption | | LastChangeBy | [ et TimeFormat Ta Military Time
] Homal Date ~—{ Haliday

Begin End Begin End
Honday Helidday 2 [oo00] | | [ooon] [o:00]
Tuesday Holiday 3 [o300] [oo:00] [oo0a] [oo:00]
‘wednesday Holiday 4 [ooon] | | | | [oo:00]
Thursday Holiclay 5 [o0:00] [ono0] [ooon] [oo:00]
Friday Holiday 5 [o0.00 | [ooo0] [o.00] [o0:00 ]
Saturday Heliday 7 (o000 | [oo:00 | [oo:0o ] [oo:00 |
Sunday Heliday & (o000 | [onon | [onoo | [o0:00 |
Haiday 1

:: Timezone List :: =

Number Description  MonP1B MonP1E MonPZB MonP2E TueP1B TueP1lE TuePZB TuePZE wedP1B wedpP 1LE

[[ add | [ Ed ][ De\ale]j [ S ] [ ]

The List a Time Zone(s) window will be active only at this time.
Figure 94: RISG Time Zone

=::Timezone List :: =

Number Description MonP1B MonP1E MonP2B MonP2E TueP1B TueP1E TueP2B TueP2E WedP1B WedP1E
i Al Day Ever  00:00 00:00 00:00 00:00 00:00 00:00 00:00 00:00 00:00 0000

At this point, you can Add, Edit, View, or Delete a Time Zone.

Building a Time Zone

Because of the design of the module, Time Zones are programmed in a group. You can use any of the
Open functions listed in the Standard Conventions section. Once you request to enter an Add record,
the Add a Time Zone window will appear:

Figure 95: Add a Time Zone

@ TimezoneNo. | Description 4‘ Last Change By Set TimeFormat To Miltary Time |

)| | ol [omen € — TN
Begin End Bean End et j End i End
Mondsy [ [[0000 Joc20 oooo — Jovoo Holiday 2 ot w  en
Tstyy [0 oot oo focoy Holiday 3 oow o oo
Wenesday | [7[[0000 Jooo’ fooo Jooo0 Holiday 4 foo0’ o0 [oooo
Thusday | [7|[0000 [o0:00 [oo00” [o000 Holiday 5 oo 00:00 |0}
Fiy |00 20 oo foooo Holiday § oo X T
COPPI | IS T T ) ricey 7| = 70 T .
N e e - o T I o R -
—P [ [oc0 fooo = oo
)

GXo)

4, Hit on drop down arrow to view First Period / Second Period

Field Names
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1). Time Zone No.: The number associated to a programmed time zone. This number is used
for programming in the Mater Personnel, Reader, Input, Group Shunt and Group Code files.

2). Description: Description of the Time Zone. 40 alphanumeric characters maximum.

3). There are 8 Holiday segments for each Time Zone. These segments correspond to the
Holiday File. For example: you want to end the Time Zone at 15:00 for one holiday, and
12:00 for another. You can enter one time in segment 1 and the other in segment 2. In the
holiday file, put the first date with segment 1 and the second with segment 2. On those
dates, the system will ignore what the actual day is, and look in the appropriate segment.

4). First Period / Second Period: In the Time Zone file, there are two start fields and two
stop fields for each 24 Hour period. This allows you to start and stop the time segment twice
each day. As an example if you wanted to start the segment at 08:00 and stop it and 12:00,
you can then begin again at 13:00, and stop at 17:00. Enter the segments required using
the second Start/Stop period if needed.

5). Begin/End: For begin time and end time each period a day begins at 00:00 and ends at
23:59.

6). Change All: Select the period you need and enter the Time and click on Change All. All the
entries will be changed.

General Notes

You can enter a time in any of the fields then copy that time using the Control C function. Use
you mouse to move to the next field you need to enter the same time in. Press Control V and
you will paste the copied time. You can use this function to fill in repetitive times

Enter midnight as 23:59.

If your Time Zone rolls over midnight, Place the end segment of the first day at 23:59 and the
start segment of the second day at 00:00.

You are not required to enter any time parameters to the second segment of each day if the first
segment covers the time. If the second segment is not needed, it will not be read.

User Level

The User Level file is the location where all users of the Odyssey System are assigned their Passkey
levels and Partition levels. Password levels are assigned as a numerical value between 1 and 8; with 8
being the highest assignable password level. The individual permissions for the tasks in the system are
set in the Command Level File. The Password Levels are hierarchical in usage, i.e., a level 8 operator
can access all functions, and a operator assigned a level 5 can only access functions assigned a level 5 or
lower.

Partition Level There are 5 Partition Levels, 1-5, and 0 for no partition. Levels 1-4 can only access
circuit and personnel data within their partition and Level 5 can access data in all partitions. For
installations not using the partitioning feature, all operators’ Partition Level should be set at 5

Data Entry

First you must launch the User Level file. To do this click on User Passkey Level at the top of the
RISG Security Management System window and select User Level from the tab

After selecting the User Level module, the RIS User Records — (Userl) window will appear:
Figure 96: RISG User Record

Passkey Leve Partition Lev Last Changed

LN . dmin g g Admin
Administrator 9 5 {null}
Mew Admin 8 5 Admin
ris g 5 {null)
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At this point, you can Add, Edit, View, or Delete a User Level.

Building a User Level

Because of the design of the module, User Levels are programmed in a group. You can use any of the
Open functions listed in the Standard Conventions section. Once you request to enter a Add record,
the Add a record window will appear:

Figure 97: Add a Record

User Id I Passkey Level((-8) ID j' Partition Lewvel (0-5) IG

Field Names

The User Level Module contains the following field names:

1). User ID: The log in name of the operator as set up in the Windows Users Accounts

2). Passkey Level: The level of authority that an operator has with regard to the Odyssey
applications. This is assigned as a numerical value between 1 and 8; with 8 being the
highest assignable passkey level.

3). Partition Level: The value set for operator when the partitioning feature is used to block
access to cardholder, reader circuit, output circuit and input circuit records. If this feature is
not in use, the value should be set to 5, allowing access to all circuits and records for all
operators. Editing permissions can be set in the Command Level File.

Command Level

The Command Level file is the location where all functions of the Odyssey are assigned their Passkey
Levels. Passkey levels are assigned as a numerical value between 1 and 8; with 8 being the highest
assignable passkey level. The operator permissions for the tasks in the system are set in the User Level
File. The Passkey Levels are hierarchical in usage, i.e., a level 8 operator can access all functions, and a
level 5 operator can access all functions assigned a level 5 or lower.

Data Entry

First you must launch the User Level file. To do this click on User Passkey Level at the top of the
RISG Security Management System window and select Passkey Level from the sub tab.

After selecting the Command Level module, the RIS Passkey Level Records — (Plvil)
window will appear:

Figure 98: RISG Passkey Level Record

= :: Passkey Level List:: =

Passkey Code Command Passkey Leve Last Changed,

L3 =ckn Acknowledge Al8 Admin
aeskl Listfview AES K 1 (null)
aeskl Update AESKe 1 (null}
aldesd List Access Lev 1 {null)
aldescl Update Access 1 {null)
alwvlo List Access Lev 1 (null)
alwll Update Access 1 {null)
anls0 List AM1/ANXI 1 [(null)
anisi Update AM1/AM 1 {null)
anid Annunciation C 1 {null)
annuni List Annunciati 1 {null)
annunl Update Annunc 1 (null)

At this point, you can Add, Edit or View a Command Level.
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(Note: Do not add a command to the Command Level File, unless directed by RISG
Products technical personnel.)

Changing a Command Level

You can use any of the Open functions listed in the Standard Conventions section. Once you request
to change a record, the Change a record window will appear:

Figure 99: Change a Record

Code I Command I Fass Key Level I

Field Names

The Command User Level Module contains the following field names:

1). Code: Field to be used by Receptors technical personnel only.

2). Command: The name of the operation that is currently being assigned a passkey level.

3). Passkey Level: The value set for operator permission level for this particular operation.
Operator’s individual passkey levels are set in the User Level File.

Instruction

The Instruction file is the location where Instruction sets can be created for use in the Alarm Display.
Instructions are assigned by there number to individual input circuits and can also be assigned globally to
reader circuits in the Transaction File. An instruction is 255 characters in length.

Data Entry

First you must launch the Instruction file. To do this click on Admin at the top of the RISG Security
Management System window. Click on Administrator from the drop down menu then hit on
Command and then on select Instruction

After selecting the Instruction module, the List an Instruction(s) window will appear:

Figure 100: List an Instruction

Master Personnel | Badging | Hardware Configuation | Access Map Design | User-Fasskey Levels
Group Reader || Group Input | Group Dutput Transaction

Instruction Mo,

Primary Instruction Alternate Instruction

=::Instruction List:: =

(== =) ) (=]
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The List a Instruction(s) window will be active only at this time.

Figure 101: RISG Instructions

= : Instruction List:: =

Mumber Primary Alternate Last Changed
2 Contack Depart Adrmin

At this point, you can Add, Edit, View, or Delete an Instruction set.

Building a Instruction

Because of the design of the module, Instructions are programmed in a group. You can use any of the
Open functions listed in the Standard Conventions section. Once you request to enter a Add record,
the Add an Instruction window will appear:

Figure 102: Add an Instruction

Instruction No. I _—

Primary Instruction Alternate Instruction

Field Names

The Instruction Module contains the following field names:

1). Instruction Number: The number assigned to this instruction set. This is the number used
to attach the instruction set to an input circuit or a reader transaction.

2). Primary Instructions: Text files that are displayed in the Alarm Detail window when an
alarm is selected for acknowledgement. 255 alphanumeric characters maximum.

3). Alternate Instructions: Text files that are displayed in the Alarm Detail window when an
alarm is selected for acknowledgement during an Alternate Time Zone in the input circuit
file. 255 alphanumeric characters maximum.

Make sure to change the Instruction number, as well as the text entries, and press the OK

button.
The edited Instruction will be listed in the RIS Instruction — [Inst1] window as a new

record.

Transaction File

The Transaction File is the control table that routes all global alarm types to the appropriate
Workstation. This table allows you to direct alarm transactions, assign instruction sets and set
priorities to alarms that are not otherwise set by the circuit files. In addition, you can select
whether transactions are routed to the Alarm Display and/or if they are written to the Most
Current History queue.

Starting the Transaction File

First you must launch the Transaction File. To do this click on Admin at the top of the RISG Security
Management System window. Click on Administrator from the drop down menu then hit on
Command and click on Transaction
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After selecting the Transaction File module, the Transaction Records [trns1] window will
display. This window lists all of the Transaction records and their current settings. Note: Any field
with a value of 99 cannot be changed. These settings are made in other modules in the system
or are fixed.

Figure 103: RISG Transaction Records

= :: Transaction List:: —
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At this point, you can modify the settings for the Transaction records.

Modifying a Transaction Record

Because of the design of the module, Transaction records are programmed in a group. You can use any
of the Open functions listed in the Standard Conventions section. Once you request to change record,
the Change a Record window will appear:

Figure 104: Change a Record

(:) Code No. | - | Troncsciof /D NOT IN MEMORY I# Alarm Display (Y/N)

( : ) T Iﬁ Priority 1 |1_ Instuction | ID [ Include in most Current History (Y/N)
o E ™ Send to CCTV (YIN)
C ) I Alarm Display 2 ISE' Priority 2 ID_ Printer No. el
1). Code No.: Transaction Code number. This number is assigned to the

Field Names
transaction by the system.

2). Transaction: Description of Transaction Code. This is also the basic message
that will display for this Transaction. This name is assigned to the transaction by
the system.

3). Alarm Display 1: Alarm Display selection. Number referenced is from Alarm
Displays in System Control File.

4). Alarm Display 2: Alarm Display selection. Number referenced is from Alarm
Displays in System Control File.

5). Priorityl: Alarm Display Priority for Alarm Display 1. Priority 9 is highest, 0 is
lowest.

6). Instruction: Instruction set is assigned here. Number referenced is from
Instruction module.

7). Priority2: Alarm Display Priority for Alarm Display 1. Priority 9 is highest, 0 is
lowest.

8). Printer: Alarm Printer selection. Number referenced is from Printer section of
the System Control File.

9). Alarm Display (Y/N): This field allows you to select whether a given
Transaction will be routed to the Alarm Display. Transactions such as Access
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Granted are normally not sent to the Alarm Display so that Operators can
concentrate on Alarm messages that are exceptions from the norm.
10). Include in Most Current History (Y/N): This field allows you to select
whether a given Transaction will be routed to the Most Current History queue.
11).Send to CCTV: This field allows you to select. Whether a given transaction will
be routed to CCTV file

Event Schedule

Events Schedule is a list of automatic commands that will be sent out to the system based on time and
day of the week. You can unlock, and lock Readers, set Keypads for keypad or card only, Open or Close
areas, and control outputs.

With the Shunt/Unlock Time zone feature in the Reader file and the Shunt Time zone feature
in the Input file, the need for scheduled events is somewhat lessened. There are however,
many instances for these events.

Data Entry

First you must launch the Event Schedule file. To do this click on Admin at the top of the RISG
Security Management System window then hit on Administrator from the drop down menu then
select Access Level and click on Event Schedule.

After selecting the Event Schedule module, the Event Schedule window will appear:

Figure 105: RISG Transaction Records

Access Level | Timezone | Group Code | Event Schedule | Haliday || Elevatar Contral

/—I Day.Time

Dayp Time Ewent Type CireuitType Last Change By

=:: Event Schedule List :: =

Circuit Type Area Number Last Changed ID ~

v

[[ id | [ Edt | [ Dele ]] [ ] [ }
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Figure 106: Event Schedule

/—1 Day:Time
Day
@_ W IU-W&T ¥

P Testy =]
@ R |[2- Wesnesday 7]
A (ST
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7-Hoidy 7|

Last Change By

<
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|
|
|
l
|
I
[
l

<

At this point, you can Add, Edit, View, or Delete a Schedule Event

Field Names

The Schedule Events Module contains the following field names:

1). Day allows you to select the day you want to program the event under. You will select
Monday through Sunday or Holiday 1 through 8.

2). Time is the time you want the event to occur under the selected day. Operates under a 24
Hour clock.

3). Event Type is the selected procedure for this event such as Lock, Unlock, or Keypad only.

4). Circuit Type is the Reader or Output Circuit name selected for the event.

5). Last Changed By is the name of the last USER who Added or Changed an event.

Building a Scheduled Event

The Event Schedule module is a custom application module. The procedures described in the Standard
Conventions section do not apply.

Entering Data

Day: Click the down arrow to select the day that you want the event to occur from the pull down
List. You can also select holidays. (Refer to the holiday section of this manual to setup holidays.
Time: Defaults to the same time as the computer time. Set the time that you want the event to
occur. You can use the up/down arrows to set the time. The time is Military time and the format
is 00:00 — 23:59.

Event Type: Click the down arrow to display the event types. The events that can be performed
are Readers or Outputs. If you select a Reader event then the circuit button will change to
Reader. If you select an Output event the circuit button will change to Output. After you click on
Reader or Output button, the available circuit will show you and let you to select. After you
selected the circuit from available circuit, it will appear in the box to the right. Click Save button
to complete the event for that day and you will be returned to the RISG Event window.

Creating a New Event

Put a check mark on day that you want the event to occur on from the Day. You will notice that
a number represents the day that you choose and it will appear in the day box.

Click on the Add button at the top of the window and the Timed Event Information window will
appear:
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Figure 107: Timed Event Information

Day: Time

Day Time Event Type CircuitType

W |0-Monday x| [ 0800 | | = Grcu'rtT)rpell

The day that you selected previously will appear in the Day box.
Enter the time in the Time box using Military time format (00:00 — 23:59). You can only choose
one Event Type. For this example | will choose a Reader Circuit)

§ Click on the Circuit button and the Circuit Type window will appear:

Figure 108: Circuit Type

Event Type CircuitType

1 Unlock Reader Feader |

8 Reader circuit automatically will be your Circuit type based on your Event Type.

Figure 109: Circuit

24 Reader Circuit List I x|

000-01-004 : EXP-R Reader 2

§ Select the desired Reader from the list and when you are ready click the OK button and
the Timed Event Information window will appear displaying the Reader User ID that
you just selected in the Circuit box.

Figure 110: Timed Event Information

Day Time Event Type CircuitType

¥ [0-Monday ¥| | 0800 [fUnlockReader ¥| | Reader ||Dmmm [Reater

§ At this point you can choose the function that you desire to occur on Monday at 12:46.
You can do this by clicking on the down arrow in the Event box. The functions that are
available is:

For Readers:

Unlock Reader
Lock Reader
Lockout Reader
Card only mode
Card+Key mode

w W W W W

For Outputs:
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Output On

Output Off

Output Pulsed

Output On momentary short — is to be used with EXP-O panels only and it will turn
the output on for 6 seconds and then off.

Open Area

wn wn W W W

§ A number represents each function as you can notice in the Event Box. | have chosen to
command the Reader to Unlock the Reader on Monday at 12:46.

Figure 111: Timed Event Information

Day Time Event Type CircuitType

W [0-Mondey 7| | 1246 [1UockReader Y| = Reader ||£mmmu Reader

§ When you are ready click the Save button and the Even Schedule window will re- appear
displaying the new event.

Figure 112: Event Schedule

= :: Event Schedule List: : =
Date Time Circuit Type Area Number Last Changed ID

b 0-Monday @ 12:46 000-00-000  (null) 1Unlock Reade Admin 1

Copying Events

When using the copy function, all programmed event for one day can be copied to another day.
You cannot select which functions in the day are to be copied. All events will copy to the new
day.

Click on the Copy button at the top of the Event Schedule window and the Copy Events window
will appear.

Figure 113: Copy Events

K_| Day:Time
Day Time Event Type CircuiiType Last Change By
P [0-Mondey =] [tem0 | | | cicut Typell

I I‘I - Tuesday 'I I 02:00 I 'l Circuit Typel |
P [2-Wednesday =] [Coem [ -] creut Typell
v IK-Thursdaﬂ,r 'l I 02:00 I 'l Circuit Typel I

W [4-Fidey x| [ozm0 | | | circut Typell
P [5-Saudy =] [ om0 | | | Cicut T)'pell
I [6-Sunday =] [Tt | =1/ mieuit Typell
[ [7-Hoidey =] [Two0 || =l | mreut Typell
L /

Select the day that you want to copy.
I have selected to copy Monday events to Saturday.

REV.-A RELEASED 08/2011 PUBLICATION# 5567 Page 75 of 180



Figure 114: Event Copy

/—| Day:Time

Day Time Event Type CircuitType Last Change By
¥ [0-Monday || [ 0800  [1UnlockReader | = Reader ||mcmwm [Reader 1

v |1-Tuesday A I 08:00 1 Unlock Reader = Reader ||DDDDD4}DD IHeader‘I
v |2-‘.Vednesday' I 02:00 1 Unlock Reader = Reader ||DDD-DDDDD IHeader‘I

|
|
|
W |3-Thursday A I 02:00 1 Unlock Reader = Reader ||DDB-DD4}DD IHaader‘I |
¥ |4-Fiday [ 0800 | [1Unlock Reader x| | Reader ||DDD-DD-DDD [Reader1 [
|
|
|

=

W |5-Satuday x| [ 08:00 | [1Unlock Reader x| | " |oo0-0o-000 |Reader 1
El
2l

[tem0 | = EircuitTypelI |
[Tem | =] i o] | |

u IE - Sunday

| I 7 - Holiday

Click the Save button when you are ready and Event Schedule window will appear.
To see Tuesday events simply select Tuesday from the Day pull down list.

Deleting An Event

To delete existing records, click or highlight on the record.

Click “Delete” button to delete

Please Note: If you don’t highlight a record the first record in the list
will be deleted. Make sure to highlight a record before clicking the
delete button.

Holiday

The Holiday file allows you to declare calendar dates as Holidays, thereby invoking a different set of
access or security parameters for your facility on that particular day.

Data Entry

First you must launch the Holiday file. To do this click on Admin at the top of the RISG Security
Management System window then hit on Administrator from the drop down menu and click on
Access Level and click on Holiday.

After selecting the Holiday module, the RISG Holiday Records [Holil] window will appear:
Figure 115: RISG Holiday Records

Holiday Number Holiday Date Description Last Changed By

i 12/25/2011 12:00: Christmas Day Admin

At this point, you can Add, Edit, View, or Delete a Holiday Record.

Building a Holiday

Because of the design of the module, Holiday Records are programmed in a group. You can use any of
the Open functions listed in the Standard Conventions section. Once you request to enter a Add
record, the Add a Holiday window will appear:
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Figure 116: Add a Holiday

@_* Field Names
The Holiday Module contains the following field

Holiday [77 [=] names:
— > 1. Holiday is the calendar date assigned
@—' Deseription =" to this Holiday Record.
_ _ 2. Description: Text descriptor of the
®_)1_ S Holiday Record. 30 Characters Maximum
Holiday Period ~ 3. Holiday Type: This is the number used

‘ to attach the Holiday Record to a Time
i I Zone or an Event Schedule. These
To |7/ Holiday types allow you to use
|—E, customized schedules for each Holiday
during the year. See below
Holiday Period: This allow you to
select for enter long Holiday in to RISG
System
5. From: Is the calendar date assigned to
First Period of long holiday
6. To: Is the calendar date assigned to
End period of the long holiday

& &

Holiday Type

Description I 4.

Time Zone Record showing Holiday data entry fields.

Figure 117: Time Zone Showing Holiday
Access Level Gmup Codel Event Schedulel Holldayl Blevator Control

Timezons No. I 1_ | Description |24f7 and Holday Last Change By Set TimeFomat To Miitary Time
f—i Mormal Date /—1 Holiday

[Fst P End | [z | 7] [oo00] M

Begin End Begin End Begin End Begin
Monky 7[00 2359 o [mo hidy? [ [0 W W
Tisiy v 000 B ow o Holicay [ [I000 o’
Wedvesday 7 000 =) [ T Holiday4 [~ [0000 o
Thasday v 1000 s om oo Holday 5 oo
T A TV 1 T ) Halicay 5 T
Sowday v JO000 735 o [ow Holiday 7 oo
Sidsy  J Jl000 2359 o [ow Holiday B fono0
Holidy1  [# [00:00 7159 T

Event Schedule Record showing Holiday selection for an event.

REV.-A RELEASED 08/2011 PUBLICATION# 5567 Page 77 of 180



Figure 118: Event Schedule Showing Holiday
" Access Level | Timezone | Group Code | Event Schedule Holidayl EIe\ratorControIl

/—1 Day:Time

Day Time Event Type CircvitType Last Change By

0 - Menday j I 08:00 I ;‘ Circutt Type I I I

0 - Monday
1- Tuesday I 'I Lireuit Type I I I
2 - Wednesday

o ] | | |
| [%5 | 2 e | |
vy 7] [ew | lel | |
o [ew | o [t vee] | | |
7] [ | | o Tiee | [ [

Copying Records

You can copy from one Holiday to the next by doing any of the following:

@ Highlight the Holiday you want to copy from and Select Open, and the Change a
record window will appear. OR

@ Highlight the Holiday you want to copy from and Select New and the Add a record
window will appear. OR

@ Right click on the Holiday you want to copy from and select Add from the pop down
menu and the Add a record window will appear.

Make sure to change the Holiday number, as well as the data entries, and press the OK
button.
The edited Holiday will be listed in the RISG Holiday — [Holil] window as a new record.

Master Personnel

The Master Personnel Record or Cardholder file is the location that cards are entered into the system.
RISG has separated this file into two sections:

Overview

This section is the Cardholder, or the personal information associated to the individual. This
information is mostly text data and is not required for accessibility in the system. The EMPLOYEE
ID is the only required field in this portion of the record.

Access Cards are then attached to these records. A Cardholder can have multiple card records
attached. Each card record is individual, having different access requirements, and/or be void or
valid. This operation does not require two separate modules. They are seamless through the
Master Personnel Record. In addition, Badging operations are completed within the same
screens.

The reality of the Master Personnel files is that it becomes more of an employee database. There
are only a few fields that are actually required to provide access in the system. The rest of the
fields in the personnel record are provided to maintain data such as employer/company data, and
personal information such as address, and phone numbers.

You can also make changes to the titles of various fields in the personnel database. This allows
more versatility in creating and storing the information you require.
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Data Entry

There are several different ways to enter and work with the database records in the Personnel
module. You can add records from scratch, or use default templates. Adding additional cards to a
cardholder can be accomplished by a few simple clicks. The following pages describe each area
of the Personnel module.

First you must launch the Master Personnel file. To do this click on Admin at the top of the
RISG Security Management System window and select Administrator from the drop down

menu.

After selecting the Master Personnel module, the Odyssey Master Personnel window will

appear.

Figure 119: RISG Master Personnel

i il.ﬁGMmini;ﬁRof inT] [oer

| Master Perscrel [Badging | Hardware Configuration [ Access | Command [ Map Desion | UserPassiey Lovels |

Card Hokder | Emplayes Infomation | Persenal | Emergancy | infommation | Auto | Comment | Time Atendance |
Employee 1d
First Name Middle Hame Last Name: Suffx Name:
BadgeType Prited Badgs Name. Fartison Levels
[ Card fomatien bﬂadge Card

—{ Card Informaticn Sighs Card Envoran: Faader |— —{ Picture |————
Candto Isaue Date Net Uised |
Issue Code Effective Date ] e eardé for Empleyaa 1D ‘
Badge Mo, Expiration Cate (S )
Badge Code Threat Level ;
HeyPad He Card Stabs l
Emboss Humber — - —

Arrncizte | feipassh Festh Brase

| Cards lssued | | Barcode |— Last Used Informatice
| St Remare
r Barcode =

i Use Barcode HumberLike Emiayee 10
- frea e
#dd Card | Dekte Card | | Fingee Print | [ %
(MR c-c [ MewBecod | [ ConcelRecow | | Ex Tl Dekte

At this point, if you click on Personnel at the top of the screen, you can

@ Add a record by

§ Use a Default file will open a directory for you that will have a list of templates created
by you. After you select the template, the record will be opened for you to enter the

additional data.

§ Start from scratch will open a blank record to be filled in. All fields are empty and you

are required to fill in all the appropriate data.

@ Change a record by Last Name, Card Number, Employee ID, or SSN.
@ View a record by Last Name, Card Number, Employee ID, or SSN.
@ Delete arecord by Last Name, Card Number, Employee ID, or SSN.

If you click on Option you can:

@ Create a new Default file will open a blank record to be filled in. All fields are empty and
you are required to fill in all the appropriate data. Once you have entered all the required

data you must save the file.

@ Select to Always ask for Default file, are files that are stored as templates to be used to
automatically fill in repetitive data. You can build as many files as needed. When opened, the
default file directory will open for you to choose the required file. After you select the
template, the record will be opened for you to enter the additional data.
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@ Select to Remember Default File and use it, allows you use a saved template every time
you create a new record.
@ Download Images by
§ Last Name
§ Employee ID
§ Company
§ Division
@ Print Images by
§ Last Name
Employee ID
Company
Division

Adding Records

There are two ways to add new records to the system. After selecting Personnel, then Add,
you can choose one of two ways to enter data:

w W W

§ BRSALE
el oo b Catton | s o b Ve Lo
Cars Hakler | Emokayee Infomietion | Pertonal | Emeency | fomnation | Auto | Comment | Tima Atendance|

Employee |d
First Name: Midgle Name: Last Name Suffix Name:

BadgeType Frinted Bados Name Partison Levels

Card Information | Badge Card

e Card Evalimen: Fuscer

—{ Cord Information j———————— —{ Acceas Requirements |————

Caed Ho. Issve Date

Net Used

Issue Code Effective Date Usa ears far Emplspaa 1D

Bedge o, Expirztion Date .
Bedge Code Threat Level
KewPad Ne Card Status.

Emboss Number

Errncinte

cur Blevator Aooess
| Barcode

Earcode

Use Bamode NumberLike Employee I I
i Cand || Do Card | [ o Prin || |1
| @ o0 R | tewmesow | [ cowdeem { B

Start from scratch opens a blank record to be filled in. All fields are empty and you are
required to fill in all the appropriate data.

Use a Default file opens stored files as templates to be used to automatically fill in repetitive
data. You can build as many files as needed. When opened, the default file directory will open for
you to choose the required file. After you select the template, the record will be opened for you
to enter the additional data.

Changing Records

You can change records already in the system by using the Change Record selection. You can
call these records up by: Last Name, Card Number, Employee ID, or SSN. Once opened, you can
add cards, delete cards, change existing card, or cardholder data.
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Figure 121: Receptors Inc. Master Personnel - Change
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Deleting Records

Records to be deleted are called up in the same manner as changing records. Once the record is
opened, you can select what record you want to delete.

Figure 122: Delete Optlons

| heascas Persoread | Badgng vwmmm Access | Somard | Map Desgn

[ Gt Flder | Erplayee Personal | [ [t | Commert | Tine Mtecriance |
Employes 1
First Nawe Middle Hame Last Hame Sufix Mame
' BadgaTyps Printed Badge Hara Parition Levels
| Card fommations | Barige Card
/—| Card Iefarmation Mgcmss Requirements .-—| Sargle Cand ‘_"vlrm-ﬁndr"—-. Fiztune
Cand Na. sENn |3 Date WA12011| - e [ add st Usd S
iszue Code Effective Dste | 100712017] « [| - ¥ o
v i J - | ine cod® For Emplorpms (2
Badge No. Exparation Date: T ™ Soret
Badge Coda ThreatLevel 0~ -
KePad o Cad St gl fooma Troazern |
Embons Nurber |0 1 Cument Spacl Access Leve 0 . :
Asnuneale Arripzscback Exemct Header Toor, Blevnior Acoses I 0 Brosize
(g 2 W "M]—‘
= Barcode il i T
SENT | l Ligsd Duite
\ mhm-WmEnUMIDJ Used Time
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Delete the Selected Card — selecting this option will only delete the Card Number

portion of this record and not the Cardholders information in the database.

Delete all cards associated to this record — selecting this option will delete all Card

Numbers assigned to this record and not the Cardholders information in the database.
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§ Delete the entire record — selecting this option will delete all Card Numbers and
the Cardholders information in the database.

Openlng Records

Whether you're opening records to Add, Change, or Delete, you can retrieve them in the same
manner. Click Personnel at the top of the Receptors Inc. Master Personnel window and you can

select Add, Change, View, or Delete from the drop down menu. The following is examples of
using the Change function.

Last Name

When you select by Last Name, Change a Record by Last Name screen will appear:
Figure 123: Change a Record by Last Name

x|

Infarmation Search

Field ILastName j ILIKEj Value | Condition I vI
Firstame
CardNumber
Shift
S5N
Company

Department Clear | Search I GetAll Search Data I
Division

EmployeelD

This is an easy fill field. For names that begin with "O”, enter “O” in the field. For “OJ”, enter
that. You can enter as much or as little as you wish. This field is not case sensitive. Once you've
entered the required data click Search button and the Choose a Person by Last Name wiill

appear displaying all persons with the last name that begins with the search criteria entered
above.

Figure 124: Change a Person by Last Name
Employee Data

Iname |fr|ame |emp|id | crdnmb

Oliva Jason 12354 123693

From here you need to select the desired Last Name by double clicking on it and the record will
open.

Card Number

When calling up records by Card Number, you use the Change a Record by Card Number
screen to enter the appropriate Card number. You can also enter a range of numbers, entering
the beginning number in the “From” field and the ending number in the “To” field.
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Figure 125: Change a Record by Card Number

SEARCH EMPLOYEE INFORMATION x|

—Information Search

Field CardNumber =] o =] fvaive | Condition | v|

LastName
Firsthame

Shift
SSN
Company
Department Clear Search Get All Search Data
Division
EmployeelDl

Employee ID

Calling up records by Employee ID is much the same as Last Name. Enter the Employee ID, and
call up the record. You can also enter partial numbers for searching if required.

Figure 126: Change a Record by Employee ID

SEARCH EMPLOYEE INFORMATION x|

—Information Search

Field EmployeelD j ILIKEj Walue I Condition I vI

LastName
FirsthName
CardNumber
Shift

SSN
Company
Department
Division

Clear Search Get All Search Data

SSN

Calling up records by SSN is again the same as Last Name, or Employee ID. Enter the SSN, and
call up the record. You can also enter partial numbers for searching if required.

Figure 127: Change a Record by Social Security

SEARCH EMPLOYEE INFORMATION x|

—Infarmation Search

Field 55N i jlwue | Gondition [ -]
LastName
FirstName
CardMumber
Shift

Company
Department Clear Search Get All Search Data
Division

EmployeelD

Working with Records

This is an example of the Record screen. It is divided into four major areas:
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Figure 128: Blank RISG Master Personnel Record
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Master Personnel Record Field Names

Card Holder is the area where all critical information about the cardholder is entered.

Card Information displays all the data of the appropriate card selected in the card number
area.

Badaing will display the images associated to the selected cardholder.

In the Cardholder area, there are eight (8) tabs that are used to navigate to the lower
portions of the screen.

The following pages describe the available fields in the Master Personnel File. This section has
two additional columns:

@ Required indicates that this field is required to enable you to save the record.

@ Variable means that you can change the text or label of the field

Cardholder Tab
Cardholder

Figure 129: Cardholder Window

| Card Holder | Employee Information || Persanal || Emergency |ﬂ Infarmation |ﬂ Auta || Eomment|

Employee |d | |
First Mame Middle Mame Last Mame Suffix Name
BadgeTupe Prirted Badge Marme Fartition Levels

..
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Table 10: Cardholder Field Names

Field Description REQ VR
Name (First, Middle, Cardholders name (Alpha/Numeric up to
Last, Suffix) 30 characters each)
Employee ID MUST ENTER FIELD Alpha/Numeric X
Badge Type Pull down menu allows you to select any of
the formatted Badge layouts
Printed Badge Name Used to allow the printing of a name other
than sir name on badges. Alpha/Numeric
40 characters.
Partition Levels Works in conjunction with the User Level
file, There are 5 Partition Levels, 1-5, and
0 for no partition. Levels 1-4 can only
access circuit data within their partition
and Level 5 can access data in all
partitions.
Card Information
Figure 130: Card Information
Cand infamstion Bacge E-und:
f—:m m Sngle Card Enmliment ﬁewer]_\ ‘
Card Mo 7 lnsua Diate T | ! | ] Add | Mat Used -
:i: ’::5'3 :C.C—b."c D;ﬁ 1 ‘W . ! Usa eard® for Empleyas D )
e Blo piration - ’— -Ei;r aur
Esdge Code Threat Level ! ; Foveil Acome Puaers l =
HeyPad Mo Coued Sighe | %eu‘al.-’mm TimeZone
Emboss Number (T 0 Current SLRCiE ACCEEs Love 1
Anrumcipte Entippsshack Exempt RBender T ” E,ﬂ‘,aurkocx | Flm.
:’Ai‘ Cards Issued I Lﬁj b /—[ Las$ Used Infcrmation '— e o
= o Used Reader 15-0H00 y
‘ 978N | Utsed Dabe
Uze Barcode Mumber Like Employee |D Used Time 7-48
U [Mdf.ad | [ Detete Card | | F-rruefFTmL] jrenbie
b )
I Tol 1 New Fecord Ed || Dekete [ Search JJ
* = See this section below for additional information.
Table 11: Card Information Field Names
Field Description REQ VR
Card No. Standard 6-digit card number with option
for 9 digit cards. Leading zeros not X
required.
Keypad No. 5 digit number used for keypad readers
Badge No. Provided for use if a Badge Number differs

from encoded card number.

Void Code (1-99)

Numbers 1-99 assigned to groups of cards.
Groups can be voided or reinstated by

command.
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Field

Description

REQ

VR

Issue Date

Card issued on this date. You can press
the F3 key to set the today’s date or you
can right mouse click on this box to get a
calendar.

Effective Date

Card effective on this date. You can press
the F3 key to set the today's date or you
can right mouse click on this box to get a
calendar.

Expiration Date

Card to expire on this date. You can press
the F3 key to set the today’s date or you

can right mouse click on this box to get a
calendar.

Threat Level

Option for Threat Level (1-5)

Card Status

Multiple Selection of card Status. Allows or
Denies access. Must be 0 or 1 for valid
access. 1 must have Expiration date.

Annunciate

If checked cards is annunciated each time
it's used.

Reader Tour

If checked this card can be used
for Reader Tour option

Antipassback Exempt

CCCCceeeceecccccccececccccc
CCCCcceeceeccccccccecececcccc

Base Group code

Group code number used to provide
required access for this card.

Special Access Readers

Used on a temporary basis if a person need
to have access to a reader that is not in
their Base Group code.

Special Access Time
Zone

Time zone that special Access Readers
operate under

Elevator Access Level

Used with the level numbers built in
the Elevator Access module.

Bar Code

Provided for use if printing bar codes on
cards.

Last Used Reader

The last Reader that this card was used at.

Last Used Date/Time

The last Date and Time that this card was
used at a Reader.

Area No.

Area where card was last used.
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Card Information Access Requirement Field

Giving a Card Access
This area is the section that provides the Access requirements to the card. Enter the required
Group Code in the Base Group Code field. The Group codes are the levels that were built earlier
in the Group Code file

View GC (Group Code) button

You can view the complete Access Level/Time Zone setting for this group code by pressing the
View GC button. The Group Code window will appear. This window will display whatever Group
code is in the Base Group Code field.

Figure 131: Card Information View Group Codes
=

% 2: Group Code 2

ok | cancet |

The display window gives you a visual representation of the Group Code. Each Access Level/Time
Zone pair is displayed. Lines with 0/0 are not used where lines with the plus sign on the left have
Readers and Time Zones filled in.

If you click on the plus sign, the tree will expand and display the assigned Readers and Time
Zones programmed.

Figure 132: View Group Codes - 1 Figure 133: View Group Code - 2
FIND GROLIP CODE
R e ez ¢ e s

Mame of Time-Zone : Employss Access
Morciay 24:30 - 09:00, Mondsy I o000 - oo:oo EHEAKW R oy - OHE 10 M08
Tuesday 24:30 - 09:00, Tuesday |l 00:00 - 00:00 EHEAHERS o FIn),
Vednesday | 24:30 - 09:00, Viednesday Il : 00:00 - 00:00 |
Thursdey  : 24:30 - 09:00, Thursday I : D0:00 - 00:00 | Monday 00:00 - 23:59, Manday I 00:00 - 00:00
Friclay 2430 - 05:00, Fricay I 0000 - 0000 ; 00:00 - 23:59, Tuesday Il 00:00 - 00:00
Saturday 24:30 - 09:00, Sunday Il 00:00 - 00:00 = MM CNEX ALK
Sunday 24:30 - 09:00, Sunday 1 00:00 - 00:00 ENCH MK ORI TR
00:00 - 00:00

F Holictery : 24:30 - 09:00, Holiday I : 0o:00 - o000

€, ACCESS LEWEL 20 0 TIMEZONE 2: 0 ;i co:o0 - 0000

&) ACCESS LEVEL 3 0 7 TIMEZOME 3 0 : D0:00 - 23:59, Sunday Il : 00:00 - 00:00

€ ACCESS LEWEL 4° 0 f TIMEZONE 4 0 L Holiday 00-00 - 23:58, Holiday I 00:00 - 00:00
& ACCESS LEWEL St 0 f TIMEZONE S: 0 &, ACCESS LEVEL 2: 0/ TIMEZONE 2: 0
€ ACCESS LEVEL 5 O f TIMEZONE 6: O € ACCESS LEWEL 3: 0/ TIMEZONE 2: 0
€, ACCESS LEVEL 70 0/ TIMEZONE 7: 0 S, ACCESS LEWEL 4: 0/ TIMEZONE 4: 0
€, ACCESS LEVEL & 0 f TIMEZOME 8: 0 &, ACCESS LEVEL S: 0/ TIMEZONE S: 0
€1 ACCESS LEWEL &: 0/ TIMEZONE : 0
S, ACCESS LEWEL 7: 0/ TIMEZONE 7: 0
€, ACCESS LEWEL &: 0/ TIMEZONE &: 0

[ = X ] oK | Gt |

The first part of the tree (Left Window) will display all of the Readers currently programmed in
the assigned Access Level. If you move to the bottom using the down arrow in the scroll bar,
after the Reader list is a listing of the Time Zone attached to this level (Right Window). You
can continue to open up the Access pairs if needed by continuing to click on the plus signs on the
left.

You can add a Group Code by pressing the Add Group Code button. The Add Group Code
window will appear.
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Figure 134: Add Group Code from View Group Code

Add Group Code ><|
erour cone 12—

DESCRIPTIOMN I

o I _~ I A3 I Al A I ~lS I oS I LT I S I

AaccEss LEVEL [o o Jo Jo [o Jo Io o

=1 ]| v==2| v==]| T=2| T=s| T=s| 1=F| 1=2|
TimMEZOoME [o e [= & [o o = [o

[CACCESS LEWEL

Notice that the Group Code box is automatically initialized to the next number available. You do
not have to keep this number you can enter any number you desire. Enter the desired
description, Access Level and Time Zone and when you are ready click the OK button and the
new Group Code will be saved. If you want to view the new group code, you must enter the
group code in the Base Group Code box and then click the View GC button.

Find GC

The Find GC button is used to locate and display a particular Group code that has been
previously programmed in the system. Simply click on the Find GC button and Find Group
Code window will appear. Enter the Group Code number in the box and click the OK button and
that group will be displayed.

Add GC

The Add GC button is used to add a group code. To add a group code simply click on the Add
GC button and the Add Group Code window will appear.
Figure 135: Add Group Code

Sl Grougs Coele =< |

pEscrRiETIoM |

N | I N - I N I AL A I ALS I LS I N I AL I

soccEss LEwEL [o [o Io Io Jo [o o Ie

12'1' ‘IZI 123' 124' 125' ‘IZGI 12?' ‘IZBI

TimEZoME [o o Io Io Jo [o [o Io

(=0t I CAMCEL I

[ACCESS LEWEL

Notice that the Group Code box is automatically initialized to the next number available. You do
not have to keep this number you can enter any number you desire. Enter the desired
description, Access Level and Time Zone and when you are ready click the OK button and the
new Group Code will be saved. If you want to view the new group code, you must enter the
group code in the Base Group Code box and then click the View GC button.
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SPECIAL ACCESS READERS
Special Access Readers are available for the ANX and AN1 panels only

The Special Access Reader feature allows you to add Readers to a Cardholder without the need
for building an additional group code for minor exceptions. The feature allows access to the
Readers over and above the Group Code based on the Special Access Time Zone.

Adding Special Access Readers to a Cardholder is similar to Access Levels. Click on the Special
Access Readers button and the Special Access Readers window will appear.
Figure 136: Special Access Readers

SPECIAL ACCESS READER [EJ

| | CARD NHUMBER : TGOI6T

ADD READER --=

Reader Deszcription
00o0-00-000 Reader 1 [

] Reader

[ =-- DELETE READER l

Special Access Level |D |

Special Access Timezone |1 |

[ Ok I CAMCEL |

The box on the left lists all the Readers available in the system. Highlight the Reader you would
like to add to this record and click the Add Button. Repeat the process until you have selected all
the Readers you require. There is one Time Zone available for all of the Readers in the list.

Card Number

Before you can add a card number you must enter all of the person’s information in the
Cardholder field and save the record first.
You can add another Card by clicking on Add Card a popup window will appear.

Figure 137: Confirm to use old card Information

Confirm to use old card informatiom

! ?/ Lise last select card number?

Select “NO™ to add another card
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Figure 138: RISG Master Personnel — Card Information

Cand formation | Badge Card |

(—t‘ Card Informaticn ','

~

/—[ Sngle Card Enmliment Fcader]ﬁ

Card Is Active

Card is Inactive

Card No 77171 | lesua Date 012001 ~ | '| [ Fd | I Add ] Mot Used i
lasue Code 0 Effective Date: | 10,1201 ~ [7] s eares# for E: 1]
" i owes ) | SR
Badge Ho. o Expiration Caie, / / - 3
/—-—\Sigrmura
0 & Special Acoria Readen -
BadgeCode |1 Theeat Leval |1
HeyFad Ho 4 Card Stats Soecial Access TneZoce | 0
Emboss Humber |0 0 -Current Spocial Acoess Level 1]
Annameiphe Antipasshack Exempt Reader Tour: Bevator Access 1] Browse
8 7Y AR A
1 Cards Issued Earcode Last Used Information
= et Used Readar
57EFITY | ’ Usad Dabes
ke Uze Bamode HumberLike Employes ID ) Used Time 2
3 Area Mo o
| ﬂmmjlw«:ml FmarPnntJ e
N ity S = \ S = S
!  id1 - I New Facord I Cancel Recard [ Edit ] I Delae } | Saarch ] ]

To delete a card number, edit the card holder then highlight the card number you want to delete

and select Delete and the card number will be deleted.
The card number area displays different icons next to the cards according to the card status.

Figure 139: RISG Master Personnel - Card Number

Cand ifomation | Badges Card
/—‘ Card Information { (—[ Singla Card Ervolman F!naeal‘]ﬂ /—[ Fichare ]7
|
| CardNo 54 | |sswe Dale 101 o Mt Lisad * |
Iszue Code Effective Date | 101 [ Use cand® for Empleyee 1D
1 S
Eisdge Mo, Expirahion Dste, = -
Badge Code Threat Leval |1 =
KeyPFad No 0 Card Status
Embess Number |0 |5 -Eried
Anruncisbe Arfipassback Beempt | [ Aesder Tour Bevator Soosss o Erowme Florm
) =
A ) e —————
Remaove Crap
— o Eoe - Used Reader  [015:00.000 B ook
78MM a7Ez454 | ] Lzed Date: 104112011 12
‘ L Use Eamcde Mumbes Lie Employes 1D Used Time 2148 LRs Claon By,
o T = 7 Frea Mo, a
, [[mcxd][umcw] mePrmlJ .
2 L
! 161 QN | MewPeod ] | CocelRecwd ) | Ect | Deiete | Seath 1)

Employee Information Tab

Figure 140: Employee Information Window
Card Holder Personal I Ernergenq'l Information I HAuto I Comment I Time Attendance I

Company

Dept

Dept No.

Diept Location

Division

Job Title

—

[ T=[.| workPhone |

I jv Hired Date

|
—

Shift

Ext |

|
TerminationDate | /_/__ ¥

™ Full Time Employee
™ Contract Employee
™ Temporary Employee
" Employes

* = see this section below for additional information
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Table 12: Information Window Field Names

Field Description REQ VR
Company Click on the box to enter new Company

Name
Dept. Name * Alpha/Numeric up to 30 characters X
Dept. No. Alpha/Numeric up to 5 characters X
Dept. Location Alpha/Numeric up to 20 characters X
Division Alpha/Numeric up to 15 characters X
Job Title Alpha/Numeric up to 30 characters
Shift Alpha/Numeric up to 5 characters X
Email Alpha/Numeric up to 50 characters
Work Phone Phone number formatted with Area Code.
Extension Alpha/Numeric up to 5 characters
Hired Date Date of Employment. You can press the

Down Arrow Button to set the today’s
date or you can right mouse click on this
box to get a calendar.

Termination Date Date of Employment. You can press the

Down Arrow Button to set the today’s

date or you can right mouse click on this
box to get a calendar.

Full Time Employee Check box

Contract Employee Check box

Temporary Employee Check box

Employee Check box
Dept. Name

You can type the department name in this box or you can click on the Dept. Name button and
select a department from a pre-created list. To create a list of department names, click on the
Dept. Name button and the Menu window will appear.

Figure 141: Dept. Name main Menu

Department Information x|
— Data in record
Table value |Deptname =l Add | Edit | Delete Close |

To Add a department name click the Add button and the Menu window will appear.
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Figure 142: Dept. Name Menu

Department Information ﬂ
— Data in records
Table Walue IDEIJU"EI'“C" LI Save | Cancel Close I
—MNew Data
New Value Irﬂﬂint&nance

Type the department name in the New Value box and when you are ready click the Save
button and you will be returned to the main Menu window and the department name will be
added to the list.

Figure 143: Dept. Name main Menu - 1

Department Information il

— Data in records
Table Value IEEptname j Add | Edit | Delete I Close |

Maintenance

To add more departments simply repeat the above.

To make Edit a department name in the list, simply highlight the department name and click the
Edit button. The Menu window will appear and the department name that you selected will
appear in the Menu Option box. At this time you can make the necessary changes. When you
are ready click the Save button and you will be returned to the main Menu window and the
department name will display the changes.

To Delete a department simply highlight the department to be deleted and click the Delete
button and that department will be deleted from the list.

Lock and Key

Lock and Key is used track keys given to personnel by Key Number, Issue Date. Expiration Date
and Company. Lock and Key is used for information only and will not generate an alarm on
the Expiration date.

To assign a Key to a Personnel record click on the Lock and Key button and the Lock and Key
window will appear.
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Figure 144: Lock and Key

KeylD  Lock Mumber Ercioyee Nane Employes 1D Enployes Card No. Fisy Dmscrpbon lssue Date Expire Date Camparry Last Changed By

Notice that there are no Keys listed. Therefore you will need to create a key. To do this click on
the New button and enter in the information.

Figure 145: Lock and Key - 1

Keys - Employes Information List af Linv Kye
Ky ID: |1 imm Lock Humber Deacrition
T

D Front Door

Hey Descrption lazue Data Expire Date Company Last Changad By

Type in the Key number in the Key No. box.

Type in the Lock No. in the Lock No. box.

Type in a Description.

Enter the date that the key was issue to the person in the Issue Date box. You can right click
on the box and a calendar will appear.

Enter the date that the key is to be returned in the Expire Date box. You can right click on the
box and a calendar will appear.

When you are ready click the Save button and the entry will display in the List of assigned
Keys.
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Figure 146: Lock and Key - 2

Keys - Emplayes: Information LList of Un-essigned Keys
ey ID: [1 ] Ky ID Lock Nurmber Diaception
Lk Mo [1

—_—
Descapon: |Front Door
i

Issu:Dut::M |
EpireDote: [12/31/2010 | !
. Masign lo employes |

Ericyos 10: 10100 ]

Cord Memiber: (9771086 |

Frebame 0|

Lt haeme: Whte

Company: |Receptorsine |

N ECE BT TR

 Listafassigned Keys
| KeyID Lock Muméar Erployee Hane Employee 1D Employes Card Mo Kary Damorption Iszue Date Expire Date Company Lavst Changedd By
i 1 bn Vihte 10100 STTI0SE Front Door 031/03/2011 12312011 Receptors Ine wind

To add more keys simply repeat the above.

To make Edit a key in the list, simply highlight the key and click the Edit button. At this time you
can make the necessary changes. When you are ready click the Save button.

To Delete a key simply highlight the key to be deleted and click the Delete button and that key
will be deleted from the list.

Company 1, 2, and 3

Select company 1, 2, or 3.

You have two (2) options to enter the company name:

1) You cantype it in.

2.) If you used the Company function to generate a list of companies, you can click the
Select button and the Company Information window will appear.

Figure 147: Company 1, 2, and 3

Card Holderl Employee Information I Personal | Emergency Auto | Comment | Time Attendance |

Name Of Contract Company Company 01 Company 03 Sponsor Information
I I'—'e:e:-::-rs = j I j Sponsor Name l—
IEmplm_.fed By Code |1 3 Code I 3 — l—
Fraem To Company 02 Mail Station I
I i j I Iy |L| I j Extension I

Code I—ZI Approved Date IEB';"[WEBH -

§ Select a company from the list and all of the company information will be
displayed.

§ When you are ready click the OK button and you will be returned to the
Information window and the company name will be displayed in the selected
company box.
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Personal Tab
Figure 148: Personal Window

Card Holdefl Employee Information Emergenc-,'l Information | Auto | Comment I Time Attendance |

/—| Address /—| Physical

e I Home Phone l— Sex lizl Heitti I—
City | Sl CellPhore | - 3 J weight | bs
feee 0 | _— I o r - _|
. | ﬂl =
\. 1 !

Table 13: Personal Window Field Names

Field Description REQ VR
Address
Street Alpha/Numeric up to 36 characters
City Alpha/Numeric up to 20 characters
State Formatted 2 characters
Zip Code Alpha/Numeric up to 11 characters
Home Phone Phone number formatted with Area Code
Social Security Alpha/Numeric up to 13 characters
Number
Date Of Birth Works with the Calendar on drop down
option
Physical
- Sex Formatted 2 with options
Hair Add a color of the hair
Eyes Add eye color
Ethnics Add ethnics
Height Alpha/Numeric up to 5 characters
Weight Alpha/Numeric up to 4 characters

Emergency Tab
Figure 149: RISG Master Personnel - Emergency

Card Hulderl Employee Irrfonnationl Personal | Emergency | Information I Auto I Comment | Time Attendance

/—| Contact Persenal Info /—| Medical Information

Contact Name | Relationship | Medical Company
Street I Home Phone I I
City I State I \Work Phone l T
Zip Code I I

\ S
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Table 14: Emergency Window Field Names

Field Description REQ VR
Contact Personal Info
@ Contact Name Alpha/Numeric up to 30 characters
@ Relationship Alpha/Numeric up to 21 characters
@ Street Alpha/Numeric up to 15 characters
@ Home Phone Phone number formatted with Area Code
@ Work Phone Phone number formatted with Area Code
@ Address Alpha/Numeric up to 20 characters
@ City Alpha/Numeric up to 15 characters
@ Home State Formatted state
@ Zip Code Formatted zip code
Medical Information
@ Medical Company | Alpha/Numeric up to 50 characters
@ Medical Alpha/Numeric up to 70 characters
Information

Information Tab
Figure 150: RISG Master Personnel - Employee Information

Card Holder| Employes Information | Personal I Emergenc:.rAulo | Commerrtl Time Attendance |

Name Of Contract Company Company 01 Company 03 Sponsor Information

I I Ll I ;l Sponsor Name |
Employed By Code I EI Code I El Company I
I |

From To Company (2 Mail Station I
|_/_/__ =l [/ |5 | EI Extension |

= I ] Approved Date IDB.*"DB;-"EN L I

Table 15: Employee Information Window Field Names

Field Description REQ VR
Name of Contact Alpha/Numeric up to 30 characters X
Company

Employed By Alpha/Numeric up to 30 characters X
From Works in Calendar

To Works in Calendar
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Sponsor Info

Figure 151: Sponsor - Information Window

Card Holder | Employes Information || Personal EmEIgencyAuto Comment | Time Attendance

Mame OF Cortract Company Company 01 Campany 03 Sponsor Information
Spansor Name
Employed By Code Code
Company
From To Compary 02 bl Staion
Extension
Cade tppioved Date | DR/06/011 v
Table 16: Sponsor Information Window Field Names
Field Description REQ VR
Sponsor Name Alpha/Numeric up to 30 characters X
Company Alpha/Numeric up to 30 characters X
Mail Station Alpha/Numeric up to 13 characters X
Extension Alpha/Numeric up to 5 characters X
Approved Date Date formatted. You can press the F3 key X
to set the today’s date or you can right
mouse click on this box to get a calendar.
Auto Tab
Figure 152: Auto Information Window
Card Holder | Employes Information | Personal | Emergency | Information |[Auto] | Comment
Licenze 1 License & Agzign 1
License 2 License & Aszign 2
Licenze 3 Licenss 7
Licenze 4 Licerizs 8
Table 17: Auto Information Window Field Names
Field Description REQ VR
License Fields 8 Fields, Alpha/Numeric up to 12 X
characters each.
Assign 1 and 2 2 Fields, Alpha/Numeric up to 5 characters X
each.
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Comments Tab

Figure 153: Comments Window

[ard Haolder Employeelnformation‘ Personal | Emergericy | Infarmation | Auta | [Comment

Comment 1 ’ Comment &

Cornmet 2 Comment 7

Comment 3 Commentd |

Commert 4 Comment 3

LComment 5 Comment 10

Table 18: Comments Window Field Names

Field Description REQ VR
Comments 10 Fields, Alpha/Numeric up to 70 X

characters each.

Company

Company is a feature that provides information on companies (other than the end user) whose personnel
will be given access to facilities protected by the system. This file interacts with the Master Personnel

module by allowing the operator to add Company information to a cardholder record by simply clicking on
the Company buttons in the Master Personnel Record.

Data Entry

First you must launch the Company file. To do this click on Admin at the top of the Odyssey
software management window and select Administrationfrom the drop down menu.

On the Master Personnel Tab, select on Employee Information sub tab:

Figure 154: Company List Records

Company Information

—Company Name List

—Company Mame

Company Code | Company Mumber

Company Name I

—Address

Street I

City I— State I

Zip Codel Phunel

Faxl

Save | Cancel |

Close |

The List a record window will be active only at this time. Enter a Company Code if you wish to
view a single Company Record. If you leave the Please enter a Company code box blank and
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click the Save button, all of the programmed Company Records (if any) will list in the RISG
Company Information — [Companyl] window.

Figure 155: RISG Company Information

Company Information El

—Company Name List————————Company Name

Receptors Inc Company Code |1 Company Mumber |1'1

Company Name IF{ec:epturs Inc

—Address
Strest |23954 Medison Ave.

City Torrance State |L‘A

Zip Code IQ[IE-[IE PhonelMDSTSEﬂE F“|31[|3TE_66T1

Add | Edit | Delete | Close

At this point, you can Add, Edit, View, or Delete a Company record.

Building a Company Record

Because of the design of the module, Company records are programmed in a group. You can use any of
the Open functions listed in the Standard Conventions section. Once you request to enter a New
record, the Add a record window will appear:

Figure 156: Add a Record

@-F Company Nam? I
4

—Company Mame
Company Cadg’ I Company Mumber I L.@

—Address
Street I
City I State I
Zip Code Phone Fax 6

A

o

Field Names

The Company Circuit Module contains the following field names:

1).

2).
3).
4).
5).
6).

Company Code: 11 Character, Alpha/Numeric that uniquely identifies the Company record
in the system

Company Name: Company Name is entered here.

Company No.: Optional field provided for entry of an additional identifier for this Company.
Company Address: Physical address of the company.

Telephone: Company telephone number

Fax: Company fax number.

Sample of a completed Company Record:
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Figure 157: Sample Company Record

Company Information | ﬂ
—Company Mame List——— Gompany Mame
TN | ... cocc || Company Number |11

Company Name IF‘.&cepturs Inc

—Address
Street |23954 Medison Ave.

GCity Torrance Ctate |CA

Zip Code IBIJE-EIE- phnnEIS'IDSTSE-ﬂE Fﬂ|31DBTEﬁﬁT1

Save | Cancel |

At this point, you can Add, Edit, View, or Delete a Company Record.
Adding Signers

For each company you create, you can add authorized Signers to that company record. Signers are
individuals that are authorized to approve actions performed by their respective company’s employees.
For example, a Signer could approve applications for access credentials (cards), and only the signatures
of Signers in the Receptors database would be accepted.

To add a Signer, open the Change a record form for the desired company and click on the Add
Signers button. The Enter Authorized Signers window will display:

Figure 158: Enter Authorized Signers

/—| Signature ~,

Browze Remaove

. A

Field Names

The Enter Authorized Signers window contains the following field names:

1). Signature Box: Automatically shows the signature on the box once being inserted.
2). Browse: Browse for the card holder signature.
3). Remove: To remove signature.

When you have finished adding Signers to the Signers Table, click OK to save and exit the module.

Copying Records

You can copy from one Company Record to the next by doing any of the following:
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@ Highlight the Company Record t you want to copy from and Select Open, and the
Change a record window will appear. OR

@ Highlight the Company Record you want to copy from and Select New and the Add a
record window will appear. OR

@ Right click on the Company Record you want to copy from and select Add from the pop
down menu and the Add a record window will appear.

Make sure to change the Company Code, as well as the data entries, and press the OK button.

The edited Company Record will be listed in the RIS Company Information — [Company1]
window as a new record.

Search Profile

The profiler is a module that allows the lookup of records in the Master Personnel files without the need
for access to the records themselves. Users can call up a display only window that will provide pertinent
information regarding the cardholder and the saved image.

Starting the Profiler

First you must launch the Verify Profile. To do this click on Admin at the top of the Odyssey software
management window and select Verify Profile from the drop down menu.

After selecting the Verify Profile module, the Verify Profile window will display:
Figure 159: RISG Search Display

iii RISG SECURITY MANAGEMENT SYSTEM ODYSSEY SQE v 8.0.1E I =] [ |
Monitor | Admin Report Options  About

Administrator le MANAGEMENT svsTEM

System Control
Data Format
Dial Up

Visitor
Verify Profile
Search Profile
Use or Lose It
Database-Restore

Welcome to

You can perform a record lookup in one of 4 methods by clicking on the Profile pull down menu:

Last Name allows a filter by Last Name. This is an easy fill window. If you enter “A”, the system will pull
up all last names that start with the letter A. Entering “AN” pulls up everything that matches “AN” such
as Anderson, Andrews, and so on.

Card Number allows you to call records by the card number. You can also enter a range of card number
if needed.

Employee Id pulls the record by the Employee ID field. Like the card number, you can enter a range.
License will search all of the Auto license fields in the Database. This too is an easy fill window so as to
allow the lookup of partial license plate numbers.
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Figure 160: Display Profile by License#, Employee ID, Last Name, or SSN

—Search
Search by [P -
Value I
Search | Clear |
—Search Search
Search By |EELEIII ~ Search By | -
Value I Value I
Search | Clear | Search | Clear |

After you have entered the search criteria, click Search and the search will commence. If there is only
one match, the Profiler will display the appropriate data on the Profile screen.
If there are multiple matches, the window below will display:

Figure 161: Choose a Person By Last Name

—Search
Search By ILaSt Name j
Valus |0Iiva
Search I Clear |
Employee ID I Last Name I
1 Qliva
12354 Oliva

To choose the desired record, simply double click on the record or highlight it and click OK. The
profile window is displayed with the saved image of the cardholder, and up to 20 fields of the
database record.

Figure 162: Profile

&% RI Profile : 2.0.0.0 =10] x|
-
[Search ——————————————— Signature
Search By |Last Name = i Qém
e X

Last Name 0liva

[Er— e First Name Jason
Employee |0 123456

12354 Cliva Company KBEI
Ficture Department Test Department

Division Test Division
Licensel 963658
License2 654258
Height 5'6
wieight 1201bs
Eye Color Brown
Hair Color Black
Sex M/F L}
Shest westbank Road
City Pasig City
State NCR.
Zip Code 1608
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Use or Lose Report

The Receptors Use Lose application allows you to generate lists of both active cards not used since a
specified date and/or lists of cards that have been previously deactivated for non- use. The ability to
deactivate and/or reactivate selected records from these lists or to create a printout of the records is
provided. To use the listing functions you must have permission to List Master Personnel Card File in the
passkey command levels. To activate or deactivate records you must have permission to Update
Personnel Card File in the passkey command levels.

First you must launch the Lose or Use Report. To do this click Admin at the top of the RISG
Security Management System window and select Lose or Use Report from the drop down

menu.

To begin, select Action from the main menu. You will be given a choice to search for either cards
not used since a specified date or cards that have been deactivated since a specified date.

Figure 163: Use it or Lose it

=3 RISG User or Lost It ver.2.0.1.4

@ Search active Records Search sin e ] ] el

) Search Inactive Records Sort By

Last Change Date Last Change By Sed Mo

Division Last Used Date Time: Last Used Reader Status

Figure 164: Select Date Range

(#) Search Active Records Search Since |2011-08-30 : e
() Search Inactive Records Sort By Can n August, 2011 u
Sun Mon Tue Wed Thu Fri Sat
9 c
Card Numler I Last Name | e 1 ! 2 3 4 5 6
I 8 9 10 11 12 13
14 15 16 17 18 19 20
21 22 23 24 25 X% 7
28 29 1 2 3
- 5 i T 8 8 10
[ Today: 83012011
(7} Search Active Records Search Since [2011-08-30 : S
(%) Search Inactive Records Sort By IE n August, 2011 u
Sun Mon Tue Wed Thu Fri Sat
3 5
Card Number Last Name [ Firsthame| ©' ' 2 3 4 5 6

¥ & 9 10 11 12 13
14 15 16 17 18 19 20
21 22 23 24 25 % 27
28 29 31 1 2 3
5 7 & 9 10

[ Today: 83012011

Once you have chosen one of these two options and entered a search date and sort options a list of
applicable records will be created from which you may generate a printout and/or select records to
deactivate and/or reactivate.
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Figure 165: Use it or lost it results

i RISG User or Lost It ver.2.0.1.4

() Search Active Recaords Search Since | 2011 -06-05 l‘ [ Search I[Re-adivate][ Clear ] I Print H Help ]

(#) Search Inactive Records SortBy | Card Mumber VI

Card Mumber Last Name First Mame Employee I Company1 Company2 Title Department Div:
411482 Cliva Jazon 12345
§20145 Lamsin Joey 213987

De-activate cards

To deactivate cards not recently used from the list, select the records you wish to deactivate by clicking
anywhere on the row. You may select multiple records by using the Ctrl and/or Shift keys. When you
have finished selecting the records select Action from the main menu then select Deactivate Selected
Records from the pop up menu. A message box will appear showing the number of records deactivated.
Click OK to return to the initial menu.

NOTE: Deactivated records will have their pass status set to 5 — Expired. The field panels will be
automatically updated. The change date will be set to the current date/time and the changed by field set
to the currently logged in user. This action will be audited as a Master Personnel Update by the currently
logged in user for all selected records.

Figure 166: Use Lose

24 RISG User, or Lost It ver.2.0.1.4

Lobeicintive tectas Seachisinee {»2911—_078_98 = ,:I [ Search ]I[De-activate ]I[ Clear ] [ Prirt ] [ Help ]
(#) Search Inactive Records Sort By éCard Mumber Vl
‘ Card Mumber Last Mame First Mame Employes I Company Company 2 Title: Department Div

| 411482 Oliva Jazon 12345
‘ 820145 Lamsin Joey 213987
\

()

|
\
! Update Complete, ]

Re-activate cards

To reactivate cards that have been previously deactivated; first generate a list of deactivated cards then
select the cards you wish to reactivate by clicking anywhere on the row. The Ctrl and Shift keys may be
used to select multiple records. When done selecting records select Action from the main menu then
select Reactivate Selected Records from the pop up menu. A message box will appear showing the
number of records reactivated. Click OK to return to the initial menu.

NOTE: Reactivated records will have their pass status set to 0 — Current or 1- Temporary dependent upon
whether the record is assigned an expiration date. The panels will be automatically updated and the
change date set to the current date/time and changed by field set to the currently logged in user. This
action will be audited as a Master Personnel Update by the currently logged in user for all selected
records.
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Figurel67: Use it or Lose It

i RISG User or Lost It ver.2.0.1.4

() Search Active Records Search Since | 2011-08-08 ) | [ — ]I[Re_adi\,&ﬂem Clear ] I Frirt ] l Help ]
(*} Search Inactive Records Sort By |Card Number ~ |
Carcd Mumber Last Mame First Mame Employes I Company Company2 Title Department Diiw
411432 Cliva Jason 12343
g20145 Lamsin Joey 213987

)

Update Complete.

Printing records

Once you have created a list of either active records not used since a specified date or a list of records
deactivated since a specified date you may create a printout by selecting File from the main menu and
Print or Print Preview from the pop up menu.

Figurel68: Use it or Lose It Report

24 S howiReport

(e T 8 > L -

| Main Report

User Lose It

Cardio LastName FirstName D Companyl Company2 Title Department Division LastUsed Time LastReader

411482 aliva Jdasaon 12345 o o
820145 Larmsin Joey 213987 o o

< |
Current Page Mo.: 1 Total Page Mo.: 1 Zoom Fackor: 100%

Reports

The reports module is the interface for retrieving history transactions from the system. There are
also specialized reports for creating a list of cards allowed through a specific reader, and custom

Personnel Reports.

Opening the Reports Module

The Reports module is located in the Receptors Folder in the Start menu.
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Figure 169: Opening Reports
lox

Moritor  Admin | Report Options  About
| History
Guard Tour
Rl G raesmurnee NAGEMENT SYSTEM
Personnel
Roll Call
Log Message
Circuits not gone to Alarm
Old History

Time Attendance Report
Time Attendance Export

Welcome to
RISG INTERNATIONAL

You can also open the Reports from the RISG Security Management System using the
Reports button if you desire.
Once you select the Report module, the dialog box listed below will appear:

Figure 170: The Report Menu

Report

Hiskory

Guard Tour

Cardholders who have access to Reader
Personnel

Rl Call

Log Message

Zircuits nok gone ko Alarm

Old Hiskary

Time Attendance Report
Time Attendance Export

From here you can either select the following reports:
(Description of following reports are discussed later in this section)

History (Current History)

Guard Tour

Cardholders who have access to Reader
Personnel

Roll Call

Log Message

Circuits not gone to Alarm

Old History

Time Attendance Report

Time Attendance Export

[SECECENREORORNRORNRN

When you are finished with the module, you can exit the program.
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History / Old

History

After selecting the History, or Old History module, the form listed below will display. Using this
form, you will make the appropriate selections for the type of History transactions you require.

Figure 171: History Report Window

RISG Report Builder Wizard ver.

—Fernod Time

Start Drate: Time

|DS.-'DEI.:-'2D1‘I 00:00

ﬂ End Date: Time

06ME/2001 0000 - |

”Select Tour g —————

— Tranzaction Type
= Al Transaction

" Card Transaction

" File Update

"~ Command Executed

" System Diagnostic

" wiorkztation Login/Logout

" Alarm Transaction

Sort Feport By

Date

— Tranzaction Selecting
—Select Transaction List

v Select All Description

—Select Card List
[v Select &l Card

—Select Circuit List
v Select All Circuit

COMTROL ACCESS VIOLATION
IMVALID SYSTEM CODE

ID HOT IM MEMORY

INVALID ACCESS LEVEL
INVALID TIME Z0OME

INVALID KEYPAD MO
10.%0IDAIHNASSIGHED STATUS 1D

0000 1 @i e 0 P =

£ |

11, HARD ANTIPASSBACK VIOLATIO
12 WORESTATION LOGIM FAILED

=

T ranzaction | Card Mo Circuit
Selected Tranzaction Selected Card Ho. Selected Circuit
Tranzaction A Card Murmber | Circuit
ACCESS GRAMTED 411482 000-00-000
1D AMMNUMCIATED 220145
READER AMMUMCIATED 97VE94E7

—Process

Prewview Clear

E=port to Excel

Start/Stop Time Frame

The first criteria selection is the time frame you wish to search under.

RISG Report Builder Wizard ver.

Figure 172: History Report Criteria Start Date/Time, Stop Date/Time

—Period Time Select Tour Mo
Start Date: Time IDERDEIJQD‘I 1 00:00 ~ | EndDate:Time 0E/08/2011 00:00 = | -
4 D » 4 0 »
— Tranzaction Type : - Sort Report By
.| Sun Mon Tue “ed Thu Fri Sat : Sun Mon Tue WwWed Thu Fri Sat
Al Transactio wster Diag ] ) 3 1 ID
ate -
¢~ Card Tranzact| 1 2 2 4 = & 7 orkstation| 5 2] 7 B 3 1o 11
- 3 10 11 12 13 14 12 12 14 185 16 17 18
—Tramsaction Selecting| 12 186 17 18 13 20 21 19 20 21 22 23 24 25
: 22 23 24 25 26 2ZF 22 . 26 2F 22 29 30 (i
—Select Transaction | 29 =0 3 . fard List — pouit List
I+ Select All Descri| &5 Today: 67872011 tall Card | 355 Today: 6/8/2011 bl Circuit
Transaction I Card Mo Clircuit
Selected Transaction Selected Card Moo Selected Circuit
Transachon o~ Card Murnber I Circuit
1. ACCESS GRAMTED 411482 000-00-000
210 ANMUMCIATED 220145
3. BEADER AMMUNCIATED SFEIAET
4. COMTROL ACCESS WIOLATION
5 IMNWALID SYSTERM CODE
E. |D HOT IN HMEMORY
FoIMWALID ACCESS LEVEL
2. INWALID TIME Z0OME
9. INVaLID EEYPAD MO
10 %OIDAIMASSIGHED STATUS ID
11. HARD AMTIPASSBACK WIOLATIO
12 wWORKESTATION LOGIM FAILED
< e
—Process
Frewview I Clear I Export to Excel I
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You will notice a pull down for both the Start Date/Time and the Stop Date/Time. Using these
pull downs, you can use the Calendar to select the date and time you wish to both start the
search, and end it.

When you open the module, both of the times will default to the current time and date. Make

sure you always select a different start time. If you leave it as the defaulted the search will be for
the same minute and not return any real data.

Transaction Type

The next selection is the Type of transactions you need on your search.
All Transactions return all of the transactions recorded during the selected time frame
Card Transactions are only the records that correspond to cards.

File Updates are records having to do with operator transactions in the files such as “Circuit File
Updated”.

Commands Executed will only return manual commands sent by operators.

System Diagnostic transactions are records such as “Controller Not Reporting”, or “Trunk Line
Failure”.

Workstation Login/Logout transactions are records the log in and log out of the workstation

Alarm Transaction records all transactions such as “ID not in memory, invalid access level and
invalid time zone

Figure 173: History Report Selected Transactions

RISG Report Builder Wizard ver. B x|

Period Time Select Towr No———————————
’75tart Date:Time IDT;’SI}KZDH 00:00 'l End Date:Time IDBKEDKZDH 00:00 L‘ ’7| j

=4 Transaction Information x| Sort Report By

r— Trasaction Matching

i Date -
Transaction Description I Find |
— Transaction Getting

fcuit List
Value Found Value Selected .

All Circuit
1. ACCESS GRANTED - 15. CONTROLLER TAMPER OPEN
2. 1D ANMNUNCIATED t |

3. READER ANNUNCIATED ot
4 CONTROL ACCESS VIOLATION

5. INVALID SYSTEM CODE 2> | I
6.1D NOT IN MEMORY

7. INVALID ACCESS LEVEL

8. INVALID TIME ZONE
9. INVALID KEYPAD NO

10. YOID/UNASSIGNED STATUS IC

11. HARD ANTIPASSBACK VIOLATI < |
12 WORKSTATION LOGIN FAILED

13. SOFT ANTIPASSBACK VIOLATIC
14. READER LOCKED QUT

15. CONTROLLER TAMPER CLOSE
16. DOOR OPEN DETECTED

17. DOOR CLOSED AFTER DOD
18. NOT USED

20. 708F POWER ON RESET
21 _MLILTIPI FXFR NCY RFPOR'IELI
4 3

Clear | ok |

Selected Circuits allows searches on up to 10 specific Circuits. You would select the radio button
and then enter the desired Circuit numbers in the boxes provided.
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Running the Report

When you are ready to run the report you can either select Print or Preview. Print will send the
report directly to the printer after you select which printer to use. Preview will bring the report to
the screen before printing.

Figure 174: Sample History Transaction Report

_me

asqc bk.ﬁﬂmﬁ.

History Report History :All Transaction Date:  05(11/2011 23:38 and 10/11/2011 2336
Transaction: -

CardNo: -

Circuit

Date | Tima Transaction

211 2104 USER LEVELFILE UPDATED

a1 2105 EYSTEMFPOWERON RESET

211 2105 CONTROLLERFOWER ONRESET
2911 2105 CONTROLLER CO0E CWLD COMPLETED
AW 21407 TRUNEK LINE FAILURE

WRAFI AT USER LEVELFILE WPDATED

2911 147 RDR DATA FORMAT UPDATED

2w 2108 RDR DATA FOAMAT UPDATED

2w 21028 RDR DATA FOSMAT UPDATED

a2 2108 ROR DATA FORMAT UPDATED

2w 2102 RDR DATA FOSMAT UPDATED

211 2108 RDR DATA FORMAT UPDATED

9211 211028 RDR DATA FOSMAT UPDATED

211 2108 RDR DATA FORMAT UPDATED

2% 108 TRANSACTION FILE UPDATED

92¥11 2108 TRANSACTION FILE UPDATED

82911 108 TRANSACTIONFILEUSDATED

11 2108 TRANSACTION FILE UPDATED

82311 2108 LAN-CONTSOLLESSSCRILEUSOATED
W11 2108 CIRCUIT FILE UPDWTED

9211 211028 CIRCUIT FILE UPDATED

9211 2108 CIRCUIT FILE UPDATED

923011 2188 TRANSACTION FILE LPDATED

211 2108 TRANSACTIONFILE UPDATED

92911 2108 CIRCUITFILE UPDATED

2wt 08 CIRCWT FILE UPDATED

2w 2102 CIRCUITFILE UPDATED

a2w1 2108
2wt 2108
9211 2108 CIRCUIT FILE UPDATED

4
7

First Nama Circuit Typa

g

Insas
Inset
Insat
Inset
Inset
Inset
Inset
Inkat
Inat
Inset
Updms
Updme
Updme
Upda

e R R T ]

From here you can verify the request has returned the data you require and how many pages are
required.
If you are ready to print, you can select the Print button and finish the report.

Preview

Figure 175: Parts of the History preview screen

| You can select the magnification of the preview window here

' Show Report

CONTROLLER TAM
CONTROLLER TAM
COMTROLLER TAM
CONTROLLER TAM
CONMTROLLER TAM
COMTROLLER TAM
CONTROLLER TAM
COMTROLLER TAM

| This section indicates how many pages thatare in your report, what page is being previewed. |
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Card Holders who have Access to Reader

The List Card For Specified Reader report module allows you to enter a specific Reader and receive a list
of all card numbers allowed access to this reader.

Running the Report

To run the report, click on the Card Holders who have Access to Reader button on the
Report Menu. To generate report select highlight reader click on ~ * | button to confirm your
selected reader or hiton > | button to select all the readers. To preview the report click on
preview button_Preview |

Figure 176: List Card For Specified Reader NO. Entry Window

The following is a sample of the report:

i;'!l Cardholders who have access to Reader

—F=ader List
Reader Description | Find I
Feader Found Feader Selected
000-00-000. Reader 1
= I
> |
<< I
Sart by Card Mo, - Clear I FPreswiew I

Figure 177: List Cards For Specified Reader Report

24 S how Report
@ S S # & -
Main Report

Cardholders who have access to Reader
522011 Page 1 of 1

pecial Special
GroupCode | Level |R

Card No. | First Name | LastMame |Cumpan\r | Department eader
820145 Joey Lamsin 1 1 T
S7E9467 Joey Lamsin 1 [u]} T

Current Page Mo, 1 Total Page Mo.: 1 Zoorm Fackor: 1005
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Personnel

Personnel report allows you to generate a report by Id Status, Expire Date, Effective Date, Group Code,
Department, Company and Access Level.

Running the Report

When you select the Personnel List button on the Report Menu, the following criteria entry
window will appear:

Figure 178: Personnel Report Window

ersonnel Information Report Wizard wver

1D Status
I~ 1D Status = Like © = & <> & > £ < walue |
r— E=pire Date
[ Expire Date Start D ate 05s03/2011 = End Date | 050342011 £r

— Effective D ate

I Effective D ate Start Date os5s09..2011 = End Date |0EA03°2011 =

Group Code
[ Group Code = Like © = £ <> - - walue |

D epartment

I Department = Like © = £ <> - - wealue |
I Compary = Like = L - = walues |

Sccess Lewel
[ Access Lewel = Like ¢ = ¥ <> r - walue |

Campary |

Sork by Emplopes 1D - Clear I Prewviews I

To enter data requests, you check the appropriate box next to the field you want to query. On
the right side of the form, you would enter the data you want to search for.

The Date fields allow reporting of dates Greater Than, Equal to, or Less Than the selected date.

Figure 179: Personnel List Report

Show Report
I 2 i # -
Main Repork
-~
£/9/2011 Personnel List
Employee ID Last Name First Name Company Department ID Status Card Number Group Code Effective Dai
1234 Lamsin Joey u] 97E24E57 1 0672011
12345 Oliva Jason u] 411482 u] 06722011
213987 Lamsin Joey u] 820145 1 06022011
b
< | >
Current Page No,: 1 Tokal Page Mo.: 1 Zoom Factor: 100%%:

Once you have entered the data you wish, you can select the preview window to check for the
correct return. Check the information in the next section for tips on operating the preview
window.
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Roll Call Report

This module is used in conjunction with Area number and it allows you to generate a report that will
show which people are in a given area, at that given time or in the entire facility.

To run the report, click on the Roll Call button on the Report Menu:

Figure 180: Roll Call Report window

@ Roll Call Report Wizard
i

—Area Matching

Lrea Description

—Area List Detail
Area Found

Area Selected

1]
1
2

=

Hl

Lt

Bl

M Sort Report By Area No. -

C!earl Prewewl

Running the report

Enter the desired Area number in the box or if you desire to list all records leave the box blank
Highlight your selected area then hiton___ > | button or __>> | button to confirm.

Then click on button to run report.

Figure 181: Roll Call Report window

[ Show Report
por

-

= I

Main Report

ROLLCALL Report

Area Number = 0

Number | Card No. | Area No. | Area Description

| LastName

| FirstName

1 978717
2 12343

3 9765454
4 9771098

Mot assign to an Area
Mot assign to an Area
Mot assign to an Area
Area 1

Rose

Rose
White

Al

.

Pete

Pete
lan

Current Page Mo.: 1

Total Page No.: 1

|Zoom Factor: 100%

Roll call report window will show all information.
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Log Message Report

Log message reports all made log messages:

Figure 182: Log Message Report

iZh Log Message

Date Time
’7 From - | 5/ 2/2011 | to- | B 92011 =1

Soart by |Date LI Clear I Preview I

Enter the desired date to Preview to view the report results.

Circuits not gone to Alarm

The Circuits not gone to Alarm allows you to generate a report of alarm points or readers with door
contacts that have not gone into alarm within the last 30 days.

Running the Report

To launch this report, click on the Circuits not gone to Alarm button on the Report menu. The
Circuits not gone to Alarm window will appear:

Figure 183: Circuits not gone to Alarm Window

i Circuits not gone to Alarm Report Wizard ver.B8.0.1.E

Circuit Info
Start Date:Time | 0540972011 = End Date: Time 05/09/2011 = | Find |
Type af Circuit | j Circuit Description |
Input Circuits |
Eiretiti Lisk R eader Circuits
Circuit Found Circuit Selected
Fr I
> |
<1
L4 I
Soart by | ﬂ Clear I Preview I

To run the report, select Input Circuits or Reader Circuits. You can Print directly to the printer, or
Preview the report.

REV.-A RELEASED 08/2011 PUBLICATION# 5567 Page 113 of 180



Figure 184: Circuits not gone to Alarm Report

how Report

IR Y

[tain Repare |
6/2/2011 Page 1 of 1
Circuit | Date | Time
000-00-000 | o&Aa7 2011 | 2:45:00 am
Current Page Mo.: 1 |Total Page Mo.: 1 Foom Factor: 100%.

Time and Attendance Report
Records time in and out of the card holders on the readers.

Running the Report
Time and Attendance can be launched by clicking on the Time and Attendance button on

the Report Menu. To run report select date range and select time attendance circuit.
Figure 185: Time and Attendance — Date Range

Date Pericd
From [20110913 =] [00:00 =

To |2011-10:13 x| |23:59 =

— I _ Il

Figure 186: Search the Card

@ Time and Attendance Report: 1111 -

- w (=] = 2 |
Time & Atftendance Report
Date Peried ——————| —Optional Fields —
= = ~ "
From 20110813 21 Jo00 = Pl |/Empluyee info.:[CardNumber =] [Exact Number/Name _+| value [5771038 |
To |2011-10413 =] 2359 = I~ shift vI

(_ {7 ‘8 o T £ All InfOut Summar
"Basic Field ‘ r lﬁ All Time All Time Summary All In All Dut All IniOut iy

R Cardlo W Firsthame W LastNeme | [~ piision | = Search | Print Report | clex |

&8 Working Time | W& Allowance Davsl

‘Working Time Report Options
’]7 Shift Hours ¥ TotalTime ¥ LunchTime | BreakTime [ MeetingTime [ Offsite Time [ Working Hours ¥ Lost Hours
Employee ID_| Card Number | FirstName | LastName | Department | Date | chiftHours | TimeIn | TimeOut | Total Time Lunch Time Break Time Lost Hours »
10100 9771098 Tan White 9/29/2011 08:00-17:00 9:26 PM
10100 9771098 Ian White 9/29/2011 08:00-17:00 9:56 PM
10100 9771098 Tan White 9/30/2011 08:00-17:00 12:23PM
10100 9771098 Tan White 9/30/2011 08:00-17:00 12:23PM
10100 9771098 Ian White 9/30/2011 08:00-17:00 12:24 PM
10100 9771098 Ian White 10/3/2011 08:00-17:00 3:31PM L
10100 9771098 Tan White 10/3/2011 08:00-17:00 3:32PM 3
10100 9771098 Ian White 10/3/2011 08:00-17:00 3:32PM
10100 9771098 Ian White 10/3/2011 08:00-17:00 3:34PM
10100 9771098 Ian White 10/3/2011 08:00-17:00 3:34PM
10100 9771098 Tan White 10/3/2011 08:00-17:00 3:46 PM
10100 9771098 Ian White 10/3/2011 08:00-17:00 3:47 PM I
10100 9771098 Tan White 10/3/2011 08:00-17:00 3:48PM
10100 9771098 Tan White 10/3/2011 08:00-17:00 3:51 PM
10100 9771098 Ian White 10/3/2011 08:00-17:00 3:52PM
10100 9771098 Ian White 10/3/2011 08:00-17:00 3:52PM
10100 9771098 Tan White 10/3/2011 08:00-17:00 3:53 PM
10100 9771098 Ian ‘White 10/3/2011 08:00-17:00 401 PM
10100 9771098 Ian White 10/11/2011 08:00-17:00 11:40 AM
10100 9771098 Tan White 10/11/2011 08:00-17:00 11:40 AM
10100 9771098 Tan White 10/11/2011 08:00-17:00 12:10 PM
10100 9771098 Ian White 10/11/2011 08:00-17:00 12:10 PM
m‘mn a771098 Tan White 1n/11/3011 08:00-17:00 9:52 PM o i
« 1L
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Running the Report

To run the report, click on the print button:
Figure 187: Time and Attendance Report Window

iZ4Ta_previews

I (=1 |

W S S T i @ -

[Main Report |

Saturday, June 11 2011

Employee ID First Name Last Name Department Card Number Date
123456 Joey Lamsin 9769467 06/11/2011

<

Time In Time Out
2:27:20 2:28.47

Total Time
00:01:27

Current Page No.: 1 [Total Page Mo.: 1 Zoom Factor: 100%

From here you can print Time and Attendance report.

Guard Tour Reports

Guard Tour Reports allows you to generate a report of any desired tour.

Running the Report

Guard Tour Reports can be launched by clicking on the Guard Tour Reports button on the

Report Menu.
Figure 188: Guard Tour Report Window

iZs Guard Tour Wizard wver.

r— Guard Tour Information
Start D ate: Time 05/09-,2011 = End D ate:Time a5 032001 >
Suard Tour kdatching | Firnd I
r— Guard Tour List
Guard Tour Found Guard Tour Selected
== I
|
1
<< I
Sort Feport By - Prewviews I Clear I

From here you will enter in the Guard Tour Number that you desire to generate a report for.
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Figure 189: Guard Tour Report Window Start Date/Time, Stop Date/Time

i Guard Tour Wizard ver.

—Guard Tour Information

05092011~ | Epd Date: Time 06/09/2011 =
En May_ 2011 | > | . En June. 2011 [ » |

Sun kMon Tue “wed Thu Sat ] Sun Mon Tue “wed Thu  Fri
r—Guard Towr List —————— 1 2 3 4

Guard Tour Found 1 2 3 4 =] & 2] B 7 g @Em 10 11
2 & 10 11 12 12 14 12 12 14 15 168 17 182

Start Date: Time

Guard T our kM atching

15 16 1F 12 19 20 21 19 20 21 22 23 24 25
22 23 24 25 26 27 28 26 27 28 23 30
23 30 A
= o Today: 6952011 - 6952011
_> |
1
<L I
Sort Report By |Date - Frewview I Clear I

You will notice a pull down for both the pull down for the Start Date/Time and the Stop
Date/Time. Using these pull downs, you can use the Calendar to select the date and time you
wish to both start the search, and end it.

When you open the module, both of the times will default to the current time and date.
Make sure you always select a different start time. If you leave it as the defaulted the
search will be for the same minute and not return any real data.

Optional Features

The following pages describe Options available in the Odyssey system. These options are
modules that add features to the baseline files making up the system. They are not required and
are only used to enhance the operation of your software.

Not all of these options operate without first purchasing additional software modules.
Additionally, some of the choices must be first enabled in the baseline software. Please consult
your Receptors Representative prior to attempting these options.

Radionics Circuit

Radionics is an optional feature that allows circuits to be setup that report from a Radionics 6500
/ 6600 series receiver. These Alarms will then in turn report as standard alarms to the Alarm
Display.

Data Entry

First you must launch the Radionics Circuit file. To do this click on Options at the top of the
RISG Security Management System window and select Radionics Circuits from the drop
down menu.

After selecting the Radionics Circuit module, the List a circuit window will appear:
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Figure 190: List a Circuit(s)

24 RISG Radionic Circuits

F adionic Circuit List
l=zer Circuit | Line-Acocount-Zons Mo, D ezcription Alarm Type Alarm Dis

U=er Circuit Lire Account Zone Mo, - - Description |

Audit Printers [0 [0 [0 Alarm Type | [0 Instriction Mo, | o
Primary Display [0 Priority [0 Secondam Displays [0 [0 Prioity [0 Diizplay Mapsl [ [0 [0
CCTW &larmn [0 e mereea e | TGN

Mew | Edit | Deiate | Save | Cancel |

The List a circuit window will be active only at this time. Enter a Radionics Circuit Number if you
wish to view a single Radionics Circuit Record.

Figure 191: RISG Radionic Circuits

— Radionic Circuwit List-

Line-Account -Zone MNo. | Description [ Alarn Type f Alarrn 1 Last C1
RAD Pharmacy Main Entrance Door Intrusion 1
|= l i

At this point, you can Add, Edit, View, or Delete a Radionics Circuit record.

Building a Radionics Circuit

Because of the design of the module, Radionics Circuits are programmed in a group. You can use any of
the Open functions listed in the Standard Conventions section. Once you request to enter a New
record, the Add a Circuit window will appear:

Figure 192: Field Names

O 3
Uises Circuit Line Account Zone No. | - - Desciiplion |

: T o fo :
@ ®Wiﬁ_ Prioity [0 Secondaiy Displays 'uit:a ID_(-l DIﬂD'ﬂf"-‘-ﬂDS'

(b @6‘”*‘“’” o Last Changed By |
s Mew I Edit I Delete I Save I Campe! I
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Field Names

The Radionics Circuit Module contains the following field nhames:

1). User Circuit: 12 Character, Alpha/Numeric that identifies the Circuit to the system.

2). Line-Zone-Account No.: A Numeric number made up of the Radionics Line Number,
Account Number and Zone Number.

3). Description: Description of the Circuit. This text descriptor will appear in the Alarm Display
in the Description window, and in the Status display.

4). Audit Printers: Allows assignment of up to three Audit Printers that will record the
transactions from this circuit. Number corresponds to the Printer number in the System
Control File

5). Primary Display: Number of the Primary Workstation that activity on this Circuit is to be
routed to. Corresponds to the Alarm Display number in the System Control File.

6). Priority (Primary): Allows a priority level for the Primary display. Entries from 0-10 with
10 being the highest priority.

7). Secondary Displays: 2 fields available, number of other Workstation(s) that activity on
this circuit is to be routed to. Corresponds to the Alarm Display number in the System
Control File.

8). Priority (Secondary): Allows a priority level for the Secondary displays. Entries from 0-10
with 10 being the highest priority.

9). CCTV Alarm No.: Works in conjunction with the CCTV interface. Corresponds to the alarm
number used by the various CCTV controllers. Through the CCTV interface, the system will
send this number via Serial port when an alarm condition occurs on this circuit

10).Alarm Type: Categorizes the type of Circuit. You can pull from the list or add your own up
to 16 Alpha/Numeric characters. These names will appear in the Alarm Type line in the
Alarm detail window.

11). Instruction No.: This Numeric entry corresponds to the Instruction number in the
Instruction file. The Alarm Display will display this instruction in the Alarm Acknowledge
window.

12).Display Maps: 3 fields available, works in conjunction with the Map program. These
numbers correspond to the map number(s) this circuit will display on. Clicking on the Display
Maps button will display the list of maps programmed in the system.

Sample of a completed Radionics Circuit Record:
Figure 193: Add a Circuit

User Circuit IH;’-"'.D Line Account Zone Mao. I#D—1 021-048  Descriphon IPElhI'I'I'IEll:':.’ Main Ertrance Door

Audit Printers |1_ |2_ II}_ Alarm Ty'pel IIntrusion Instruction MNa. | |4
Primary Disp]a\,fl‘l_ Pricrity |F"_ Secondary Displays |2_ |D_ Priority |5_ Display Maps | |4 |5 IE
CCTV Alarm I.'ZED Last Changed By IMmiﬂ

ew | Eit | Delete |  Save | cancel |

Copying Records

You can copy from one Radionics Circuit to the next by doing any of the following:

@ Highlight the Radionics Circuit you want to copy from and Select Open, and the Change
a record window will appear. OR

@ Highlight the Radionics Circuit you want to copy from and Select New and the Add a
record window will appear. OR

@ Right click on the Radionics Circuit you want to copy from and select Add from the pop
down menu and the Add a record window will appear.
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Make sure to change the Radionics Circuit Number, as well as the data entries, and press the
OK button.

The edited Radionics Circuit will be listed in the RISG Radionics Circuits — [Zckt1] window
as a new record.

up Display

Group Display allows you to group several workstations under a group that you want to have
alarm transactions displayed on. This module works in conjunction with Reader, Input Output
circuits file and the Transaction file. This group number can be entered in the Primary or the
Secondary Display box in the Reader, Input and Output circuits file. It also can be entered
Displayl or Display2 box of the Transaction file.

Before getting started

Dat

All of the Servers and Workstations must have been entered in the System Control file as Alarm
Displays before continuing. (See the System Control section of this manual).

a Entry

First you must launch the Group Display module. To do this click on Options at the top of the
RISG Security Management System management window and select Group Display from
the drop down menu.

After selecting the Group Display module, the List Alarm Display Groups and RISG Alarm
Display Groups — [Gertl] windows will appear.

Figure 194: List Alarm Display Groups

REV.-A
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The List Alarm Display Groups window will be active only at this time.
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Figure 195: RISG Alarm Display Groups — [Gcrtl]

Group Display List

Group Ma. | Dezcription | Laszt Changed B!
1 Server and workstation Adrin
< >

At this point, you can Add, E, View, Sort or Delete a record.
You can use any of the Open functions listed in the Standard Conventions section. Once you
request to enter a new record, the Add a LAN-AN1/RSC/GP1 window will appear:

Figure 196: Add a Group Display

1 9 '
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3
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Field Names

1.) Group Number is the number that you desire to define this group of Displays to be used in
the Reader, Input, Output circuits and the Transaction files.

2.) Description is the general description of the Group Display up to 40 characters.

3.) Group Displays is the Workstations that you have selected from the Alarm Display window
that will be a part of this group.

4.) Alarm Display is a list of all Servers and Workstations programmed in the System Control
file and are available for Alarm Displays.

REV.-A RELEASED 08/2011 PUBLICATION# 5567 Page 120 of 180



Adding a Record

Figure 197: Add a Group CRT

Group Number |42 Description (4l Wirks

Lazt Changed By |.-’-'«dmin

Add

Remove |

000 - O T e D0 O —

11 : [comments)

Enter any number that you desire in the Group Number box. This number should not be
duplicated.

Enter the description for this Group in the Description box.

Highlight the Alarm Display(s) in the Alarm Display box that you desire to be a part of this
group and click the Add button. You can either highlight one at a time or you can highlight
multiple Alarm Displays sequentially by clicking on the first one that you desire and while holding
down the Shift key, click on the last one in the desired range. If the Alarm Displays are not in
sequence you can click on the first one and while holding down the Ctrl key click on the other
desired Alarm Displays. When you have selected all of the Alarm Displays click on the Add button
and the selected Alarm Displays Type number will appear in the Group Displays box.

If you desire to remove an Alarm Display(s) from the Group Display box, simply highlight the
Alarm Display(s) and click the Remove button and they will be removed from the Group Display
box

When you are ready click the OK button to save the group.

Changing Records

To change existing records, in the RISG Alarm Display Groups — [Gcertl] window, open the
required Group No. One method is to select the desired record by double clicking on the circuit.

(You cannot change the Group Number. in a record.)

Figure 198: Change a Group Display 1 0f 1

Group Number  |EE Description (Al'/ks
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At this point you can make the necessary changes and when you are ready click the OK button
and the changes will be saved.
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Deleting Record(s)

Highlight the selected Group Display and hit on Delete button.

Viewing Record(s)
You cannot change records when Viewing records. Follow the procedures for Adding Record(s)

to View records. Instead of selecting Open from the File menu select View or when right
clicking on a highlighted record select View from the drop down menu.

Open/Close Area

The Open/Close Area file is an optional feature that allows you to define a group of Readers and/or Input
Circuits as an Area. You can create a path into the Area to access the initiating device (Reader or Input).
You can enable or disable the Area with a Card transaction, Input activation or a Manual Command from
a Workstation. An attempt to close an Area with any device in the Area unsecured will result in an Alarm.

Data Entry

First you must launch the Open/Close Area file. To do this click on Options at the top of the
RISG Security Management System window and select Open/Close Area from the drop
down menu.

After selecting the Open/Close Area module, the List Open/Close Area Records window will
appear:

Figure 199: List records

iZ Open:Close Area

Area List
Area Mo | Diescription Contralling Circuit | Arealnput | Area Output | Area Mame | Alam Output | Last Changed By ‘
1 Test on Dpen:Close Area 000-00-000 000-00-002  000-00-001  Testdrea 000-00-001 Admin
Area Mumber ’1— Area Mame W Description |Test on Open:Close Area Detai
Area nput | ’W Controling Cirewit | ’W Area Dutput | ’W Alarm Dutput | ’W
Entry Timer(Sec) 129 Exit Timer(Sec.] 10 Timer Dutput | [00000001 | BuddyArealviN) [
Last Changed By Hew | Edit | Delete | Save | Cancel |

The List Open/Close Area Records window will be active only at this time. Enter an
Open/Close Area Record Number if you wish to view a single Open/Close Area Record.
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Figure 200: RISG - Open/Close Area

Area List

Area Mo, | D escription I Controlling Circuit | Area lnput I Area Output I Area Mame I Alarrn Output | Laszt Changed By
1 Test on opendClase 0o0-00-000 0o0-00-002 ooo-00-001 Test Are 000-00-001 Avdrnin

At this point, you can Add, Edit, View, or Delete an Open/Close Area Record.

Building a Open/Close Area Record

Because of the design of the module, Open/Close Area Records are programmed in a group. You can use
any of the Open functions listed in the Standard Conventions section. Once you request to enter a
new record, the Add an Open/Close Area Record window will appear:

Figure 201: Add a record

1 i
O Area Numbel#

Area Mame Description | Detail °

%Alealnput | Contralling Circuit Area Output | |, Alarm Output | [ o
6

ST p——— & Exit TimerSec.) 0 Tirner Output Buddy fuealtN] ‘ o
Last Changed By |Admin ‘ Mew | E dit | Delete | Save | Cancel |

Field Names

The Open/Close Area module contains the following field names:

1). Area Number: The number assigned to this Open/Close Area Record. This is the number
used call up a specific Open/Close Area Record.

2). Area Name: Descriptive Name of the Area. 8 alphanumeric characters maximum.

3). Description: Text description of the Area. 70 alphanumeric characters Maximum

4). Detail: Set up the Path Circuit, Controlled Circuits and Authorized Card.

5). Area Input: Input Circuit that initiates the Entry Timer when opening the Area and cancels
the Exit Timer when closing the Area. Clicking on the Area Input button will display a list of
Inputs programmed in the system.

6). Controlling Circuit: Input or Reader circuit that opens or closes the Area. Clicking on the
Controlling Circuit button will display a list of Readers or Inputs programmed in the
system.

7). Area Output: Circuit turns on when Area is opened and turns off when the Area is closed.
Clicking on the Area Output button will display a list of Outputs programmed in the
system.

8). Alarm Output: This output turns on when any Controlled Circuit within a closed Area is
activated. Clicking on the Alarm Output button will display a list of Outputs programmed in
the system.

9). Entry Timer: Amount of time, in seconds, allotted to open an Area from the Controlling
Circuit after the Area Input has been activated.

10).Exit Timer: Amount of time, in seconds, allotted to activate or exit through the Area Input
after closing the Area with the Controlling Circuit.

11).Timer Output: Output circuit activated when Entry Timer or Exit Timer have expired before
the Open/Close process is successfully completed. Clicking on the Timer Output button will
display a list of Outputs programmed in the system.
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12).Buddy Area: Does not work at this time. For future use. When set to Y(es), two authorized
cards, presented within a prescribed time interval, are required to perform the Open or
Close Area process. When set to N(0), a single Authorized Card can be used.

When data entry for the above screen is completed, click on the Detail button to continue with the
Area configuration. The Area Detail, Path Circuits window will be displayed:

Figure 202: Area Detail —Path Circuit

i<i Area Detail

Area Numbet |2

Path Circut | Controlled Circuts | Authorized Card |

Input Circuits List Path Circuit

O o] <
Remove
oK | Cancel | Hep |

The Path Circuit window contains the following field names:

1). Area Number: The number assigned to this Open/Close Area Record. This is the number

used call up a specific Open/Close Area Record.
2).

Input Circuit List: List of all Input Circuits available to be configured as Path Circuits.

3). Path Circuit: List of Reader and Input Circuits that have been selected as Path Circuits.
When data entry for the above screen is completed, click on the Controlled Circuits tab to
continue with the Area configuration. The Area Detail, Controlled Circuits window will be

displayed:
Figure 203: Area Detail — Controlled Circuits

Path Cicutt Controlled Crouts | Authonized Card |

@O

Input Circuits List

Note:Max 32 Per Contraller
Controlled Circuits

000-00-002 Add | 000-00—002 <
Remaove
Reader Circuits List
Remove
ok | cCance |  Hep |

The Controlled Circuits window contains the following field names:
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1). Area Number is the number assigned to this Open/Close Area Record. This is the number
used call up a specific Open/Close Area Record.
2). Input Circuit List: List of all Input Circuits available to be configured as Controlled

Circuits.

3). Reader Circuit List: List of all Reader Circuits available to be configured as Controlled
Circuits.

4). Path Circuit: List of Reader and Input Circuits that have been selected as Controlled
Circuits.

When data entry for the above screen is completed, click on the Authorized Cards tab to
continue with the Area configuration. The Area Detail, Authorized Card window will be
displayed:

Figure 204: Area Detail — Authorized Card

i<t Area Detail x|
: Area Number |2

Path Circuit | Controled Grouts  Authorized Card |

Authorized Card

@ | Add 123456
Card Number,
Remove
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The Authorized Card window contains the following field names:

1). Area Number: The number assigned to this Open/Close Area Record. This is the number
used call up a specific Open/Close Area Record.

2). Card Number: Entry field for Card Number to be selected as Authorized Cards.

3). Authorized Cards: List of all Card Numbers configured as Authorized Cards.

General Operation

There are multiple methods of use for the Open/Close software option:

Outside the Area

You can have a Controlling Circuit on the outside of the Area with no Path Circuits, or
Entry/Exit time. In this mode, you would secure all of the Controlled Circuits and exit the
area. Once the Area is secure, you would activate the Area by Input, or Reader. This would
then Close, or Enable all of the Controlled Circuits on the inside of the Area. Any violation of
the controlled circuits would turn on the Alarm Output. Using this method, an operator can be
allowed to Open or Close the Area by Command from a Workstation.

Inside the Area

Below is a block diagram of a typical controlled area. The doorway is in the lower right corner
with the Controlling Circuit Reader inside the door. The motion detectors indicated have been
designated in the Path Circuit screen. The rest of the detectors are listed in the Controlled
Circuit screen. There is also a door position switch installed on the door, which has been
designated as the Area Input. The Entry/Exit timers have been programmed to 45 seconds.
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Figure 205: Area
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Closing the Area

All Controlled Circuits must be first secured prior to closing the Area. When ready, the
Controlling Circuit is activated. This will start the Exit Timer allowing 45 seconds to exit and
secure the Area Input (in this case by closing the door). Alarms from the Path Circuit are
ignored during the Exit time, but act as any other controlled circuit after the Area is closed. If
the Area is not properly closed before the Exit Timer expires, an “Area Closed Failed” alarm will
be generated, and the Timer output will turn on. After the Area is closed, any violation of the
controlled circuits would turn on the Alarm Output.

Opening the Area

By opening the door, the Area Input will be activated which in turn, will start the Entry Timer.
Again, the Path Circuit is ignored during the Entry time. You will have 45 seconds to activate

the Controlling Circuit to Open the Area.

Note: Commands from the Workstation are not allowed if using this mode.
You can copy from one Open/Close Area Record to the next by doing any of the following:

@ Highlight the Open/Close Area Record you want to copy from and Select Open, and the

Change a record window will appear. OR

@ Highlight the Open/Close Area Record you want to copy from and Select New and the

Add a record window will appear. OR

@ Right click on the Open/Close Area Record you want to copy from and select Add from

the pop down menu and the Add a record window will appear.

Make sure to change the Record number, as well as the text entries, and press the OK button.
The edited Open/Close Area Record will be listed in the RISG Open/Close Area — [Areal]

window as a new record.

Extended Door Time

The Extended Door Time is a feature that allows you to access a Reader Door for extended periods of

time without generating an Alarm. The time can be set to up to 300 minutes.
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Data Entry
- First you must launch the Extended Door Time file. To do this click on Options at the top of
the RISG Security Management System window and select Extended Door Time from the
drop down menu.

After selecting the Extended Door Time module, the List an Extended Door Time window
will appear:

Figure 206: List an Extended Door Time

i3 RIS Extended Door Time Record

Extended Door Time Record List

Fame | Drescription R eader Clukpk
Test Test on Extendeds Door Time 0o0-00-000 o0o0-00-001
b >
Mame D escription | Last Changed By

=] I— Ol Eztended Timer =
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R =T I E dit I Delete I Sawe I Cancel I

The List a Extended Door Time window will be active only at this time. Enter an Extended
Door Time Name if you wish to view a single Extended Door Time Record. If you leave the
Please enter an Extended Door box blank and click the OK button, all of the programmed
Extended Door Time Record (if any) will list in the RISG Extended Door Times Record —
[Extended Door Timel] window.

Figure 207: RISG Extended Door Time Record

Extended Door Time Record List

I ame | Drescription Reader Output
Test Test on Extendede Door Time ooo-00-000 ooo-00-001
< >

At this point, you can Add, Edit, View, or Delete an Extended Door Time Record.

Building a Extended Door Time

Because of the design of the module, Extended Door Time Records are programmed in a group. You can
use any of the Open functions listed in the Standard Conventions section. Once you request to enter
a New record, the Add an Extended Door Time window will appear:
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Figure 208: Field Names
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Field Names

The Extended Door Time Module contains the following field names:

1). Name: The name assigned to this Extended Door Time Record. Maximum 4 alphanumeric
characters

2). Description: Text description for the Extended Door Time Record. This will display in the
Extended Door Time window of the Status screen when active. 70 alphanumeric characters
maximum.

3). Reader: Designated Reader for this Extended Door Time Record. Clicking on the Reader
button will display a list of Readers programmed in the system.

4). Output: Designated Output that will turn on when this Extended Door Time Record is
active. Clicking on the Output button will display a list of Outputs programmed in the
system.

5). Extended Timer: The maximum time this Extended Door Time Record is allowed to remain
active until an Alarm is generated. Extended time range is 1-300 minutes. (Future feature
— all Extended Door Times are set by Keypad entry at the door.)

Copying Records
You can copy from one Extended Door Time Record to the next by doing any of the following:

@ Highlight the Extended Door Time Record you want to copy from and Select Open, and
the Change a record window will appear. OR

@ Highlight the Extended Door Time Record you want to copy from and Select New and
the Add a record window will appear. OR

@ Right click on the Extended Door Time Record you want to copy from and select Add
from the pop down menu and the Add a record window will appear.

Make sure to change the Extended Door Time Name, as well as the data entries, and press
the OK button.

The edited Extended Door Time Record will be listed in the RISG Extended Door Time —
[Extended Door Time Record 1] window as a new record.

Guard Tour

Guard Tour is an optional feature that allows Tour points to be set up throughout a facility. A Card
Reader is used to Start and Stop the Tour and can be associated with an Output Circuit that indicates
that the Tour is active. Input Circuits make up the individual Tour points and are associated with an
Output Circuit that is turned on when the Tour point is activated. Each Tour transaction is recorded in
History.

REV.-A RELEASED 08/2011 PUBLICATION# 5567 Page 128 of 180



Data Entry

First you must launch the Guard Tour file. To do this click on Options at the top of the RISG Security
Management System window as shown below:

Figure 209: RISG Security Management System — Guard Tour
] Se

Monitor Admin  Report | Options About
Radionic Circuit

RISG | s=eoe> MANAGEMENT SYSTEM

AES Key
Open:Close Area
Extended Door Time

Language Switch  »  Peader

Spedal Tools

Welcome to
RISG INTERNATIONAL

After selecting the Guard Tour module, the List a (Guard Tour) Record window will appear:

Figure 210: RISG List records

4 Guard Tour

Guard Tour List :
Tour Mo | Reader | output | Description | Last Changed By |
1 000-00-000 000-00-007 Test Guard Tour Adrmin
Tour Number |1 Description  |Test Guard Tour
Tour Aeader | 000-00-000 Tour Output | 000-00-001 Last Changed By [&dmin
Select Tour Input &nd sach's Assosiated O utput
Swstem Inpuk System Outpuk Assigned Inputs Aszosiated Dutputs
000-00-002 000-00-001
F! emnve
Edit Delete save | Cancell |

The List a (Guard Tour) Record window will be active only at this time. Enter a Guard Tour
Number if you wish to view a single Guard Tour Record.
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Figure 211: RISG Tours
Guard Tour List

Tour Mo, | Reader | Output [escription Last Changed By

1

000:00-000  000-00-001  Test Guard Toour Admin

At this point, you can Add, Edit, View, or Delete a Guard Tour set.

Building a Guard Tour

Because of the design of the module, Guard Tours are programmed in a group. You can use any of the
Open functions listed in the Standard Conventions section. Once you request to enter a New record,
the Add a record window will appear:

Figure 212: Field Names

O—

Tour Number | Description |

©

Tour Reader I Tour Output | Last Changed By [m
4

Select Tour Input And each's Assosiated Output
System Input System Output Assigned Inputs Assosiated Outputs

Q 000-00-002 000-00-001 < ( : )

Field Names

The Guard Tour Module contains the following field names:

1).

2).

3).

4y.

5).
6).

7.

Tour Number: The number assigned to this Guard Tour Record. This is the number used
(along with the Description) to identify the Tour in the Status Display when it is active.
Description: Text files that are used to describe the Tour. This verbiage is used (along with
the Tour Number) to identify the Tour in Status, when it is active. 30 Alpha Numeric
characters maximum.

Tour Reader: This Reader Circuit is used to initiate the Guard Tour. Clicking on the Tour
Reader button will display a choice of Readers programmed in the system.

Tour Output: This Output Circuit is used to indicate that this Tour is active when turned
on. Clicking on the Tour Output button will display a choice of Outputs programmed in the
system.

System Inputs: These are the Input Circuits that are available as Guard Tour Assigned
Inputs.

System Outputs: These are the Output Circuits available to be associated with Assigned
Inputs.

Assigned Inputs — Associated Outputs: This field lists the Assigned Tour Inputs and
their Associated Outputs for this Tour Record.

Sample of a completed Guard Tour Record:
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Figure 213: Sample Guard Tour

Tour Number |2 Description |Guard Tour 2

Tour Reader | IDDI}DI}I}DD Tour Output | IDI}D—DDDM Last Changed By |Admin

—5elect Tour Input And each’s Assosiated Output

System Input System Output Assigned Inputs Assosiated Outputs
DO0-00-002 DO0-00-001 000-00-002 000-00-001

_pad |
Remaove |

And

New Eit | Deee | Sawe | Cancal

General Operation

A Guard Tour is activated by a valid Card Read at the Tour Reader. When the Tour is started, the Tour
Output will turn on. A user can go to each tour station to activate the associated Input point. When the
Input Point is activated, the associated Output Point will turn on until the Input point is deactivated.
After all stations have been activated, a valid Card Read through the Tour Reader will complete the
Tour. There is no specific sequence of Tour Stations or time intervals.

Copying Records

You can copy from one Guard Tour to the next by doing any of the following:

@ Highlight the Guard Tour you want to copy from and Select Open, and the Change a
record window will appear. OR

@ Highlight the Guard Tour you want to copy from and Select New and the Add a record
window will appear. OR

@ Right click on the Guard Tour you want to copy from and select Add from the pop down
menu and the Add a record window will appear.

Make sure to change the Guard Tour number, as well as the data entries, and press the OK
button.

The edited Guard Tour will be listed in the RISG Guard Tour — [grdtl] window as a new
record.

Reader Tour

Reader Tour is an optional feature that allows Reader Circuits to be used as Tour stations throughout a
facility. A Card Reader is used to start the Tour. The Reader Tour is a Timed Tour and all readers must
be accessed in the pre-determined time for the Tour to be completed. Valid access credentials (cards)
can be assigned as Tour cards in the Master Personnel File. A Reader Tour has a maximum time of 1440
minutes (24 hours). There is no specific sequence of Card Readers and no Interval timing.

Data Entry

First you must launch the Reader Tour file. To do this click on Options at the top of the RISG
Security Management System window as shown below:
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Figure 214: Receptors Security Management System Tour - Reader Tour
=l
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Guard

Special Tools

Welcome to
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After selecting the Reader Tour module, the List a Reader Tour Record window will display:

Figure 215: List records

{24 Reader, Tour.

[~ Reader Tour List -

1| Tour Mo, I Description
1 Test on Reader Tour

I Start Reader ] Tirner I Last Changed By ] ‘
000-00-000 25 Adrmin

Tour Nurber | Start Reader | Tour Timer | Last Changed By

Description I

Syatem Reader Selected Readers

000-00-000
Add
Remove |
New | Edit | Delete | Save | Larce] |

The List a (Reader Tour) record window will be active only at this time. Enter a Reader Tour
Number if you wish to view a single Reader Tour Record.
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Figure 216: RISG Reader Tour

Reader Tour List

Tour Mo, | D egcription Start Reader Timer Last Changed By

1 Test on Reader Tour 000-00-000 25 Admin

At this point, you can Add, Edit, View, or Delete a Reader Tour set.

Building a Reader Tour

Because of the design of the module, Reader Tours are programmed in a group. You can use any of the
Open functions listed in the Standard Conventions section. Once you request to enter a New record,
the Add a record window will appear:

Figure 217: Field Names

7

Tour Number Start Reader | Tour Timer |0 Last Changed By [Admin
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|
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Field Names

The Reader Tour Module contains the following field names:

1).

2).
3).

4y.

5).

6).

Reader Tour Number: The number assigned to this Reader Tour Record. This is the
number used (along with the Description) to identify the Tour in Status when it is active.
Start Reader: This Reader Circuit activates the Reader Tour. Clicking on the Start Reader
button will display a choice of Readers programmed in the system.

Tour Timer: The Tour Timer is the time the Reader Tour can remain active. Should the
timer expire a Reader Tour Failure is sent to the Alarm Display.

Description: Text files that are used to describe the Reader Tour. This verbiage is used
(along with the Tour Number) to identify the Reader Tour in Status when it is active. 65
alphanumeric characters maximum.

System Readers: These are the Reader Circuits available for selection as Tour Readers.
The readers can be selected by clicking on them with the mouse. Clicking on the Add button
will move the highlighted System Readers into the Selected Readers window.

Selected Readers: These are the Reader Circuits that are selected as Tour Readers for this
Reader Tour Record. The readers can be selected by clicking on them with the mouse. You
can remove them from this window by clicking on the Remove button.
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Figure 218: Sample Reader Tour

Tour Number |1 Start Reader | I[‘.'[‘.'D-DDLDDD Tour Timer |25 Last Changed By |Admin

Description I'I 1th Floor Reader Tour for Administration Offices

System Reader Selected Readers
000-00-000
Remove
New it | peee | sawe Cancel

General Operation

A Reader Tour is activated by a valid Card Read at the Start Reader and a message that the Reader
Tour has been started is sent to the Alarm Display. As the Tour is progressing, each transaction is written
to history. The Tour is completed when a card is presented to all of the readers in the Tour. A message
that the Reader Tour has been completed is sent to the Alarm Display.

Copying Records

You can copy from one Reader Tour to the next by doing any of the following:

@ Highlight the Reader Tour you want to copy from and Select Open, and the Change a
record window will appear. OR

@ Highlight the Reader Tour you want to copy from and Select New and the Add a record
window will appear. OR

@ Right click on the Reader Tour you want to copy from and select Add from the pop down
menu and the Add a record window will appear.

Make sure to change the Reader Tour Number, as well as the data entries, and press the OK
button.
The edited Reader Tour will be listed in the RISG Reader Tour — [rtourl] window as a new
record.

Watch Tour

This is the standard version of tour software. There are 1023 tours available with up to 50 stations in
each tour and any number may be active at a given time. The only restriction is that the same station
may not be in more than one active tour. The tour may be started by a card reader or by user command.
The tour stations have a sequence that must be followed as well as a time period to reach each station.
An alarm is generated if the sequence is not adhered to or if the station is reached too early or late. The
tour may be given a modifier for each station. This means that if the time to go from station 2 to station
3 is 5 minutes and the modifier is 2 then the actual time to reach the station is 3 to 7 minutes. Input
points as well as readers may be in a tour. The tour may be stopped at any time as well as being able to
be restarted at any sequence. Status shows all the tours that are active as well as any failed tours.
History allows the user to get hard copy reports of both successful and unsuccessful tour activity

Data Entry

First you must launch the Watch Tour file. To do this click on Options at the top of the RISG Security
Management Window as shown below:
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Figure 219: RISG Security Management System Tour - Watch Tour
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After selecting the Watch Tour module, the List (Watch Tour) records window will appear:

Figure 220: List records

i Watch Tour
—Wwatch Tour List
T our Murnber ] Description Tour Reader Tour Output 14 adifier Last Changad By ] ‘
‘ 1 Test on Watch Tour 000-00-000 000-00-001 5 Admin

Tour Humber Modifier |0

I Frirt s/atch Tour

Start Feader | Tour Dutput | |

Description ]

System [nput

Selected |nputs

Last Changed By ‘IAdmin

000-00-002 Station Ma.
o ‘
¥
Timer

]

Add |
Fiemoye |

Delete |

New Edi | Save

| Cancel |

The List (Watch Tour) records window will be active only at this time. Enter a Watch Tour

Number if you wish to view a single Watch Tour Record.

REV.-A RELEASED 08/2011 PUBLICATION# 5567

Page 135 of 180




Figure 221: RISG Watch Tour

“whabch Tour List
Tour Humber | Dezcription | Tour Reader | Tour Dutput | Modifier | Last Changed By
1 Test ot Watch Tour 0a0-00-000 000-00-001 5 Adrin

At this point, you can Add, Edit, View, or Delete an Watch Tour set.

Building a Watch Tour

Because of the design of the module, Watch Tours are programmed in a group. You can use any of the
Open functions listed in the Standard Conventions section. Once you request to enter a New record,
the Add a record window will appear:

Figure 222: Field Names

Tour Number | Modifier |0___ I™ Print Watch Tour Start Reader | Tour Output |
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Field Names

The Watch Tour Module contains the following field names:

1). Tour Number: The number assigned to this Watch Tour Record. Used (along with the
Description) to identify the Tour in Status when it is active.

2). Modifier: This field allows you to select a time modifier (in minutes) for the Watch Tour
station intervals.

3). Print Watch Tour: Selects each Watch Tour transaction to print to an assigned Audit Trail
Printer.

4). Start Reader: This Reader Circuit activates the Watch Tour. Activation can also be
accomplished with a manual command from a Workstation. Clicking on the Start Reader
button will display a choice of Readers programmed in the system.

5). Tour Output: The Tour Output turns on when a Watch Tour is active and turns off when
tour is inactive. Clicking on the Tour Output button will display a list of Outputs
programmed in the system.

6). Description: This is a text file that is used to describe the Watch Tour. This verbiage is
used (along with the Tour Number) to identify the Watch Tour in Status, when it is active.
70 alphanumeric characters maximum.

7). Station No.: This is the sequence number for the selected Watch Tour station. When you
highlight an input for selection, you select the sequence in the Watch Tour for this circuit.

8). System Inputs: These are the Input Circuits available for selection as Watch Tour stations.

9). Timer: When you highlight an input for selection, you select the time interval (in minutes)
for this circuit. Should the timer expire a Watch Tour Failure is sent to the Alarm Display.
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10).Selected Inputs: These are the Reader Circuits that are selected as Tour Readers for this
Watch Tour Record.

Figure 223: Sample Watch Tour

Tour Number |2 Modifier |5 ¥ Print Watch Tour Start Reader | IDI}I}-DD—DDD Tour Output IDD[}DI}DD‘I
Description l Last Changed By IAdmin
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ID
-
Timer
ID
Remove
New Edit || PpeEE | sae Cancel

General Operation

When a Watch Tour is activated by the Start Reader or a manual command, a message that the Watch
Tour has been started is sent to the Alarm Display. As the Tour is progressing, each transaction is
displayed and written to history. The Tour is completed when a card is presented to the last Watch Tour
station. A message that the Watch Tour has been completed is sent to the Alarm Display. If the Watch
Tour is not completed, the stations are accessed out of sequence, or a time interval between stations is
exceeded (or the station is accessed too early), an alarm will be displayed specifying the violation.

Copying Records

You can copy from one Watch Tour to the next by doing any of the following:

@ Highlight the Watch Tour you want to copy from and Select Open, and the Change a
record window will appear. OR

@ Highlight the Watch Tour you want to copy from and Select New and the Add a record
window will appear. OR

@ Right click on the Watch Tour you want to copy from and select Add from the pop down
menu and the Add a record window will appear.

Make sure to change the Watch Tour Number, as well as the data entries, and press the OK
button.

The edited Watch Tour will be listed in the RISG Watch Tour — [wtourl] window as a new
record.

Visitor
The Visitor module is an optional feature that allows an operator to control Visitor access cards and
Temporary cards without the need to constantly access the Master Personnel file.

Data Entry

Note: The Visitor module is a special application module; the procedures used as described in the
Standard Conventions section do not apply

First you must launch the Visitor file. To do this click on Admin at the top of the RISG Security
Management Window and select Visitor from the drop down menu.

After selecting the Visitor module, the Sub Menu — Visitor/Temporary Card will display:
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Figure 224: Sub Menu - Visitor/Temporary Card
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RISG : Visitor/Temporary Card

The sub menu is divided into 2 sections: Visitor and Temporary Card.

Visitor Card

The Visitor module allows the operator to provide a pre-programmed access card to a visitor without
building a Master Personnel record. The Visitor module allows the operator to attach a name and
expiration date to a card temporarily. This is called Checking a Card Out.

When the visitor returns the card, the card is then Checked In and made available for another visitor
assignment. Card Status can be used to verify the status of the card, and also to extend the expiration
date, if necessary.

Please note that Visitor cards are pre-programmed in the system before they can be checked out.

Check Card Out

Visitor Cards are preprogrammed in the database as Visitor Cards. They can have programmed Group
Codes, or you can add one when you check out the card. You would enter a Visitors Name, whom they
are to see, what company they represent, and if they have an escort. You can then add an Expiration
date by pulling down the calendar. During the time the card is active, all history transactions for the
visitor card will record under the visitors name until the card is checked in.

Figure 225: Field Names
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Field Names

1). Visitor Badge Number: Badge number for Visitor card. This information is
entered into the Badge No. field in the Master Personnel file for all cards to be
used as Visitor cards.
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2). Visitor Card Number: This is the actual card number for this Visitor Badge.
When the Badge Number is entered the Card Number is retrieved from the
Master Personnel file. Note: A visitor card must have an ID Status of 99
(unassigned) to be assigned as a valid visitor card.

3). Hold: A check in this box will hold the Visitor card in reserve for the assigned
visitor. The card will not be activated until the Hold is removed.

4). Visitor: This is where the visitor personal information is entered when creating
the Visitor card.

5). Escort: If an escort is required for this visitor, the name and card information
for the escort is entered here. Note: An escort card must have an ID Status of 0
(current) or 1 (temporary) to be a valid escort card.

6). Annunciate Card: If this box is check, any transaction from the visitor card will
be displayed as an ID Annunciated alarm on the Alarm Display.

7). Requires Escort Card: If this box is checked, and escort card is required for
the visitor card to be granted access to any card reader.

8). Group Code: The Group code number entered here assigns the access rights
for this visitor card. (See Group Code section of the Administrators Manual).

9). Expire Card on: Expiration date for the Visitor Card.

Hold

You can enter data for a visitor ahead of their arrival and place the card on hold. Hold will keep the card
available for check out, but not activate the card until the hold is removed using the Cards on Hold
function.

Figure 226: Visitor Card on Hold
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All Cards 125487 1255498 i 12345 Visitor-Temp Visitor

Bl Cards On Hold

#. Cards Checkln
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To remove the hold on a card, simply click on the Hold checkbox for the desired card in the Cards on
Hold list.

Check Card In

Checking the card in will de-activate the card, and remove the name and access criteria from the card
record. The ID Status of the card will be changed to 99 (unassigned).
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Figure 227: Visitor - Check IN Card Field Names
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Field Names

1). Visitor Badge Number: Badge number for Visitor card. This information is entered into the
Badge No. field in the Master Personnel file for all cards to be used as Visitor cards.

2). Visitor Card Number: This is the actual card number for this Visitor Badge. When the Badge
Number is entered the Card Number is retrieved from the Master Personnel file. When you
enter the badge number, the card number will automatically be displayed when you tab out of
the Badge Number field. Note: A visitor card must have an ID Status of 99 (unassigned) to be
assigned as a valid visitor card.

3). Visitor: When you enter the badge number, visitor personal information will automatically be
displayed when you tab out of the Badge Number field.

Card Status

The status of all active cards (including visitor cards on hold) in both the Visitor module and the
Temporary Card module can be viewed by clicking on the Card Status button in the
Visitor/Temporary Card main screen. You can also check in a Visitor or Temporary card by double
clicking the desired card record in the list. Additionally, you can extend the expiration date for a Visitor or
Temporary card by highlighting the card record and clicking on the Expiration Date button and selecting
the new date from the calendar. This operation must be performed prior to the original expiration date.

Figure 228: Card Status

Employee IO I Fisrt Name I Last Name I Middle Name I Company I Expire Date I Card Type I Card Status | On Hold I Here To Sed
12345 Visitor-Temp 62312011 Visitor 1

12354 Jason Oliva Receptors Inc | 6/24/2011 Temporary 1 123

24578 Visitor-Temp Checkin 99

243234234 Visitor-Temp 62412011 Visitor 1

Temporary Card

The Temporary Card module is for existing cards that need to be temporarily replaced. The Temporary
Card will de-activate the original card and transfer the access criteria from the original card to Temporary
card.

Please note that Temporary cards are pre-programmed in the system before they can be checked out.

Check Out

When checking out a Temporary Card, the module will ask for the card number of the card you wish to
replace. You can call up the existing card record by Card Number, Employee ID or Social Security Number
(SSN) (SSN can be used only if this data has been entered in the card record).
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Figure 229: Temporary Card Check Out Dialog
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Once the existing card is retrieved, you will need to enter the pre-programmed Temporary card
information.

Figure 230: Temporary Card Check Out Field Names
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Field Names
1). Employee: Information retrieved from the Master Personnel file for the card you are replacing.
2). Current Card number: The card number for which you are creating a Temporary card.
3). Temporary Card Number: The card number of the Temporary card. ANote.: A Temporary card
must have a status of 0 (current) or 1 (temporary) to be assigned as a valid Temporary card.
4). Expires on: Expiration date of the Temporary card.

Checking In

The temporary card will expire on the selected date, but the original card will not be re-activated until the
Temporary card is checked back in. To check in a Temporary card, click on the Check Card In button on
the main Visitor/Temporary Card menu. The Check In window will display.
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Figure 231: Temporary Card Check In Dialog
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You can retrieve the Temporary card record by entering the Temporary Card Number, the
Employee ID or the Social Security Number (if the SSN in entered in the Master Personnel File).

The Temporary Card Check In window will display.
Figure 232: Temporary Card Check In
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Field Names
1). Employee: Information retrieved from the Master Personnel file for the card you are replacing.
2). Replace: Information retrieved from the Master Personnel File showing the Temporary Card
you are checking in and the original card you are re-activating.

Badge Layout Tool

The Badge Layout Tool allows a user to build formatted layouts that are used in the Badge production
portion of the software. This tool uses standard graphic files such as JPG'’s, and BMP’s generated by other
programs to create the background framework for an ID Badge. The Badge Layout tool enables a user to
build Badge layouts that include:

§ Base Badge format imports using JPG, TIF, or BMP format allowing you to build any design
required for the Base section of the Badge.

§ Text Generator to place Text type field that are printed on every badge
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8 Placement of all Fields available from the Master Personnel Screen.

§  Ability to change graphics on the badge based on data in the database.
§ Adjustable Video sizing and placement of the Cardholders image.

§ Ability to Copy one layout to another.

§ Ability to attach two layouts together for Double-sided printing.

Once the Layout is completed, Badge production becomes seamless through the Master Personnel
Screens. After capturing the Cardholder’s image, you can print the badge from the same screens. All
layouts created will show up as choices in the Badging Section.

Planning

Planning your badge layouts beforehand can save you time, trouble and minimize the number of layouts
to choose from when producing badges. For example will the badges be basically the same except for
the background color? If so then you can use the logo feature to automatically select the correct
background color based on a specific field you enter in a Cardholders record. This limits your layout to
one layout and uses the string in a field to determine the background color.

Deciding beforehand what you're going to place on a Badge is essential prior to beginning the layout
Objects are placed on the Layout in layers, and every time the layout is printed, the order is repeated.
Consequently, you do not want to lay objects down in the wrong order or place a large object over one
or several smaller objects.

Note: A badge layout must contain a base Image and a Video box as a minimum. Layouts not containing
these elements will not save to the database.

Below is a graphical representation of how a badge is created using layered objects:

Figure 233: Badge Layout

1 2 3 4 5 6 7 8 9

TR T T T L CTTr T Ty e TeL PYRT A AT TRI AL FRTTLETTTL FAIR| FERTA KRNI CTRRIATIRIETIRLATIT

? _é <—I | Company Name
2 {——
E | Last Name |
‘= :
5__2_ £ | | First Name |
6

Each additional object is layered on top of the last object
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Figure 234: Badge Layout
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Right Wrong

1). There are many third party graphics programs available that can help create intricate image and
logo files. These programs, mated with Receptors layout tool allow you to produce artistic as
well as functional badges. For less artistic or simple designs, most machines are equipped with
Microsoft Paint to help you create image file.

Opening the Badge Layout Tool

First you must launch the Badge Layout module. To do this click on Admin at the top of the RISG
Security Management Window and select Administration from the drop down menu.

After selecting the Badging module, the Badge Setup window will appear:
Figure 235: Badge Setup
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From the menu bar across the top of the Badge Layout window, you may choose from several pull down
menus:

Card Holder: Provides the card holder information (First Name, Middle Name, Last Name, Suffix
Name, Ethnic, SSN, Printed Badge Name, Work Phone and Home Phone).
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Badge Details: Provides the following details Badge Code, Badge Name, Badge Number, Card

Number, Embossed Number, Effective Date, Expiration Date and Issue Date.

Employee: Provides the Employee Information of the Card Holder (Employee ID, Company Name.
Company Number, Department Name, Department Number, Department Location, Job Title, Division

and Shift).

Comment: This menu is the comment for the card holder. 10 comments can be inserted to the

Badge Card.

Sub menu bar:

Horizontal and Vertical— The Layout of the Badge Card
Fonts

Text

Barcode

BG ( Background)
Logo

Image

Signature

Delete

[SNEOEOROCRORNENRENRN]

Creating a new Badge Layout

To create a new layout, click on File and select New from the pull down menu. The Select Badge
Background Image window will display:

Figure 236: Select Badge Background Image
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Hit on Image Icon on the sub menu:
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Figure 237: Select Image File
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The Image File works in the Master Personnel in the Card Information picture.

Figure 238: Select Badge Background Image
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Select a image file to insert into Badge Layout’s Background

U<

Look in: [ 3 My Received Files v] [« > ° [~
- MName = Size Typs

Q = 6614 23KB Graphics Interchan...
My Recent = | EE14(1) ZI KB Graphics Interchan...
Documents = |a037 40KB Graphics Interchan. ..

- =] |244377_2291302 49 KB JPEG Image
LS =) |289380_S645110[1] 44 KB Graphics Interchan...
Dezklop =] |2006612% 20 KB Graphics Interchan...
=] |bestguess FTOKE Windows Bitrap Im...

< =] | dollydoghouse_com_0026_4_... 19 KE JPEG Image
=) |kapook_28136 175 KE Graphics Interchan...

My Documents =1 |me 4 KB JPES Image

=l |loZ_1_S557 14 KB JPEG Image

= =1 |pug-1 43 KE JPEG Image

=l |puggg Z4 KB JPEG Image

My Computer 83 KE JPEG Image

- Dimensions: 342 x 217 E
e 2 Type: JPEG Image
File nam Size: 82.8 KB e’ ]
My Metwork. | Files of wpe: | All Pictures “.bmp: .gif: ~.ipg; ".png: i ~ |

Click Open to use the selected Image or cancel to quit.

If you select Open the Image file will be pasted into the Badge Setup window oriented to the upper left

corner of the grid:
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Figure 239: Badge Setup - Untitled
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Using the mouse, you can reposition the image on the grid.
Note: If you wish to use a white background on the layout, the background image can be made very
small and can be located outside the grid area so that it will not print on the badge. This satisfies the
background image requirement without actually having the image on the layout.
Once the background image is in place, you can start adding objects to the layout. To add an object, click
on Object pull down menu and select Insert. The Define Object to Insert window will display:

Figure 240: Define Object to Insert
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Card Holder  Badge Details ~  Employes ~ Commert
@ g ‘ B I a = £
Horizortal  Vertical Fonts Text Barcode Logo Image Signature  Delete

e

-

Badge Card | Badge card - back side
wew || Est | oeee |

Badge Number 8

Badge Name |

Back Card

Select a corresponding back layout

| =

Save | SaveAsI Cancel |

Eresiew | Erirt

Style
(%) Front Side (") Back Side J

Background Image

The next object to insert will be Background Logo.
Note: All Badge Layouts are required to include a Video object including back of Badge Layouts. Like the
base image, Iif you do not wish to print the Video object on a card, you can make the Video Object very
small and place it outside of the grid. This satisfies the Video object requirement without actually having
the video on the layout.
Click on the Logo radio button on the Define Object to Insert window. The Logo window will display:
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Figure 241: Define Object to Insert - Image
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BG (Background) Button: This radio button selects the Video Object insertion window.
2). Object: The Width and the Length of the Logo.
3). Font: the Properties of the text including the Name, Color, Style and Size.
Note: Do not exceed a value of 1.3” in either height or width of a Logo Object.

W

J

A
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After selecting the desired parameters for your Logo Object, click OK.

Figure 242: Badge Layout — Image Replacement

1 2 3 4 5 6 7 8 3

Field

The next objects to place on the layout are Fields. These are fields from the database such as Company,
First Name, Last Name, Employee ID, etc. The available fields are defined in the file pers.dfn in the
Receptors folder. This file shows the available database fields from the tables pers and pinf that make up
the Master Personnel record. It identifies the field names and their respective character lengths.

To add an object, click on Object pull down menu and select Insert. The Define Object to Insert
window will display:
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Figure 243: Define Object to Insert
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Horizontal  Vertical Forts Text Barcode BG Logo Image Signature  Delete
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Color Control Text
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I j Size 8
5 3
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Save | ave s | Cancel |

3
Previews | Ffint |

Click on the Field radio button on the Define Object to Insert window. The Field window
will display:

Figure 244: Define Object to Insert Field Object

Microsoft Sans Serif
Control Text

Regular

8

: :—' Plain Text i -
[ 4

1). Name: Font Name used.

2). Color: The default font color is black.

3). Style: These items allow you to modify the font characters to better fit your badge design.
4). Size: Font size.

5). Plain Text: This field is used to configure fonts.

Select the font by clicking on the Browse button in Item #2:
Figure 245: Font Selection

Effects Sample

™ Strkeout

[" Underline fatlifycs

Colar:

[ = vI Script:
Westem -

Highlight the font and select the size and style. Click OK. The Define Object to Insert window
will display with the selected parameters:
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Figure 246: Define Object to Insert

r‘_| Faont .

Name Arial Narrow

Color Black

Style Regular
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/—| Plain Text ~,
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You can change the font size, color, style, alter the position or rotate the text as needed from the Define
Object to Insert window by using the radio buttons and check boxes.
Select the Field name by clicking on the Field pull down menu and highlighting the desired field name:

Figure 247: Define Object to Insert

&
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Card Holder Badge Details Employee Comment
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Honzontal Vertical Fonts. Tent Barcode BG Logo Image Signature  Delete
=
Badge Card back side /—-—
1 2 3 4 5 6 7 8 9 MName
e | Edit | Delete
Number X Y  Width Height
Eadge Name || 7
ar
:
A
(%) Front Side {7} Back Side 3 flate s buial Hoeitw
Color Black
Select a carresponding back layout ” Style Regular
| =l Size 825
5
e
Save | ave b | Cancel |
&
Frevizn | Frit | |

After selecting the desired parameters for your Field Object, click OK. The Field Object will
be placed on the layout grid. Use the mouse to move it to the desired location on the layout:

Figure 248: Badge Setup — Untitled
-

Badge Card | [~
[y | Edit | [elete |

Badge Number 2
Badge Name IBadge Name No.1
Back Card

Style

+! Front Side 1 Back Side

Select a corresponding back layout

Sawve | Eavefl\sl Cancel |

Preyists | Frirat |
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Text
The Text Object provides the means to place fixed text on the badge that is common to all badges create

from this layout. To add a Text Object, click on Object pull down menu and select Insert. The Define
Object to Insert window will display:

Figure 249: Define Object to Insert
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Horizontal  Vertical Fonts Text Barcode EG Loge Image Signature  Delete
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Back Card b s
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Caolor ControlText
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I 4| Size 8
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Save Save bs Cancel
Plain Text
3
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Click on the Text radio button on the Define Object to Insert window. The Text window
will display:

Figure 250: Define Text Object to Insert Field Names
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=  E— x| e
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~ Effects Sample
™ Stikeout
- AaBbYyZz
Gr—[E=
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1).
2).

Text Button: This radio button selects the Text Object insertion window.

Font Selection/Style/Sizing: This button allows you to select the font for the Text Object
as well as the color of the font. These items allow you to modify the font characters to
better fit your badge design.

Font Sizing and Style: The default font color is black

Plain Text: This box is provided for typing your Text Object.

3).
4).
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After selecting the desired parameters for your Text Object, click OK. The Text Object will be
placed on the layout grid. Use the mouse to move it to the desired location on the layout:

Figure 251: Badge Setup - Untitled
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Using the above method, you can add additional Text objects to the layout and position them
as required.

Logo

The Logo Object allows you to associate character strings in the database to place a logo on the badge
layout. For example, you could enter a company “Receptors Inc.” in the Company database and select
Companyl (co_namel) as the logo field. When you add a path to a logo in the Format box identifying
“Receptors Inc.” as the company, the Receptors Inc. logo will be placed on the badge. This feature can
save on the number of layouts to choose from.

To add a Logo Object, click on Object pull down menu and select Insert. The Define Object to Insert
window will display:

Figure 252: Logo - Define Object to Insert
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Card Holder Badge Details Employee Comment
i 7 L A [l B a & x|
Horizontal  Vertical Forts Text Barcode BG Logo Image Signature  Delete
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1 2 3 4 5 6 7 8 9 e
ew || Ede || peee |
Badge Mumber 2 X Y Width  Height
Eadge MName I i
Back Card . -~
2 ,/—| Fant ~
i () Back Side g Name Microsoft Sans Serif
Caolor ControlText
Select a corresponding back layout 4 Style Regular
| 4| Size 8
5 b o
Save | Save bs | Cancel |
3
Preview | Frint | |

Click on the Logo button on the Define Object to Insert window. The Text window will
display:
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Figure 253: Logo - Define Object to Insert Field Names
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A

1). Logo Button: This button selects the Logo Object insertion window.

2). Selection: This menu will automatically pop up when the Logo button is clicked. Select your
file using this window.

3). Logo Width and Height: These boxes are provided for sizing of the Logo object.
Dimensions are in inches. Default Logo Object size is .80"W X .80"H.

Figure 254: Define Object to Insert

Select a image file to insert into Badge Layout's Logo il
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2
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In this example, the database field selected is Companyl (co_namel). If the value
“Receptors Inc.” is selected in the Comppanyl field of the Master Personnel file, the path
c:\Program Files\Receptors\logos\Receptors.bmp will be accessed to display and print the
Logo for Receptors Inc.

After selecting the desired parameters for your Logo Object, click OK. The Logo Object will
be placed on the layout grid. Use the mouse to move it to the desired location on the layout:

Figure 255: Badge Setup — Logo Placement
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Using the above method, you can add additional Logo objects to the layout and position them as
required.

Barcode

Using a field from the Master Personnel Record, you can place a Barcode Object on your layout using
industry standard Barcode formats. Special considerations must be taken however, such as the format
required for your application, and ribbons required for your printer. Receptors uses an embedded Code39
font for this feature. For other barcode formats please consult you Receptors Regional sales office.

To add a Barcode Object, click on Object pull down menu and select Insert. The Define
Object to Insert window will display:

Figure 256: Define Object to Insert
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Click on the Barcode radio button on the Define Object to Insert window. The Barcode
window will display:
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Figure 257: Bar Code Define Object to Insert Field Names
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1). Barcode Button: This button selects the Barcode Object.

2). Instruction: This is a instruction pop up window.

3). Barcode Width and Height: These boxes are provided for sizing of the Barcode object.
The Barcode font determines the Barcode width. Dimensions are in inches.

Note: To rotate barcode right click on the bar code and select Rotate.

Figure 258: Define Object to Insert
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The barcode works in Master Personnel as a Employee ID:
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Figure 259: Badge Setup — Barcode Placement

1 2 3 4 5 6 I 8 3

E NMWH@WHW E

Background Color

Insert a Background color to the Badge Layout:
Figure 260: Define Object to Insert
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Properties. ..

Click on the Box radio button on the Define Object to Insert window. The Box window will
display:

Figure 261: Box Define Object to Insert Field Names
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1). Right click option: Select on Background Color.
2). Color Option: Color selection.

Figure 262: Badge Setup — Box Placement
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Modifying Objects

Objects can be modified in two ways:

You can double click on the object. This will bring up the modification window for the select object.

You can highlight the desired object and choose Modify under the Object pull down menu.

Note: You can modify any object on a layout with the exception of the background image. If you need to
modify this object, you must delete the badge layout and start over with a new background image. If the
background image is a simple bitmap, you can close the layout, modify that file using Microsoft Paint© or
other graphics packages and save the file as the original name. The modifications will appear the next
time you open the badge layout.

Removing Objects

To remove an object from a badge layout, you can highlight the object and choose Delete on the sub
menu.

Saving a Layout

To save a new badge layout, click on Save under the File pull down menu. A Save Badge As menu will
display. Layouts are designated as either Front or Back. You can attach a back layout to a front layout for
double-sided badge printing.

For a new badge layout, select Front Layout or Back Layout. When a layout is selected as a

Back Layout, the layout name will be added to the Select a corresponding Back Layout pull
down menu.
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Figure 263: Save Badge As

Style
(%) Front Side ) Back Side ) Front Side (&) Back Side ]
Select a corresponding back layout Select a corresponding back |ayout
| H
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If your layout is for double sided cards, select a back layout from the Select a corresponding
Back Layout pull down menu prior to clicking the Save button in the Save Badge As window.
Cancel aborts the request to save.

Figure 265: Save Badge
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Opening a Layout

To open a layout, select on the Badge Card the click pull down menu, select on the Badge then hit on
Edit button to open the Badge Card

Figure 266: Open Badge

Badge Card Badge Card No.1 El Yo I (B:ge Card No |

New | BadEe card - back side | New | o e |
Badge Number 14 - Badge Number 1 '
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Back Card  Badge card - back side Back Card  Badge card - back side

Copying a Layout

4

You can open a layout and save it as another name if required. One use for this is if you have several
layouts with minor differences. You can create the original layout, then save it as another name. You can
then make your editing changes to the copy, and still have the original.

To copy a layout you first have to open the layout. Open the layout by choosing Open from the File pull
down menu (see Opening a Layout).
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After the layout is displayed choose Save As from the File pull down menu. Now the steps will be the
same as saving a layout (see Saving a Layout).

Deleting a Layout

To delete a layout, select on the Badge Card the click pull down menu, select on the Badge then hit on
Delete button to delete the Badge Card.

Print / Preview

A Print Badge section is located at the Master Personnel menu on the lower part beside the Card
Information.

Figure 267: Badge Setup
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After selecting a front badge layout to print or preview, the layout will display:
Figure 268: Print Badge
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Similarly, after selecting a back badge layout to print or preview, this will also
display:

Figure 269: Print Badge
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The following information is provided for your assistance in the procedures described herein
SQL Backup Procedures

SQL Maintenance Plans

Net Use

RISG SQL Database Backup

This applies to SQL Server Management Studio 2005 Express, SQL Server Management Studio
2005. to SQL Server Management Studio 2008 Express and SQL Server Management Studio

2008.
The following information describes how to use the SQL Server Utility to Backup the RIS
database.
The database can be backed up on-line, without interrupting the system operation. You can also
setup the Backup to be performed on a schedule automatically. (Described in the next section).
The SQL Server backup saves the database Alarm History and Data files (Reader circuits, Input
circuits, Output circuits, Group Codes etc.) ONLY. This is not a backup of your system files. For a
complete backup, see your IT Administrator.

Tapes

Backups are essential for the successful recovery of the system in the event of a failure. It's
extremely important that you use quality tapes, or those tapes recommended by your tape drive
manufacturer. IT IS ALSO IMPORTANT that you use multiple tapes. Don'’t continue to backup
over the same tape over and over. You can certainly use tapes over again; it's just a good
practice to have for example, a weekly or monthly set of backup tapes. This routine builds in
redundancy to your backup tapes as well. You're not relying on a single tape to restore your
system.
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Backing up the RIS Database

The backup procedure explained here is for backing up the RIS database to a Disk Drive. If you
desire to backup to a Tape Drive the procedures are basically the same except you will select
the Tape option instead of Disk in the SQL Server Backup — ris window. Then select the Tape
Drive from the list. If there is only one Tape Drive in your system it will be labeled as \\ Tape 0
\\.

To Open the SQL Server Management Studio from Start go to Programs, then Microsoft
SQL Server, then SQL Server Management Studio.

Figure 270: SQL Server Management Studio
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ThIS Is the Main tool used to access SQL Server.
On the tree click on the + at Microsoft SQL Servers
Click on the + at SQL Server Group and the name of your Server Name will appear.

Wait until the right arrow inside the circle turns green

Click on the + at Server Name

Click on the Database Folder in the left window and the right window will display all Databases
in the system.

Figure 272: SQL Enterprise Manager Console Databases

'~ Microsoft SQL Server Management Studio Express

File Edit Wiew Tools ‘Window  Community  Help

_:Q_Neruery L_J':l L_S' =R ey - | :SJ j b:f

Ohject Explorer ~ 3 X | Summary | - X
=W e T F B Ea
= [ SERVER (SQL Server 9.0.5000 - SERVER1Admin)

# [ Databases i

@ BR Seuurky | Databases

# [ Server Objects SERYER\Databases S Item(s)

[# [ Replication
#= [ Management

Marne
[ 5vstem Databases

oo

| | ris_backup

Ready

Click on the ris database in the right window once to highlight it.
Figure 273: SQL Server Enterprise Manager Backup Database

B Microsoft SQI. Server Management Studio Express

File  Edit  Wisw Tools  Window  Community  Help
LA New Query | [y | [0 | 5 ¥ % = @ | B B3 B RBa o5
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=7 = = 57 [F] 2 [Fl & or ]
= (4% SERYER (SGL Server 9.0.5000 - SERVERLADmInD
G [ Databases
B | Databases
@ [ Server Objects SERVER\Databases S Ikemis)
= [ Replication
# [ Management
Marne
[ Swstern Databases
l:J i Mew Database. . .
L ri Mew Cuery
@ Seripk Database as 3
[ Tooiie - Detach. ..
Reporks > Shrink. .
Renarmne | Back Up. ..
Delete Restore »
Refresh Senerate Scripts. ..
Properties
Ready

Click on Tools on the SQL Console menu bar and select Backup Database from the menu and
the SQL Server Backup — ris window will appear.
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Figure 274: SQL Server Backup - ris

| | Back Up Database - ris

=] = s |

Selecta page
14 General
128 Options

Connection

Server:
WINT-32

Connection:
win7-32win7

& View connection properties

Progress
Ready

b

5 script = [ Help

Source

Database:

Recovery model:

Backup type:

Backup component:

@ Database

Backup set
Name:
Description:
Backup set wil expire:
@ After:
) On:
Destination

Back upto:

[ris

SIMPLE

[Fun

ris-Full Database Backup

= days

@) Disk

C:\Program Files"\Microsoft SQL Server\MSSQL 1"M55QL \Backup'sis bak

As you notice that the Database box is defaulted to ris. Which is the database you will be

backing

up.

The Name box is defaulted with the filename that you will be backing up to, which is ris
backup.

Receptors recommends that you keep this file name but if you desire you can change

It.

In the Backup section check the bullet for Database.
In the Destination section check the bullet for Disk.
Also in the Destination box the defaulted path is

C:\Program Files\Microsoft SQL Server\MSSQL.1\Backup\(File Name in the Name

box)

Receptors recommend that you keep this path. If you want to change the path see the section
below Change Backup Path. When you finish in the Change Backup Path return here and
continue.
In the Overwrite media section check the bullet for Overwrite all existing backup sets.
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Figure 275: SQL Server Backup - ris
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@ Ovenwrite all existing backup sets

|| Check media set name and backup set expiration
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New media set name:

Mew media set description:
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[ Verify backup when finished
Connec || Perform checksum before writing to media
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WINT-32 Transaction log
Connection:
win7-32'win7

!} View connection properties

Progress Tape drive

Ready

-

When you are ready click the OK button and Backup Progress window will appear indicating that
the backup process has begun.

Be patient; there may be a couple of seconds before you see the progress bar begin to
fill.

Figure 276: Backup Progress

= = =N
| 1| Back Up Database - ris ——— . - U
- |
55 scipt ~ B Hep
S View connection properties = . -
Progress Tape dive
#", Executing (30%)
as®
Stop action now
OK Cancel
L

When backup is complete the SQL Server Management Studio window will appear displaying
the status of the backup.
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Figure 277: Backup Status

=
|| Back Up Database - ris @J IMI
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.S;Ilg:iaDT_P S Script » E Help
27 Generd
1 Options

Ovenwrite media

@ Back up to the existing media set
() Append to the existing backup set
@ Overwrite all existing backup sets

[ Check media set name and backup set expiration

Media set name:

() Back upto a new media set, and erase all existing backup sets

Microsoft SQL Server Management Studio Express

f@ The backup of database 'ris' completed successfully,
L 1

EE|

Server:
WIN7-32 Transaction log

Connection: _
win7-32%win7 Truncate the transaction log

_!j View connection properties

Progress Tape dive

[ & Bxecuting (100%)

Ran?

Stop action now

0K Cancel

Click the OK button and exit SQL Server Management Studio.

Change Backup Path

Figure 278: Backup Path

Sele':lam

ﬁ General | ‘S gm v iEY
# Options
Source
Database: [,,'5 -]
Recovery model: |SIMPLE
Backup type: [ Full v]
Backup component:
@) Database
Backup set
MName: ris-Full Database Backup
Description:
Baclup set will expire:
© Heer o ] caye
Enonachon ® On: [o/12/2011 |
S\Jelr;?'rﬂ Destination
T — Back up to: @ Disk Tape
win7-32'win7
_‘!j Vigw connection properties
Progress
Ready
\

You must remove the path in the Destination box. Click the Remove button and the path will be
removed.
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Figure 279: SQL Server Backup - ris
” Back Up Database - ris

‘-Seeclap@

A Gonerd 55 Seript = [ Help
2 Options |
Source — -
Database: [ns -]
Recovery model: (SIMPLE
Backup type [Ful\ v]
Backup component:
@ Database
Backup set —
MName ris-Full Database Backup
Description:
Backup set will expire:
@ After: ] = days
LD © on: 10122011
‘.S'\?Ir;%[:ﬂ Destination —
Connection: Back upto © Disk
win7-32\win7
33 Mew connection properties
Progress
Ready

Click the Add button and Select Backup Destination will appear.
Figure 280: SQL Server Select Backup Destination

-

[;j Select Backup Destination

Select the file or backup device forthe backup destination. You can create
backup devices for frequently used files.

Destinations on disk
@ File name:
“Program Files"Microsoft SQL ServerMSSQL 1'WM S50 L Backup®,

e

Check the bullet for File name.

In the File Name box the path to backup to on the Disk Drive will be defaulted to the SQL
Backup directory. It's recommended to keep this path but you are not required to.

Click on the button at the right of the File name box and the Backup Device Location window will
appear.
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Figure 281: SQL Server Backup Device Location
thahe Database Files - mm?_i'

Select the file:

=203 c

H- 3 SRecycle Bin

H-_J Badge layouts

H-{_1| Beatles

{3 Billy Jack Collection
(-3 Config.Msi

-3 Documents and Settings

m-m-E-E-b

P
[H-_d ProgramData

-3 Recovery

-3 RISG-Setup-File

-3 System Volume Information
-3 Users

-3 Windows

-3 D:

=5

Selected path: G

Files of type: Backup Files(” bak;"tm) -

File name: ris.bak

At this point you can begin to browse to the Disk drive and directory that you want to save the
backup in. Enter a File name at the bottom the window will reflect the path as you browse.
When you are ready click the OK button and you will be returned to the previous window.
Click the OK button and return back to the procedure you were before the Changing the

Backup Path section.

Restoring the RIS Database

In order to restore the RIS Database you must stop Receptors Services 2 and 3. If
Receptors Services 2 and 3 are running in the Display Mode then you will need to close
the windows. If Receptors Services 2 and 3 are running in the Standard Mode then you
will need to close them through Microsoft 2000 Services. Please refer to the Services

section of this manual for procedures.

The restore procedure explained here is for restoring the RIS database from Disk Drive. If you
desire to restore from a Tape Drive the procedures are basically the same except you will select
the Tape option instead of Disk in the Restore database window. Then select the Tape Drive
from the list. If there is only one Tape Drive in your system it will be labeled as \\ Tape 0 \\.

Open SQL Server Management Studio as you did the in Backing up the RIS Database
section.
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Figure 282: SQL Server Enterprise Manager Database Console
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Ready

Click on the ris database in the right window once to highlight it.

Figure 283: SQL Server Database Restore

'_.a;:- Microsoft SQL Server Management Studio Express
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D Newquery | Oy | [k | 25 g% 0l I i@ | B B B B o5

Object Explorer -~ 01 X ‘/,/Summarvl

- X
B = T [E o Fl & T i
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B2 Socurity | Databases
# [ Server Objects SERVER\Databases 5 Ikemis)

# [ Replication
= [ Management

Marne
[ System Databases

l_-j Giel Mew Database...

[J ris| Mew Query

[ vis Seript Database as 9

| Tasks 3 | Detach...

Reporks > Shrink »
Renarne Back Up...
Delete Restore > Database. ..
Refresh Generate Scripks...
Froperties

Ready

Right lick on ris Tasks then on Restore and Database window will appear.
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Figure 284: Restore Database Default window

| | Restore Database - ris I = (=@ =
Selectapage 7 . 2,
A General ';S Serpt Lj Hep
Eﬁ Options
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To database: fig -
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Source for restore
Specify the source and location of backup sets to restore
@ From database: ris -
() From device:
Select the backup sets to restore
R Name Component  Type Server Database Posttion R
H ris-Full Database Backup  Database Full  WINT-32 ris 1
Connection
Server:
WIN7-32
Connection:
win7-32'win7
4 View connection properties
Progress
Ready
« il b

Under Destination for restore verify To database: ris is selected.

Under Source for restore Verify the bullet from database ris is selected OR select the bullet
From device and chose the path to the backup.

For Restore check the box for ris- Full Database Backup.
Figure 285: Page 2 Restore Database

| | Restore Database - ris =4 l = | B éj
Selecta page ‘ E P
# General '; Scrt 7 Lj ficp
E" Options
Restore options
[¥] Overwrite the existing database
[ Preserve the replication settings
[] Prompt before restoring each backup
[] Restrict access to the restored database
Restore the database files as
Criginal File Name Restore As
ris_Data C:M\Program Files\ReceptorstDatabase\ris. .. E
ris_Log C:\Program Files\Receptors'\Database\ris D
Recovery state
‘Connection
@ Leave the database ready to use by roling back uncommitted transactions. Additional
“S'\«?IKEFEQ = transaction logs cannot be restored (RESTORE WITH RECOVERY)
Connection .~ Leave the database non-operational, and do not roll back uncommitted transactions. Additional
win 7-32win ~ transaction logs can be restored (RESTORE WITH NORECOVERY)
_‘:!_.f View connection properties
Leave the database in read-only mode. Undo uncommitted transactions, but save the undo
") actions in a standby file so that recovery effects can be reversed (RESTORE WITH
Progress STANDB
Ready

Click on the Options tab at the top of the window under Restore options check the box
Overwrite the existing database, Under Recovery state leave the default box check.
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When you are ready click the OK button and the Restore Progress window will appear
indicating that the restore process has begun.

Be patient; there may be a couple of seconds before you see the progress bar begin to
fill.

Figure 286: Restore Progress
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When the restore process is complete the SQL Server Management Studio window will
appear displaying the status of the restore.

Figure 287: Restore Status

[-J Restore Database - ris |ﬁl (== ,B_I
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14 Options
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Semer © transaction logs carmot be restored. (RESTORE WITH RECOVERY)

7-

Connection: -, Leave the database non-operational, and do not roll back uncommitted transactions. Additional
win 7-32%win7

" transaction logs can be restored (RESTORE WITH NORECOVER')
3_’# View connection properties

Leave the database in read-only mode. Undo uncommitted transactions, but save the undo

() actions in a standby file so that recovery effects can be reversed (RESTORE WITH
Progress STANDBY)

ra Executing (100%)

Stop action now

OK Cancel

Click the OK button and exit SQL Server Management Studio.
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SQL Maintenance Plan

The SQL Maintenance Plan will be used to automatically backup the RIS database. In this
section we will build a plan to backup the RIS database once a week on Sunday’s at 2:00 am.
This feature is NOT available in the SQL Server Management Studio 2005/08 Express
versions it is only available in the full versions of SQL Server Management Studio
2005/2008.

Caution: Automatic backups should be performed when the system has a low volume
of transactions. Also and most important is that the Security System performs Panel
Status checks and temporary card down load at 12:00 am nightly. Therefore all
automatic backups should be done at lease two hours prior or after 12:00 am
(midnight).

Open the SQL Server Management Studio as you did the in Backing up the RIS Database

section.
In the left window Click on the Management plus sign once to expand it.

Figure 288: SQL Server Enterprise Manager Database Console
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Right click on the Maintenance Plans in the left window to open the pull down menu then click

on New Maintenance Plan.

Figure 289: New Maintenance Plan...
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The New Maintenance Plan window will open, by default the name is Maintenance Plan you

can use this name or create your own.

Figure 290: SQL Server Enterprise Manager Database Console

o 1

Mew Maintenance Plan

MName: MaintenancePlan

[ ok | | cConcel |

For the example we are going to change the name to RISG Backup. Click OK will finish.

Figure 291: SQL Server Enterprise Manager Database Console

|r y

New Maintenance Plan |22 |

Mame: RISG Backup

[ ok | | conce |
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The first step in creating a database or transaction log backup is to drag and drop Back up

database task from the toolbox to the design panel. Then double-click on Back Up Database
Task 1 to open the Back Up Database Task box and set the necessary properties.

Figure 292: SQL Server Enterprise Manager Database Console
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Once open we will use the default setting Local server connection for our example. To
customize your settings click on new.
1% Click on the dropdown field to bring up the database selection window and select ris: click OK

Figure 293: Back up Database Task box

: iﬁ' Back Up Database Task |E|
Connection: [Local server connection VH MNew... ‘
Backup type: [Full ']
Database(s): | <Select one or more> ﬂ

Backup component
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@ Back up databases across o

[T] ReportServer - e
[7] ReportServerTempDB il
[ |
g 5
[T ris_backup = ntents

If backup files exist: -

[] Ignore databases where the state is not online
() Create a backup file for eve

A ok || conce |

[T] Verify backup integrity

Use the default server setting

The settings should be
- Connection: Local server connection
Backup type: choose Full.
Database: ris.
Backup component — choose Database.
Back up to — choose Disk.
Make sure that the Create a backup file for every database option is selected and
the Create a sub-directory for each database box is checked.
You can use the default destination folder or specify your own. For this example we will
use the default location folder C:\Program Files\Microsoft SQL Server\MSSQL
10MSSQLSERVER\MSSQL\Backup.
Backup file extension — make sure that its value is bak without a leading dot.
Check the Verify backup integrity box.

When you are done, the Backup database task properties window should look like the one shown on
Figure 294, click OK when finish and close out the box.
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Figure 294: Completed Back up Database Task box
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Backup component
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Back up databases across one or more files:
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@ Create a backup file for every database
[¥] Create a sub-directory for each database
Folder: C:\Program Files\Microsoft SQL Server\MSSQL10.MSSQLSERVER\MSSQL\Backup [E
Backup file extension: bak

[¥] Verify backup integrity

Use the default server setting

- Next we need to set the time parameters for the Back Up Database Task. Double left-click on
Subplan_1 calendar icon to open the Subplan Properties box.

Figure 295: SQL Server Enterprise Manager Database Console
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Give a Description for our example we will use RISG Backup.

Figure 296: Subplan Properties

ﬁkauhpFan Properties E]

Name: Subplan_1

Description: B[S

Schedule: Not scheduled {On Demand)

Next set the Schedule click on and open the Job Schedule Properties Box.

Figure 297: Subplan Properties

P

\# Subplan Properties | = II_IE=I_||EE |

MName: Subplan_1
Description:  RISG Backup

Schedule: Mot scheduled {On Demand)

Set the Schedule type: Recurring

Occurs: Weekly

Recurs every: 1 week (s) on Sunday

Occurs once at: 2:00:00 AM

Set the start date, review your settings and click OK when Finish
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Figure 298: Job Schedule Properties Box

£ Job Schedule Properties - RISG Backup.Subplan_1 ___C'_/” EL”R |
Name: RISG Backup.Subplan_1
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Start date: 10/12/2011 E~ () End date: 10/12/2011
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Summary
Description: Occurs every week on Sunday at 2:00:00 AM. Schedule will be used starting on 10/12/2011. »
[ ok ][ cancet |

Review your settings and click OK when Finish.

Figure 299: Subplan Properties

IﬁSupran Properties = | [=}

Name: Subplan_1

Description:  RISG Backup

Schedule:  Occurs every week on Sunday at 2:00:00 AM. Schedule « j J

ok ][ cancel |

You have now created a Maintenance Plan to Back Up the ris database once a week.

DATABASES: ris
SERVERS: (local)
COMPLETE BACKUP
Occurs every 1 week(s) on Sunday, at 02:00:00.
Backup media: Disk
Store backup files in the default SQL Server Backup directory.
Verify the backup after completion.

To save the settings please close out the SQL Server Enterprise Manager.
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Figure 300: SQL Server Enterprise Manager Database Console
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Figure 301: SQL Server Enterprise Manager Database Console
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Modlfylng or Deleting the RISG Maintenance Plans
Open the SQL Server Management Studio as you did the in Backing up the RIS Database
section.
In the left window Click on the Management plus sign once to expand it and the RISG Backup
icon will appear in the right window.
Right-Click on the RISG Backup icon and either select Modify or delete.

Figure 298: SQL Server Enterprise Manager Database Console
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Net Use

The Net Use command is used for creating a Network Logging Printer. This method can be helpful if you
require a remote logging printer and cannot provide a serial connection from the Server. Net Use allows
you to use a printer connected to any workstation and use the Network for data transmission.

Creatlng a Connection

Before creating a connection, you will need to setup the printer on the desired workstation. Use
the Printer wizard and create a standard connection that is shared on the Network.

The operation is completed on the Server. In the operation, you will select an unused port name
such as LPT3. Net Use will redirect any information sent to LPT3, to the Network Name used in
the Net Use command.

To create a connection on the Server you will use a Command Prompt Window.

§ Open a Command Prompt on the Server and type the following command string:

NET USE LPT3 \\Workstation Nane\Printer Shared Nane /PERSI STENT: YES

The Persistent switch will create the connection each time the Server is re-booted.

Now that the connection is established, you can enter the printer in the System Control file as
LPT3.

There are additional Net Use commands. For more information, at the Command prompt type:

NET USE /?
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